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INTRODUCTION

The Minnesota Criminal Gang Pointer File databasd &angNet database were
established by law enforcement agencies as toaisotator alleged gang members and reduce
criminal gang activity. Law enforcement agenciewvé traditionally used gang databases to
ensure public safety in the communities they sefiee need for public safety, however, is best
met when the voice of the entire community is heahdthin the Twin Cities, constituents have
voiced concerns about the methods used, maintepara procedures followed by law
enforcement agencies in their use of gang databaddinesota. With the current torrent of
media coverage surrounding the Metro Gang Strikedsccommunity trust in gang databases
and gang task forces are arguably at an all time [Dhis is exacerbated by the fact that current
statistics show that people of color are substiyier-represented in the Minnesota Criminal
Gang Pointer File and GangNet databases. St. Pauinanity members have raised concerns
regarding the scope of the ten-point criteria dreipact it has had, and continues to have, on
those who have been mislabeled as gang members nodonger part of a gang. In response to
these community concerns, this report was compitedlighlight the various issues with the
implementation, documentation, and use of Minne€witainal Gang Pointer File and GangNet
databases, and offer recommendations for changeselproposed recommendations will help
to balance public safety and community concernsjenimproving accountability, reliability,
and trust between law enforcement and the comnesrtitiey seek to serve.

Part 1l of this Report addresses the operational procedures and stanuofaitus Bureau
of Criminal Apprehension’s (BCA’s) Minnesota CrinalnGang Pointer File and Ramsey County
Sheriff's Office’s GangNet System. In additionistisection will identify general issues with the
structure and procedural policies of the Gang RoiRile and GangNet databases.

Part Il of this Report addresses general issues regarding the Gang P&itgeand
GangNet databases, including arguments regardenguhjective nature of the ten-point criteria,
community concerns, the appearance of racial pmgfilpotential collateral consequences, lack
of notification, and auditing and purging practices

Part IV of this Report contains recommendations on how to promote a gréatel of
accountability, reliability, and trust between |l@nforcement and the communities they serve.
These recommendations include: (1) changing anddeatefining the ten-point criteria; (2)
ensuring a meaningful and sustainable mechanisnolftaining community input; (3) ensure
greater accountability and oversight of data pcasti (4) providing notice and hearing
requirements for documented gang members; (5) mmgaéing prevention and/or intervention
models; (6) providing public notice of auditing apdrging schedules to ensure compliance and
consistency; (7) conducting a special audit ofghrg databases previously administered by the
Metro Gang Strike Force; and (8) determining whe@angNet should remain in existence.

Part V of this Report will conclude the findings of this report.



. OVERVIEW OF GANG POINTER FILE AND GANGNET

Although there are other criminal justice databa#iest exist across the state of
Minnesota’ this report focuses on two databases, the Minae€oiminal Gang Pointer File
(“Gang Pointer File”) and GangNet. First, thisagpwill provide an overview of the legislation
authorizing the Gang Pointer File. Next, the répuitl address the procedures and policies
governing the Gang Pointer File. Finally, the mepall address potential concerns and areas of
inquiry regarding the Gang Pointer File. This noetlof analysis will also be used in evaluating
GangNet.

A. MINNESOTA CRIMINAL GANG POINTER FILE

1. Structure

In 1927, the Minnesota Legislature created the M&mta Bureau of Criminal
Apprehension (BCA)to “assist peace officers throughout the statsoiring local crimes and
apprehending criminals” Currently, the BCA is under the Department of IRuBafety” In
1997, the Minnesota Legislature directed the BCA “smminister” and “maintain” a
“computerized criminal gang investigative data egst for the purpose of “assisting criminal
justice agencies in the investigation and prosenutif criminal activity by gang members.”
This data system, called the Minnesota Criminal gs&vinter File, purposes to “codify
subjective information that officers had, in a wiagat there could be a fair determination” to

assess whether or not a person was a gang memvoéred in criminal activities. As of 2008,

! Examples include: JNet and CrimNet.

2 Minnesota Department of Public Safafjistory of the Bureau of Criminal Apprehension
?ttp://www.bca.state.mn.us/HomePageLinks/DocumBﬁIA/—Hist.html (last visited Nov. 7, 2009).

Id.

“d.

®> SeeMinn. Stat. § 299C.091 (20009).

® See generallinn. Stat. § 299C.091 (2009).

" SeeMara H. Gottfried Database on Gangs: Just How Accurate? Critics &§siestions About the Secret List,
Including Who's on [tST. PAUL PIONEER PRESS Sept. 20, 2009, at Al(quoting Ramsey County $Haob
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there were 2,438 individuals included in the Gaminfer File Database. Of the individuals
included in the Gang Pointer File, fifty-four pemteare Black (1,324 individuals), thirty-six

percent are White (870), nine percent are Indi@9)2and five percent are Asian (134).
In orderto be placed in the Gang Pointer File, an indivicdoast:

1. Be atleast 14 years of age;

2. Have been convicted of a gross misdemeanorl@nyfeor have been adjudicated or
has a stayed adjudication as a juvenile for anneffethat would be a gross
misdemeanor or felony if committed by an adult; and

3. Have met at least three of the criteria or id@ngy characteristics of gang
membership developed by the Gang and Drug Over§ighhcil under Minn. Stat. §
299A.641, subdivision 3, clause 7).

2. Development of Ten-Point Criteria
Minn. Stat. 8 299A.641 allows for the establishmehthe Gang and Drug Oversight
Council to “provide guidance related to the invgstion and prosecution of gang and drug
crime.”™ The Gang and Drug Oversight Council is made ughiofy-two members? Of the

thirty-two members, two members are selected byotteesight Council itseff® The Gang and

Drug Oversight Council is charged with the taskaofeliorating “the harm caused to the public

Fletcher, who, along with other law enforcemenspanel, presented information to the Legislaturgd@7 about
criteria being used elsewhere).
82008 Annual Report, Metro Gang Strike Force, fa8ailable at
http://www.leg.state.mn.us/docs/2009/other/0905@. p
2008 Annual Report, Metro Gang Strike Force, (rittion omitted). Hispanic/Latino/Latina indivils are
included as White in this statistical breakdowmird008 MGSF Annual Report (Hispanic/Latino/Latir@pplation
is 4.1% of MN population).
19 Minn. Stat. § 299C.091, subd. 2 (2009).
™ Minn. Stat. § 299A.641, subd. 1 (2009).
12 5eeMinn. Stat. § 299A.641, subd. 2 (2009). The GardjBrug Oversight Council consists of these members:
the Superintendent of the BCA; the Attorney Genegigiht Chiefs of Police; the United States Attgrifier the
District of Minnesota; two County Attorneys, a coamd-level representative of a gang strike force; a
representative from a drug task force; a repretieatiiom the United States Drug Enforcement Adstimition; a
representative from ATF; a representative fromRBé& a Tribal Peace Officer, a Senator; a repregimt who
serves on the committee having jurisdiction ovem@ral Justice Policy; and two additional membetsownay be
fselected by the Gang and Drug Oversight Coulttil.

Id.



by gang and drug crime within the state of Minnasbt To do this, the Gang and Drug
Oversight Council is authorized by statute to “adopieria and identify characteristics for use in
determining whether individuals are or may beembers of gangs involved in criminal
activity.”® The Gang and Drug Oversight Council drafted atmpged the use of the following

ten-point criteria®

[ —

. Subject admits to being a gang member;

2. Is observed to associate on regular basis with kngang members;

3. Has tattoos indicating gang membership;

4. Wears gang symbols to identify with a specific gang

5. Isin a photograph with known gang members andiorgugang-related hand signs;
6. Name is on gang document, hit list, or gang-relgtexiiti;

7. Is identified as a gang member by a reliable squrce

8. Arrested in the company of identified gang memieerassociates;

9. Corresponds with known gang members or writes amdaeives correspondence about
gang activity;

10. Writes about gang (graffiti) on walls, books angea’
3. Gang Pointer File Operational/Procedural Standards
The data in the Gang Pointer File “must be subuhited maintained as provided” by
Minn. Stat. § 299C.09% Law enforcement agencies may input data of a&gedl gang member
into the “criminal gang investigative data systenlyaf the agency obtains and maintains the

documentation required under this subdivisibh Therefore, every law enforcement agency that

1 Minn. Stat. § 299A.641, subd. 3 (2009).

!> Minn. Stat. § 299A.641, subd. 3(7) (2009).

16 See generalliinn. Stat. § 299C.091, subd. 2(b)(1).

7 See2008 Annual Report, Metro Gang Strike Force, p.7.
18 Minn. Stat. § 299C.091, subd. 1 (2009).

9 Minn. Stat. § 299C.091, subd. 2 (2009).



maintains the Gang Pointer File must follow alltbé requirements enumerated under Minn.
Stat. § 299C.091.

Under Minn. Stat. 8 299C.091, all data entered theoGang Pointer File is classified as
“confidential.”®® Pursuant to Minn. Stat. § 13.02, “confidentialalaneans “data which is made
not public by statute or federal law applicabletie data and is inaccessible to the individual
subject of that data.” The Gang Pointer File dataot readily available to the public. If a
person believes he or she is listed as a confirgead) member in the Gang Pointer File, that
person may make a “request to a responsible atihori designee,” and will be informed
whether he or she is the “subject of stored datandividuals, and whether it is classified as
public, private or confidential*

The BCA is required to perform “periodic random #sicbf data under subdivision
2...for the purpose of determining the validity, cdeteness, and accuracy of data submitted to
the system?? Moreover, the BCA is responsible for purging narfrem the Gang Pointer File.

It is mandatory for the BCA to destroy data “entereto the system when three years have
elapsed since the data were entered into the systednthe individual has not “been convicted

as an adult, [n]Jor has been adjudicated or haayedtadjudication as a juvenile for an offense
that would be a crime if committed by an adultcsirentry of the data into the systeffi.”In

addition, law enforcement agencies who submit thia ¢have the authority to request that the

20 Minn. Stat. § 299C.091, subd. 2 (2009).

2L Minn. Stat. § 13.04, subd. 4 (2009).

22 Minn. Stat. § 299C.091, subd. 4 (2009). Accordimgn interview of Bob Bushman, Coordinator of Gang
Drug Task Forces, the Minnesota Criminal Gang RoiRtle is “purged” of names periodically throughthe year.
SeeGottfried, Database on Gangsupranote 7, at A1 (quoting Bob Bushman, statewide coatdr of gang and
drug task forces).

Minn. Stat. § 299C.091, subd. 5 (2009).



BCA “destroy the data regardless of whether threary haveelapsed since the data were
entered into the systerA?”
4. Issues Regarding the Administration of the Gang Pater File

Both Minn. Stat. 8§ 299C.091 and 8§ 299A.641 govéen use of the Gang Pointer File.
These statutes lay out the applicable rules andepores that must be followed to utilize the
Gang Pointer Filé®> There are questions, however regarding accouityabhd terminology
stemming from the interpretation of the statutes.

a) Accountability

According to Minn. Stat. 8§ 299C.091, the BCA is larized to “administer” and
“maintain” the Gang Pointer Fif. However, there are discrepancies regarding waggncy
actually oversees the maintenance of the Gang €tokite. A spokesperson for the BCA
asserted that the BCA maintains and always hastaiaéu the Gang Pointer Fié. However,
the 2008 Annual Report of the now defunct Metro §&&irike Force stated, as “part of its
mission, the Metro Gang Strike Force maintainsGhaeg Pointer File?® Others also seemed to
attribute the maintenance of the Gang Pointer t6ilthe Metro Gang Strike Force. In a 2008
newsletter sent out to Minnesota law enforcemeenaigs, the U.S. Attorney’s Office of the
District of Minnesota stated that the Gang Poiride was administered by the Metro Gang
Strike Force®® Therefore, it is unclear whether the BCA has avangintained the Gang Pointer

File or if, during its existence, the Metro Gangiket Force maintained the Gang Pointer File.

24 Minn. Stat. § 299C.091, subd. 5 (2009).

% geeMinn. Stat. § 299C.091, subd. 2 (2009).

%% SeeMinn. Stat. § 299C.091 (2009).

2" Telephone Interview with Dave Johnson, Executiire®or, Bureau of Criminal Apprehension (Sept. 2809).
%2008 Annual Report, Metro Gang Strike Force, p. 7.

? The State of Gangs in MinnesptaiE EAGLE, Fall 2008, Issue 33, at yailable at
http://www.usdoj.gov/usao/mn/downloads/eagle.f&lipaif.
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This raises questions about the accountabilityafiministering, accessing and maintaining the
database.
b) Accessibility to the Databases

Although the data in the Gang Pointer File is dfeesk as “confidential,” it is unclear
which entities in particular can gain access todat. One of the reasons that a lack of clarity
exists is the fact that certain terms within Mitat. 8 299C.091 and § 299A.641 are left unclear
and ambiguous. Two such terms are “law enforceragencies” and “criminal justice agencies.”
Bob Fletcher, Ramsey County Sheriff, noted that @eng Pointer File has a higher
threshold for access than GangNet because “morel@dn law enforcement, including
prosecutors and probation officers, can accessntoemation.® Minn. Stat. § 299C.091
ensures that only “law enforcement agencies” aminioal justice agencies” have access to the
Gang Pointer File data. Nowhere in either MinratS§ 299A or 8§ 299C is there a definition of
what constitutes “law enforcement agencies” orrfinial justice agencies.” Thus, it is unclear
which entities actually qualify as “law enforcemegencies” and/or “criminal justice agencies”
under the above-referenced statutes. For exardplg@robation officers or small departments
with limited security resources qualify as “law ermdement agencies” or “criminal justice
agencies”?

There are varying definitions of “criminal justiegencies” located in other parts of the
Minnesota Statutes. Under the Data Practicesattriminal justice agency” is defined as “all
state and local prosecution authorities, all seate local law enforcement agencies, the
Sentencing Guidelines Commission, the Bureau of m@ral Apprehension, the

Department of Corrections, and all probation officeho are not part of the judiciary™

%0 SeeGottfried, Database on Gangsupranote 7, at Al (referencing Bob Fletcher, RamseyrnBo8heriff).
3 Minn. Stat. § 13.02, subd. 3a (2009).



In contrast, Minn. Stat. § 299C.46 defines a “cnalijustice agency” as an “agency
of the state or an agency of a political subdivisicharged with detection, enforcement,
prosecution, adjudication or incarceration in respe the criminal or traffic laws of this stat&.”
As a result, it is not clear which entities qual#y “criminal justice agencies.” This ambiguity
could potentially result in “unauthorized” or “umémded” agencies gaining access to
“confidential” data within the Gang Pointer Fildieteby compromising the privacy of those
listed therein.

C) Purging and Auditing Pursuant to Minn. Stgt299C.091

The BCA is responsible for purging names from then& Pointer File. Pursuant to
Minn. Stat. § 299C.091, the BCA must purge a namom fthe Gang Pointer File if “three years
have elapsed since the data were entered intoystens’ and the individual has not “been
convicted as an adult, [n]or has been adjudicatdthe a stayed adjudication as a juvenile for an
offense that would be a crime if committed by amlat®® Notably, there appears to be no
statutory language in place that lays out speglfans for the execution of such purges. Nor
does the BCA make public the results of purgeshefGang Pointer File. Consequently, it is
unclear to the public when, how often, and by whaticedures the BCA uses to purge such
names/data from the Gang Pointer File. As suehBItDA could choose to purge data as often or
as infrequently as it sees fit.

The BCA is also required to perform periodic randaudits of the Gang Pointer File.

The purpose of these audits is to determine thédit\g completeness, and accuracy of data

%2 Minn. Stat. § 299C.46, subd. 2 (2009).
33 Minn. Stat. § 299C.091, subd. 5 (2009).



submitted to the systemi® The audits compare the information containechiz Gang Pointer
File with information in individual file§®> As with purges, there are no easily accessiblgswa
for the public to view the results of the audisndy Skoogman, a Department of Public Safety
spokesman, noted that the database audit coulah‘ttp people misidentified as gang members,’
but he said that he could not confirm that withcheecking voluminous files individually*® For
example, in the 2007 BCA audit, two hundred ancet@an (219) out of the two thousand and
fifty-two (2,052) files were checked; the checkureed thirty-two (32) unsuccessful audits, a
fifteen percent (15%) failure rafé. Therefore, if all the files were checked, utiigithe fifteen
percent (15%) failure rate noted above, there pstantial that three hundred (300) individuals
may be misidentified as gang memb#&rs.

B. GANGNET

1 Structure

GangNet was developed in 1998 by the Ramsey C&imyiff's Office through funding
provided by the Minnesota Department of Public §afé The Ramsey County Board approved
receipt of the funding for the creation of GangN&tGangNet was originally established to act
primarily as a feeder system — a multi-jurisdicibdatabase of information about potential gang

members that have not met the criteria for inclusiothe Gang Pointer File. It later developed

3 Minn. Stat. § 299C.091, subd. 4 (2009). Accordim@ob Bushman, statewide coordinator of the GanpRrug
Task Force, the Gang Pointer File is “purged” ahea periodically throughout the ye&eeGottfried, Database on
Gangs supranote 7, at Al (referencing Bob Bushman, statewa@dinator of gang and drug task force).

% SeeGottfried, Database on Gangsupranote 7, at Al (quoting Andy Skoogman, Departmeriualflic Safety
spokesman).

®3eeid.

¥ See id.

% This is using the 2007 Gang Pointer File stasistiot the current 2009 Gang Pointer File numbeiistwis
approximately 2,438 as of February of 2009.

39 See generall.F. No. 218 (1997), S.F. No. 1880 (1997) (auttestiCriminal Gang Oversight Council to make
various grants and appropriate funds).

‘0 Ramsey County Board of Commissioners Session kigelune 9, 1998.
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into a multi-purpose information system; servingaameans of pre-identifying potential gang
members who have met at least one of the ten-pdtetia*!

According to Steve Lydon, Director of the Ramseyuty Sheriff's Office which
administers GangNet, “GangNet is a repository obpbe who have started to meet the
criteria.”? In a September 20(ioneer Presarticle Lydon stated, “It doesn’t mean you are a
gang member just because you are in GangiNet.”

However, law enforcement’'s use of GangNet couldeh#ar-reaching impact for
individuals whose data is stored in the databaseGGangNet is used by ninety-six agencies
statewide’® The standards for law enforcement to enter sopeirso GangNet are less stringent
than the criteria needed for law enforcement tceremat person into the Gang Pointer File.
GangNet’'s lower threshold arguably gives rise tgr@ater number of individuals listed in the
GangNet database as compared to the Gang Poiéer Bt the end of 2008, GangNet had
16,764 individuals listed in its database; compaoe?, 438 individuals listed in the Gang Pointer
File*® Of the individuals included in GangNet, over fervo percent are Black (7,108
individuals), thirty-two percent are Hispanic (20)8over eighteen percent are Asian (3,120) and
over eighteen percent are white (3,148).

2. GangNet’s Operational/Procedural Standards

Law enforcement may enter a person into GangN#telfperson meets one of the ten-

point criteria developed by the Criminal Gang Oigdrs Council, compared to the requirement

to meet at least three criteria for the Gang Poifte.*’ Unlike the Gang Pointer File, a person

*1 See generall@ottfried, Database on Gangsupranote 7, at Al.
42
Id.
“3 Gottfried, Database on Gangsupranote 7, at Al.
* Seeid.
5 S5ee2008 Annual Report, Metro Gang Strike Force, p. 26.
46
Id.
" SeeAppendix A, GangNet Operational Standards, Stat@amgNet.
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is not required to have been convicted of a felonygross misdemeanor to be entered into
GangNef? It also appears that there is no minimum ageireauent for inclusion, as there is in
the Gang Pointer Fil&,

GangNet's Operational Standards state that its idatansidered “confidential® which
means that individuals cannot ordinarily accessdd® contained in the databd5eA person
may file a data practice request with the RamseynBoSheriff's Office to inquire whether the
agency is maintaining any data on that person amdthe data is classified. Since the data is
considered “confidential,” the Ramsey County SHisriDffice may only inform a person listed
in GangNet that the agency is maintaining “configdh data about him or her. The person is
not necessarily entitled to find out what that detaor why it is being maintained by the
agency’’

If a person entered into GangNet does not receing @ew convictions for a
misdemeanor or felony or meet any additional ddaten ten years, the person’s name is

purportedly purged from GangN¥t.If a person does not have any new convictionseet any

® See id.

9 See id.

0 Sedid. (noting that “[d]ata maintained by a law enforcemagency to document an entry in GangNet are
confidential data on individuals as defined in Mistat. 8 13.02, subd. 3, but may be releasedrnuoral justice
agencies.”).

5lg“Com‘ide)ntial data on individuals means data whi&made not public by statute or federal law agatile to the
data and is inaccessible to the individual subjéthat data.” Minn. Stat. § 13.02, subd. 3 (2009).

2 Minn. Stat. § 13.04, subd. 3 (2009) (“[U]pon resiu® a responsible authority or designee, an iddal shall be
informed whether the individual is the subjectiired data on individuals, and whether it is cfésdias public,
private or confidential. Upon further request, adividual who is the subject of stored private ablc data on
individuals shall be shown the data without anyrgeand, if desired, shall be informed of the congsmd meaning
of that data.”).

*31d.; see alsdGottfried, Database on Gangsupranote 7, at Al (quoting Bob Fletcher, Ramsey Co@ttgriff,
stating if an individual files a request with tharRsey County Sheriff's Office, asking if he or $hén GangNet,
the office will notify the individual if he or she or is not in GangNet).

¥ See alsppendix A, GangNet Operational Standards, Revievg®.
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new criteria after five years, the person may askRamsey County Sheriff’'s Office to remove
his or her name from the database.

However, it is unclear how a person would be ableetjuest removal of his or her name
from GangNet (after five years without a new cotigit or new criteria are met); as a person is
not notified of his or her entry into GangNet. Ehhe or she would not know when five years
have elapsed since his or her information was edtieto the GangNet databaSe.

3. Challenges with GangNet as a Database
a) Regulation of GangNet

The existence of the GangNet database, as wel$ @sdsent breadth and scope is cause
for concern; especially as it relates to privadgihests of affected individuals. According to the
Minnesota Data Practices Act, “[c]ollection andratge of all data on individuals and the use and
dissemination of private and confidential datamdhividuals shall be limited to that necessary for
the administration and management of programs fpaty authorized by the legislature or
local governing body or mandated by the federalegoment.?” While it could be argued that
GangNet's existence may have been authorized byRédmmsey County Board through its
acceptance of funds from the Minnesota DepartménPublic Safety’® this is difficult to
confirm because the Ramsey County Sheriff's Offioes not cite to a specific statute, local

ordinance or federal mandate authorizing GangNetéation nor governing its operational

> |d.

*% SeeGottfried, Database on Gangsupranote 7, at Al (a person may be able to find obeibr she is in
GangNet by inquiring in a letter sent to the RamSeunty Sheriff's Office. However, an individuakthdoes not
suspect he or she is in GangNet would not knovhioktto write a letter inquiring about his or heegence in
GangNet, thus, limiting the usefulness of this ap}i

> Minn. Stat. § 13.05, subd. 3 (2009).

8 S.F. No. 1880 (1997), subd. 10 (c).

12



procedures? regulations and standards that law enforcementcigge must follow (i.e. data
collection, audit and purge standarffs).
b) Comparison of Gang Pointer File and GangNet

It is troubling that although GangNet apparentlg kize same ultimate goal in collecting
information on individuals as the Gang Pointer Fiteentifying criminal gang activity), it does
not seem to abide by the same regulations as thg ®ainter Filé' GangNet arguably
bypasses a number of restrictions and protectitiosdad to individuals whose data is stored in
the Gang Pointer Fil¥ This enables GangNet to collect information omutands of
individuals who are not “confirmed gang membérs For example, to be entered in to the Gang
Pointer File, a person has to be at least 14 y@drsThere is no such provision in the GangNet
Operational Standard8. The absence of a minimum age requirement mayestighat a person
of any age, no matter how young, may be enteredGaingNet.

Moreover, Minn. Stat. § 299C.091, subd. 2(b)(huiees an individual entered into the

Gang Pointer File database to meet at least thfetheo ten-point criteria or identifying

%9 Appendix A, GangNet Operational Procedures (didcite to any ordinance or statute authorizing Géetts
existence or any authority for collecting and maiimihg the data as it does); Telephone Intervieth Wiave
Johnson, Executive Director, Bureau of Criminal Agigension (Sept. 25, 2009) (Johnson stated thayGetis
rules and operating procedures follow the Minne8gta Practices Act, and did not know of any ogtatute or
ordinance with which GangNet was obliged to comfilpeeds to be noted, however, that Johnson workifie
BCA, not the Ramsey County Sheriff's Office. In itgh correspondence with the Ramsey County She(fffice,
there were no statutes or ordinances providedabes in conflict with Johnson’s statement).

0 GangNet must abide by the Minnesota Data PracficesMinn. Stat. chapter 13, but many of the riestins
contained in the Data Practices Act are bypassdgdangNet Operational Standards designating ther#ton in
GangNet as “criminal investigative data” per Mitat. § 13.82, subd. 7 and therefore “confidenpa Minn.
Stat. § 13.02, subd. 3a, subd. 7. These classifiatllow law enforcement to forego notifying adividual from
whom they are collecting information and restrictiadividual's access to the information entereGangNetsee
generallyAppendix A, GangNet Operational Standards.

®L Minn. Stat. § 299C.091 (2009).

62 see generallfottfried, Database on Gangsupranote 7, at Al.

83 SeeGottfried, Database on Gangsupranote 7, at Al (quoting GangNet administrator Steygon saying, “Just
because you are in GangNet does not mean yougaegamember.”).

% Appendix A, GangNet Operational Procedures (de¢snelude any provisions in regard to age requéaem
needed to be entered in GangNs&e alsdGottfried, Database on Gangsupranote 7, at Al (stating that a person
must be at least 14 years old to be entered in atdpowever, the article does not note wherenfaination was
obtained).
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characteristics of gang membership developed byGhag and Drug Oversight CounGil.
According to GangNet's Operational Standards, indials need only meet one criterion or
identifying characteristic of gang membership tcebtered into GangNet.

Further, Minn. Stat. 8 299C.091, subd. 2(b)(2) akguires that for an individual to be
entered into the Gang Pointer File the individualstnhave been convicted of a gross
misdemeanor or felord. To be entered into GangNet, a person need nobbeicted of any
crime®’

GangNet also stores data on individuals for mucigdéo than the Gang Pointer File.
Subdivision 5 of Minn. Stat. 8 299C.091 states thatBCA must destroy data entered into the
Gang Pointer File once three years have elapsed siperson was entered into the system. If
the BCA has information that the subject of theadats been convicted of a crime since
placement in the Gang Pointer File, the data walldestroyed after three years have elapsed
since the last conviction of a crifié.GangNet, on the other hand, does not remove idheils
from its database until ten years have elapsee shrecoriginal date of entry. If during that time,
however, a person meets another one of the tert-pi@ria; is incarcerated; or is convicted of a

crime; the person will remain in GangNet for anottem years. A person’s information is only

% The Gang and Drug Oversight Council was grantechthwer to “adopt criteria identifying charactddstfor use
in determining whether individuals are or may bemhers of gangs involved in criminal activity.” MinStat. §
299A.641, subd. 3(7) (2009).

% Under the statute a person must be convictedgodss misdemeanor or felony “or has a stayed achtidn as a
juvenile for an offense that would be a gross miseienor or felony if committed by an adult.” Minrntag §
299C.091, subd. 2(b)(2) (2009).

7 SeeAppendix A, GangNet Operational Standards, Gang berubmission Criteria.

% Minn. Stat. § 299C.091, subd. 5 (2009). For examipk person is entered into the Gang Pointer iRi2009, the
person will be purged from the system three yestes in 2012. However, if the person is entered thé system in
2009, and then is convicted of a crime in 2010 pdeson may remain in the database until at |e&k3.2
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purged from GangNet when he or she has been “gae{) fmeaning has not met another one of
the ten-point criteria) and has not been incareerat convicted of a crime for ten yeéts.
Another concern with GangNet is the classificatidriata as “confidential”® GangNet

Operational Standards justify the “confidentialassification by declaring the information in the
database as “investigative data” which offers mieds protection to individuals than a private
classification, or even confidential informationiffwout being deemed investigative data).
Furthermore, it is worrisome that GangNet appearBet self-regulated. That is, the entity that
administers GangNet (Ramsey County Sheriff's Ojfiaéso enters data into GangNet. It is
unclear whether the other subscribing ninety-sienages that utilize GangNet are authorized to
input data into the system. With limited oversigitGangNet and its practices; except by the
law enforcement agencies that maintain it, therelinsited accountability if erroneous

information has been entered into the database.

1. GENERAL CONCERNS WITH MINNESOTA’S GANG DATABASES

The simultaneous use of two databases that conéarly 20,000 names in the aggregate
raises a plethora of questions concerning privacguracy, equity, fairness, and accountability.
Some of the questions that must be asked andatiytiexamined include the following: Is there
a sound justification for having two different daases with disparate qualifying requiremeffts?

Does being listed in the databases have adversd kagsocial collateral consequences;

%9 SeeAppendix A, GangNet Operational Standards, Reviewg®. According to the GangNet Operational
Standards, a person may request to be removedGamgNet after five years if that person has beamddgree,”
has not been incarcerated and has not been cathattecrime. However, given that persons are otfied of
their status within GangNet, it is questionable tlibe they will actually benefit from this procesglebe able to
request removal in a timely fashion.

Y SeeAppendix A, GangNet Operational Standards, Dissation.

1 Minn. Stat. § 13.02, subd. 3; Minn. Stat. § 138#hd. 7 (2009) (allowing criminal justice agendigsvaive an
individual’s right to a Tennessen Warning whenettiing private or confidential information aboyterson when
the data is being collected for criminal investigapurposes).

2 3eeMinn. Stat. § 299C.091, subd. 5 (2008e alscAppendix A, GangNet Operational Standards.
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especially for those who have been misidentifiedrernot active gang members? Should there
be a notice requirement for adults and/or for jules®? Should there be procedural safeguards in
place to monitor how law enforcement enters andntasis names in the databases? For
instance, should officers be required to “get apprérom a judge or magistrate before entering
a name in a databasé®”Additionally, should officers be required to meeheightened burden
of proof and provide corroborating evidence betoeang allowed to input data into the system?
Moreover, there are questions regarding the ugbeoten-point criteria. For example, are the
criteria too subjective and/or repetitive? Moreportantly, do the criteria disproportionately
impact youth of color?

As a result of these questions, the remainder isf ghction will analyze the various
concerns regarding the use of the Gang PointeraRiteGangNet by law enforcement agencies.

A. KEY CONCERNS WITH THE USE OF THE TEN-POINT CRITERIA

For reference purposes, the ten-point criteridisired below:

TEN-POINT CRITERIA
. Subject admits to being a gang member;

[ —

2. Is observed to associate on regular basis with kngang members;

3. Has tattoos indicating gang membership;

4. Wears gang symbols to identify with a specific gang

5. Is in a photograph with known gang members anddorgugang-related hand signs;
6. Name is on gang document, hit list, or gang-relgrexiiti;

7. ls identified as a gang member by a reliable squrce

8. Arrested in the company of identified gang memioerassociates;

3 Linda S. Beres & Thomas D. Griffitlemonizing Youtt34 Lov. L.A. L. REv. 747, 760 (2001).
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9. Corresponds with known gang members or writes anmdggives correspondence
about gang activity;

10. Writes about gang (graffiti) on walls, books angga

There are a number of concerns regarding the udeeaforcement of the ten-point
criteria. Concerns include, but are not limited td) the criteria tend to enforce a “guilty by
association” mentality because some criterion dtyuaave the potential to confuse “social ties”
with “criminal purpose;* (2) some of the criterion do not specifically eek$ the issue of gang
involvement; and (3) the criteria may allow for towch discretion to be used in regards to who
is allowed to identify gang members.

First, the criteria may ensnare individuals who @ao¢ involved in gang activity. The
Gang Pointer File and GangNet data are kept “centidl.” Therefore, criterion 2 (is observed
to associate on regular basis with known gang meshlaad criterion 5 (is in a photograph with
known gang members) do not provide fair warningindividuals who may associate with
“alleged gang members” since gang data is “confidet’ Individuals have no way of knowing
which members of the community are considered “kmiogang members by law enforcement
officers.”® Moreover, a person may associate with anothesopewho was once in a gang, but
has not been “effectively” purged from the Gangrimi File or GangNet databasés.For
example, if an individual lives in a targeted avel@ere there is a high concentration of “gang

members” it is almost certain that that individaatets criterion 2 or 5 and/or other enumerated

" Jeffrey J. Mayerindividual Moral Responsibility and the Criminaliitan of Youth Gang®8 WAKE FORESTL.
REV. 943, 966 (1993).

> See34 Sr. MARY’sL.J. 581, 619.

®See34 Lov. L.A. L. Rev. 747, 761.

"See34 Sr. MARY'SL.J. 581, 611see alsaloshua D. WrighDangerous Data: The Use and Abuse of Gang
Databases Introduction...Part I[IThe Constitutional Failure of Gang DatabasestANS].CIv. RTS. & CIv.
LIBERTIES 115, 127.
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criteria’® This may not mean that the person is involvedang activity, but may simply be in
contact with peers or even relatives living in #ane neighborhood. Close association with a
“known” gang member should only be relevant if @@ “infer a criminal purpose from the
association, but social realities demonstrate tthig inference is often unwarranted.”
Therefore, the criteria may put individuals at rigkdocumentation even though they may not be
aware that they are communicating with a “knowniigganember; and may not have a criminal
purpose behind the association.

Second, some of the criteria do not necessarilyleene active and current gang
involvement. While criterion 3 (has tattoos indingtgang membership) may target some gang
members, it may also entrap former gang membecs, as adults who were involved in gangs
during their youth but have since reformed theies®® Additionally, tattoos are popular forms
of artistic expression, especially within commustof color and may not be sufficient evidence
to establish gang memberstip.Furthermore, the criteria may provide for too muliscretion
with regard to who is allowed to identify “alleggdng members.” Criterion 7 notes that a gang
member may be identified by a “reliable source.”isTleriterion does not reveal who is
considered a “reliable source.” Could a teacherena probation officer, social worker, fellow
gang member, or “trusted informant” be a relialdarse? If so, is the list of reliable sources too
broad and/or too subjective?

Third, there are concerns with how information aied by a “reliable source” is verified

or corroborated® For instance, one concern with the Metro Ganik&®orce’s administration

"®See34 Sr. MARY’sL.J. 581, 619.

" See28 WAKE FORESTL. REV. 943, 966.

80 5ee34 Sr. MARY’sL.J. 581, 620. Short of enduring the physical aid financial burden associated with tattoo
removal, what mechanisms may individuals use tovaiat their tattoos represent an “old way” of kfed no
longer evidence gang involvement.

®1 See34 S MARY’sL.J. 581, 620.

% See34 Loy. L.A. L. Rev. 747, 761.
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of the gang databases was that in many cases whédential informants were used, there were
no references to the confidential informants by lsghor codé”® Aside from the officer who
handled the confidential informant, it was not app& to others which confidential informant
provided the informatiofiY These concerns demonstrate issues related targebiity and
police discretion. Clarification and proper docunta¢ion practices are needed to alleviate some
of the general concerns with the Gang Pointera&nlg GangNet databases.

B. CoMMUNITY CONCERNS

Community members within the Metro area supportlipudafety efforts and reductions
in criminal gang activity. However, community meand have voiced trepidation regarding the
current use and scope of the Gang Pointer FileGampNet databases. One individual noted,
“[tlhe concern | have as a community member is galy need three out of ten]...]to get on
something that's going to change your life so dcaly.”®> When seeking to strike a balance
between achieving public safety and being respensivcommunity concerns, it is important to
ask such questions as: How does the Gang Poineraii GangNet affect communities within
the Twin Cities? How do the documentation prastiafect communities of color? Do the ten-
point criteria evidence criminal gang activity ar they highlight factors that are synonymous
with the urban youth culture? These questionsesapnt legitimate concerns that are pervasive
within impacted communities. The opinions voicgdcobmmunity members are geared towards
creating greater levels of accountability and moagrowly-crafted criteria that address the
public safety concerns of gang-related, criminalivilg while protecting citizens against

unwarranted governmental intrusion.

8 SeeAndrew Luger & John Egelhof, Report of the Metrong&trike Force Review Panel 29, (Aug. 20, 2009).
84

Id.
8 Mara H. Gottfried Community Forum on St. Paul Gangs Focuses on Pblitabase Unit Head Explains
Criteria For Inclusion St. PauL PIONEERPRESS July 29, 2009, at B3 Local (referencing conceyrdéff Martin,
Chair of the St. Paul NAACP’s Legal Redress Conemift

19



Community members have raised specific concernardary conduct by members of
gang strike forces and law enforcement when attagpod identify potential gang members for
inclusion into gang databases. For example, commumembers expressed frustration with
practices involving photographing youth and youdglts in the community. Several community
members provided examples of officers rounding dpcAn-American youth and young men
and encouraging them to pose for photographs withdarming them of the purposes behind
the photos; leaving community members feeling ttas tactic is being misused by law
enforcement?

With regard to questioning community members abpos$sible gang membership,
concerns have been raised by members of the Lavnomunity and the African-American
community. Some members of the Latino communitycarecerned that officers are inquiring of
Spanish-speaking individuals about gang memberaHimglish and without the assistance of an
interpreter; leading to the potential of inaccurated erroneous information being entered into
gang databases. Members of the African-Americannconity have expressed concerns that
officers are pressuring “unaffiliated” youth anduyg adults to admit membership in a gang for
documentation purposés.

Additionally, some community members are concetheadtl the purging requirements are
sometimes loosely followed. Ice Demmings, an acdmijt ex-gang member, claims that the
purging requirements are not being followed adeglyatDemmings attempted to join the
National Guard but was not eligible because héllscarrently listed as an active gang member.

Demmings noted that he has that not been in a g@ntpirteen years but his presence on the

8 Gangs of St. Paul Il Town Hall Meeting, Nov. 2909.
87 Gangs of St. Paul Workgroup Meeting, Aug. 27, 2009
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gang list is hindering his ability to successfulgjoin the community?® Frustrated, Demmings
commented that, “[w]hen people are trying to refoamd make positive changes, this list
prevents them from doing it* The best way to secure public safety is to enanoeuntability
and a sense of fairness within the gang databatensy and the requirements for inclusion into
those systems.

There are various concerns with the need for ared afsGangNet. It is easier for
individuals to be listed in GangNet because they bave to meet one of the ten-point criteria
and they need not have to have committed a felomyass misdemeandt.This distinction has
affected numerous people, including James Shettddhglton 22. Shelton attends Metropolitan
State University and aspires to be a probationceffi Shelton cannot enter this profession,
however, because he was told that he was in amalmgang investigative data systeth.Since
Shelton has not committed a felony or gross misd@me and it was Ramsey County that
informed him that he was in a database, he belithatshe is listed in the GangNet datab&se.
Shelton passionately protests that he is not a gamgber and that “[i]t feels like [his] future is
being molded by other peopl&”

The ten-point criteria are possibly too subjectite® repetitive, and too broad. As one
community member notes, “[p]Jeople might meet thenteo File criteria because they have

family members who are gang members or they weesephoto with people they grew up with

8 Gangs of St. Paul Il Town Hall Meeting held on A@g, 2009. Meeting minutes on file with Univeysiff St.
Thomas Community Justice Project.
89
Id.
' SeeAppendix A, GangNet Operational Standards.
%1 SeeGottfried, Database on Gangsupranote 7, at Al.
92 H
Seeid
% See id(quoting James Shelton Jr.).
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who are gang member&*Thus, it may be extremely difficult for law enferoent officers to
ensure public safety without trust from the commignithey seek to serve.

C. THE TEN-POINT CRITERIA DISPROPORTIONATELY AFFECTS COMMUNITIES OF
COLOR

The use of the ten-point criteria by the Gang Rwirtile and GangNet databases to
identify gang members disproportionately affectsnownities of color. African-American
residents of Minnesota are particularly impactedr Example, although African-Americans
represent about five percent of the populatiothen$tate of Minnesota, they represent fifty-four
percent of those listed in the Gang Pointer Fil8Z4)° and forty-two percent of those listed in
GangNet, which is an alarming 7,108. Additionatlyirfteen percent of those listed in GangNet
are Hispanic/Latino (2,180); over eighteen per@gtAsian (3,120), while comparatively over
eighteen percent are White (3,168).

The disproportionate number of persons of colaedisin the Gang Pointer File and
GangNet can have the effect of unjustly sweepirigeeneighborhoods into gang databa¥es.

D. ENHANCED SENTENCING

When individuals’ data are stored in gang datahagestentially life-altering
consequences could follow. For example, in criint@@es, data stored in the Gang Pointer File
or GangNet could be provided by law enforcemenatprosecutor for consideratidh.The

prosecutor will then determine if the informatia@aches the threshold of proving facts “beyond

% Gottfried, Community Forum on St. Paul Gangapranote 94, at B3 Local (referencing comments made by
Nekima Levy-Pounds, associate professor at thedusity of St. Thomas).

92008 Annual Report, Metro Gang Strike Force, (thBty-six percent are White (870), nine percenat ldian
(209), and five percent are Asian (134)).

% See2008 Annual Report, Metro Gang Strike Force, p.(@6ailable at
http://www.leg.state.mn.us/docs/2009/other/0905@. p

9 SeeBrian W. LudekeMalibu Locals Only: “Boys will be Boys,” or Dangeus Street Gang? Why the Criminal
Justice System’s Failure to Properly Identify Sddaur Gangs hurts Efforts to Fight GangS8 CG\L.W. L.Rev. 309,
362 (2007).

% SeeGottfried, Database on Gangsupranote 7, at Al.
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a reasonable doubt?If the prosecutor believes that an individual immected to a gang, that
evidence could be used against the person in aimpiroceedings; and if proven, will result in
additional penalties such as a longer sentenceipgrade in offense category, and/or a hefty
fine. This occurs because Minnesota courts havetadothe enhanced sentencing standard,
meaning that courts may grant an upward depdffufer those who are linked to being a
member of a gantf* If a person is convicted of committing a felony ifee to benefit a
gang,”“? the person may be sentenced to serve a prisonthernis five years longer than the
maximum penalty under the statd?é Hypothetically speaking, if a person commits abety,

the statutory maximum could be a four year sentei¢ben the person is found to have
committed a robbery for the “benefit of a gang,é therson could be sentenced to a nine year

prison term. For individuals whose data is listeglccurately in GangNet or the Gang Pointer

File and who are mislabeled as gang members, theegoences could be severe and liberty

Pd.

190 seeMinn. Stat. § 609.229 (2009) subd. 3. Pendil(p) If the crime committed in violation of subdids 2 is a
felony, the statutory maximum for the crime is fiy@ars longer than the statutory maximum for theeulying
crime. If the crime committed in violation of subidion 2 is a felony, and the victim of the crinseai child under
the age of 18 years, the statutory maximum foictiree is ten years longer than the statutory marinfar the
underlying crime. (b) If the crime committed in lation of subdivision 2 is a misdemeanor, the peisaquilty of a
gross misdemeanor. (c) If the crime committed olation of subdivision 2 is a gross misdemeana ptérson is
guilty of a felony and may be sentenced to impnisent for not more than three years or to paymeatfofe of not
more than $15,000, or both. Subd. 4. Mandatory mimn sentencda) Unless a longer mandatory minimum
sentence is otherwise required by law, or the doybses a longer aggravated durational deparmurejonger
prison sentence is presumed under the Sentenciitgel®es and imposed by the court, a person coeiof a
crime described in subdivision 3, paragraph (aglldfe committed to the custody of the commissiafer
corrections for not less than one year plus one @gyAny person convicted and sentenced as redjbiye
paragraph (a) is not eligible for probation, pardischarge, work release, or supervised releatiethet person has
served the full term of imprisonment as providedaw, notwithstanding the provisions of section2.249, 243.05,
244.04, 609.12, and 609.135.”

191 see generallfinn. Stat. § 609.229 (2009). Under the statutécdminal gang" means any ongoing
organization, association, or group of three oreqm@rsons, whether formal or informal, that: (19,Fss one of its
primary activities, the commission of one or mofé¢he offenses listed in section 609.11, subdivifig(2) has a
common name or common identifying sign or symbnod &) includes members who individually or colieely
engage in or have engaged in a pattern of crinaict@Vity.”

1925ee generalliinn. Stat. § 609.229 (2009). subd. 2. Crimes. &gpn who commits a crime for the benefit of,
at the direction of, in association with, or mota by involvement with a criminal gang, with timdeint to promote,
further, or assist in criminal conduct by gang mershs guilty of a crime and may be sentenced agighed in
subdivision 3.”

103 |d
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interests may be at stak¥:as the information could be used as one of martpffato infer gang
membership. Thus, it is important to ensure thatehs a high degree of accuracy, sufficient
oversight, and accountability with regard to entngintenance, and storage of the data in gang
databases.

E. COLLATERAL CONSEQUENCESRESULTING FROM GANG DOCUMENTATION

As demonstrated above, there are serious legalsacdl consequences potentially
resulting from placement in the various gang datebaThe implications of gang membership
affect the opportunities and freedoms of a persomvicted of a misdemeanor or felory®
Possible legal and social effects include “incrdagebability of conviction, longer sentences,
loss of employment, and other stigmatizing effé¢ts.

Additional consequences of being unjustly placedairgang database may include
disproportionate contact with law enforcement amdeptial use of excessive fort¥. For
example, the Minnesota Gang and Drug Oversight Cburoted that, in 2008, there were
“23,561 ‘hits’ indicating a confirmed gang membedhcontact with a law enforcement officer
somewhere in the State of Minnesot¥ "This means that approximately sixty-five alleggohg
members were in contact with police officers pey.davery “confirmed gang member” in the

Gang Pointer File could have had more than ning¢acts with law enforcement in 2008 alone.

104 additionally, concerns have been raised by membgtise community regarding situations where a getisted
in the database commits a crime that is completetyelated to gang membership; and whether thaopewill face
an enhanced sentence by virtue of their allegedexdion to a gang. Gangs of St. Paul Il Town WNé&eting held
on Aug. 27, 2009. Meeting minutes on file with theiversity of St. Thomas Community Justice Project.
19%5ee2 SraN. J.CIV. RTS. & CIv. LIBERTIES 115, 118.

%19, at 115.

197 Research conducted by the National Institute distide in 1996 suggests that “documented gang mesnaloe
more likely to be subjected to excessive forcedw énforcement than non-documented individual&\/\a.
Mitchell L. Rev. 573, 635.

1% Minnesota Gang and Drug Oversight Council 2009 ushiReport to the Legislature, p. 7.
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Tellingly, only one of every thirty-eight “confirndegang members” that police stopped was
actually arrested?®

F. NOTIFICATION

The three principal rights of individuals who aree tsubjects of government data are
notice, access and data confé8Both the Gang Pointer File and GangNet arguablyride
individuals of all three of these principal rights.

“Criminal justice agencies” are not required by NlirStat. § 299C.091 or any of the
operational standards for the databases to givedinidual notice when he or she has been
entered into the Gang Pointer File or GangNet. Whenesota Data Practices Act, however,
requires an agency to give notice to a person frdmam it collects private or confidential data
(exceptions do apply)* This notice is known as the Tennessen WarningreTaee four parts to
this warning. The person from whom informationasight must be given notice as to:

1. The purpose and intended use of the requestedwltian the colleting government
entity;

2. Whether the individual may refuse or is legallyuigd to supply the data requested;

3. Any known consequences arising from supplying dusieg to supply private or
confidential; and

4. The identity of other persons or entitles authatibg state or federal law to receive the

datal'?

Early on, the legislature recognized the likelihotithit agencies would ignore the
Tennessen Warning requireméht.To combat this and to show how seriously the lagise

viewed a person’s right to notice, there are seperlties for an agency’s failure to comply.

109
Id.
1% Donald Gemberling & Gary Weissméabata Privacy: Everything you wanted to know abdet Minnesota
Government Data Practices Act — From “A” to “Z'8 Wiw. MITCHELL L. Rev. 573, 635
11 Minn. Stat. § 13.04, subd. 2 (2009).
112 |d
1138 WM. MITCHELL L. REV. 573, 587.

25



An agency that does not give a Tennessen Warniremwhbtaining private or confidential data
from a person is vulnerable to liability for cidlamages!* In the case of a willful violation, the
agency is liable for exemplary damages of at 1849200 and up to $15,000 per violatidtr. As
of 2008, there were 2,438 individuals in the Gapnifer File and 16,764 in GangNetf.Failing
to notify individuals when information is requestiEdm them for input into a gang database,
could leave agencies vulnerable to costly consempsttf

One exception to the requirement of the TennessamMy is found in Minn. Stat. 8§
13.82, subd. 7. This statute allows criminal inigadive data to be collected or created by a law
enforcement agency to prepare a case against anpevkile the investigation is still active, to
be classified as confidentitf In other words, investigative data is informatimilected when a
person has committed a crifi€. Unless information is collected as part of an \acti
investigation of a crime, it does not appear thahobuld be considered investigative. Criminal
investigative data does not include arrest dataequest for service ddfa or response or
incident datd?* Furthermore, it states that nothing in the stateguires law enforcement
agencies to create, collect, or maintain dataequired by another rule or statute.

Donald Gemberling, the former Director of the DBRtavacy Division of the Minnesota
Department of Administration for thirty years, aaddrafter of the current Minnesota Data

Practices Act, suggests that if law enforcementgdasomeone in an intelligence file for future

14 Minn. Stat. § 13.08, subd. 1 (2009).

115 |d.

1162008 Annual Report, Metro Gang Strike Force, p. 20
1178 WM. MITCHELL L. Rev. 573, 587.

18 Minn. Stat. § 13.82, subd. 7 (2009).

119 |d.

120 Minn. Stat. § 13.82, subd. 2 (2009).

2L Minn. Stat. § 13.82, subd. 3 (2009).

122 Minn. Stat. § 13.82, subd. 6 (2009).
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reference that information is not to be considesedirect investigative todf® Because the
information entered in GangNet does not seem tadael as a direct investigative tool (which
would be information collected to help solve a @)rbut rather as intelligence, law enforcement
needs to give notice to the individual whose dsitaging stored in the intelligence syst&fh.

In GangNet's Operational Standards, it states thatinformation in its database is
“confidential” because it is “criminal investigatidata” in accordance with Minn. Stat. § 13.82,
subd. 7. Declaring the data in GangNet as “crimineéstigative data” allows law enforcement
agencies to waive an individual’s right to notickese he or she might otherwise have one.
According to the statute, law enforcement needgnat a person a Tennessen Warning when it
is collecting “criminal investigative data” on thgerson, even though that information is
“confidential” and would usually require an officergive a person a Tennessen Warrftig.

Given that only law enforcement can access Ganghiet>® and GangNet Operational
Procedures deem the information “confidential” pnn. Stat. § 13.82, subd. 7, it would not be
unreasonable to assume that all individuals in Glah@re part of an “active investigation.” If
this is the case, then there are currently appratdéim 17,000 people under *“active

investigation” in Minnesota due to their inclusionGangNet:?” A majority of these individuals

123 Telephone Interview, Donald Gemberling, formerddior of the Data Privacy Division, Minnesota Depamt
of Administration, Nov. 3, 2009.

124 Id.

125 Minn. Stat. § 13.04, subd. 2 (requiring law enésnent provide a Tennessen warning to a personirioom it
is collecting confidential or private data, exceybien the data is being collected as criminal irgesive data);
Minn. Stat. § 13.82, subd. 7 (2009) (describingnaml investigative data, the difference betwedivac
investigation and inactive investigation).

126 seeAppendix A, GangNet Operational Standards.

1272008 Annual Report, Metro Gang Strike Force, p. 26
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are from the metro aré&’ It is important to note that the exception undeéni Stat. § 13.82,
subd. 7 applies only to “active investigations,t imactive investigation>

Once an investigation becomes inactive, the dataated for the investigation is, with
some restraints, usually deemed public d&taThis is cause for concern. For example, if a law
enforcement agency is collecting information frompeason about crime and enters the data in
GangNet, that information would become part of rmactive investigation (and therefore public
information) upon the expiration of the crime’stata of limitations-** When the statute of
limitations has passed for a certain offense, thesstigation becomes inactiv&. Once the
investigation becomes inactive, the data collebedhat investigation is no longer investigative
data. Thus, when an investigation becomes inactike, data collected as a part of the
investigation is presumed to be public. If the @&ifor which law enforcement is collecting
investigative data from an individual has a statofelimitations of three yearS® that
information should not remain in GangNet longemtlilaree years after the commission of the
crime, assuming that there were no indictmentsoonptaints found or made and filed in the

proper court™>*

128

Id.
129 Minn. Stat. § 13.82, subd. 7 (2009). (“[a]n invgation becomes inactive upon the occurrence ofcdrtlye
following events: (a) a decision by the agencypprapriate prosecutorial authority not to pursuethse; (b)
expiration of the time to bring a charge or fileamplaint under the applicable statute of limitasipor 30 years
after the commission of the offense, whichever copwrliest; or (c) exhaustion of or expiration bfights of
appeal by a person convicted on the basis of trestigative data”).
130

Id.
1311d. (noting two additional situations which would atsigger an investigation inactive).
132

Id.
133 Minn. Stat.§ 628.26(k) (2009).
134 |d
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Other instances when a Tennessen Warning is naoireeginclude: When an individual
volunteers the data; law enforcement did not asktiie data, the data are not about the
individual being asked:; or the data about the iioitial are publicd

Several of the ten-point criteria used by the GBomter File and GangNet are data that
can be observed by law enforcement, without retqugestformation from the individual. If a
Tennessen Warning is not required when individuaile not directly asked to provide
information about them, this might give law enfor@nt an incentive to rely on observations of
individuals rather than information provided by tinelividual. Relying on observations might
produce information that is entered into a gangaliadée which may be less reliable than
acquiring information from an individual. Colleatjrdata based solely on observations may also
create a danger of racial profiling and reliancé@mses and stereotypes.

Failure to notify an individual that private or ‘lcidential” data is being collected from
him or her may deprive an individual of his or liata contest rightS® If an individual is not
informed that data about him or her is being cédldcand stored in a gang database, a person
will not be able to contest that data. This heightéhe risk of including individuals who have
been misidentified as gang members and subjectie tto the consequences of being in the
Gang Pointer File or GangNet. Since data in the gG&ointer File and GangNet are
“confidential,” an individual may not gain accesshe information kept in either gang database.
This bars an individual from checking the accuratthe information and prohibiting him or her

from contesting it*’

135 Minn. Stat. § 13.04, subd. 2 (2009).

1368 \WM. MITCHELL L. REV. 573, 635.

137 An individual may request to be informed by thegrmment agency if he or she is the subject ofipuptivate
or confidential data maintained by the agency. édigh an individual may not gain access to confidédata, the
Data Practices Act requires an individual be infednthat confidential data is being maintained alhdutor her,
upon the request of the individual. Minn. Stat.3804, subd. 3. (2009).
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G. AUDIT & PURGE

Minn. Stat. 8§ 299C.091, which regulates the GanmtBo File, sets out vague audit
requirements. Subdivision 4 of the statute requinesBCA to “conduct periodic random audits
of data” with the purpose of “determining the viélid completeness and accuracy of data
submitted to the systent® Without a more specific requirement, the protectid individuals
erroneously entered into the Gang Pointer Fileragile!*® “Periodic random audits of data”
allows a broad interpretation that the BCA can taesaccording to its own discretion.

Similar to the Gang Pointer File, GangNet's Operal Standards do not provide
specific instructions on how and when there mustabeaudit of the database. Instead, the
Operational Standards state simply that, “[ijnfotioa retained in GangNet will be reviewed
and validated for compliance with submission ciéé&t*® This offers little guidance, if any, for
the review of records in GangNet, which makes ikelihood of mistakes or inaccuracies much
higher. This is especially disquieting since Gangalelits and purges are not easily accessible
to the public. Thus, this raises questions as to ishaccountable for any potential inaccuracies
or problems and how the public may be assuredhtindits and purges are actually taking place.

Of specific concern is the Metro Gang Strike Fasgarobable use and maintenance of
the Gang Pointer File and GangNet. It appears doaing the Metro Gang Strike Force’s
existence, it may have administered both databaselsmay have been responsible for many of

the entries made into the two systefDespite the Metro Gang Strike Force’s potentitdhge

138 Minn. Stat. § 299C.091, subd. 4. (2009).

139 SeeRebecca Rader Browiihe Gang’s All Here: Evaluating the Need for a Natil Gang Database?2
CoLum. J.L.& Soc. PrROBS 293, 320 (2009). (stating that a national curtearid of database audits “show that,
even when minimal maintenance procedures are agepthey are rarely followed.”).

190 seeAppendix A, GangNet Operational Standards, Reviewge.

41 Minnesota Gang and Drug Oversight Council 2009 ushiReport to the Legislature, p. 7. Earlier Me&ang
Strike Force annual reports also emphasized the WVK3®le in being the primary administrator of M@sota gang
databases. Also, a newsletter sent to Minnesotatdarcement agencies by the U.S. Attorney’s Oftitthe
District of Minnesota clearly stated that the GP&wadministered by the MGSEee The State of Gangs in
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contribution to the Gang Pointer File, there arerently no plans to audit or review the
databases for accuratl. The Metro Gang Strike Force’s recordkeeping hashtshown to be
less than accurat&® Therefore, an audit of the data they collected tfer gang databases
deserves as much attention and correction as Mteep Gang Strike Force endeavors to ensure
that the databases were maintained in a fair, ateand ethical manner.
V. RECOMMENDATIONS

Community stakeholders have voiced concerns wighmhintenance, use, and procedural
polices of the Gang Pointer File and GangNet daedaAs Senator Moua stated, “[w]e think
there is a public safety value to being smarterualbhow we collect and maintain information
and share information:** Therefore, in response to community concernsiantbnjunction

with community stakeholders, we suggest the inc@foan of the following recommendations:

A. ENSURENARROWLY TAILORED CRITERIA AND ALLOW FOR COMMUNITY INPUT

It is important that the criteria utilized by laamforcement agencies “accurately identify
gang members#® At least in case of the Gang Pointer File, theppse of the gang database is
to prevent criminal gang activify® Therefore, the goal is to establish clear critéoialocal
departments that include accountability measurksar cstandards, stronger oversight, and a
burden of proof that officers must meet. Listetbiseare recommendations to accomplish this

goal:

Minnesota THE EAGLE, Fall 2008, Issue 33, at dyailable at
http://www.usdoj.gov/usao/mn/downloads/eagle.f&lipaif.

142 Telephone Interview with Dave Johnson, Executiwe®or, Bureau of Criminal Apprehension (Sept. 2809).
Johnson added that while a regularly scheduled atithhe GPF was to take place, no special augliiewing the
entries made by the Metro Gang Strike Force waaité placeld.

143 See generallpindrew Luger & John Egelhof, Report of the Metrong&trike Force Review Panel, (Aug. 20,
2009).

144 SeeGottfried, Database on Gangsupranote 7, at Al (quoting Senator Mee Moua, Senatiizug Committee
Chair).

“°34 3. MARY’sL.J. 581, 610-11.

146 Minn. Stat. § 299C.091, subd. 1 (2009).
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1. CHANGE AND/OR REDEFINE THE TEN-POINT CRITERIA
To ensure narrowly tailored criteria, the Gang Bndg Oversight Council should review
the ten-point criteria and remove or tailor thogeedons that do not narrowly address the Gang
Pointer File’s purpose to accurately identify gangmbers involved in criminal activify’ To
ensure input from impacted communities, the Gardyarug Oversight Council should form a
committee to review the current ten-point critéffa. The representatives of the committee
should be selected from organizations that haveositipe rapport and credibility within
communities of color. These representatives shbakk reasonable knowledge of how gang
databases adversely affect people of color. Assalttethe representatives should have an
opportunity to provide substantial input and to@art of the decision-making processes to
change and/or re-define the ten-point criteria. e committee has changed and/or re-defined
the criteria, the committee should bring its praggbsriteria to the Gang and Drug Oversight
Council for review and/or adoption.
2. INCLUDE COMMUNITY VOICE/ENGAGEMENT
To build trust between the community and law erdarent, the community needs to be
involved in the internal framework and adminiswatof the Gang Pointer File.

As a result, we recommend that the Gang OversigthCaug Council:

1. Establish a review board that includes either ammegul opportunity for community
input or has community oversight; and

2. Add a critical mass of community representativesmfrimpacted communities to the
Gang Oversight and Drug Council. According to thatigde governing the Gang
Oversight and Drug Council, the Council has the @ote elect two representatives of its

147 Seeauthorization pursuant to Minn. St§t299A.641, subd. 3 (7) (2009).

148 During the town hall meeting on Nov. 12, 2009, camity members voiced concerns with the currenipieint
criteria. Some community members have firstharal\edge police abuse of certain criterion. Additily,
community members of color want a chance to hapatirelated to these factors because of the iniphas on
their communitiesld.
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choosing to be a part of the Gang Oversight andy@ouncil'*® Given the abundance of
government representatives on the Council, twosstoty be insufficient to ensure
meaningful community input.

B. ENSURE GREATER ACCOUNTABILITY AND OVERSIGHT OF DATA PRACTICES

Protocols and standards for entering an individuahme/data into a gang database
should be established and more uniform. This m&iron should be clearly articulated in
standards related to gang databases (i.e. Minh. $299C.091) and gang database operational
manuals. Additionally, there is a need for detaing who has the authority to enter a person’s
data into a gang database since this is currenttiear. For example, does any member of law
enforcement have the authority to enter namesgatgy databases? Do only members of gang
strike forces have the authority to enter namea/old gang databases? Is supervisory approval
necessary before an officer is allowed to enteresamto gang databases? What standard of
proof is used to ensure accuracy of information? hoWprovides proper oversight and
accountability for data that is entered into thstesn? What checks and balances are in place to
ensure accuracy of the information entered intqygiatabases? In order to ensure transparency,
accuracy, proper oversight, and accountability aigydatabases, clear and objective standards,
uniform policies and procedures should be put péae.

C. PROVIDE TIMELY NOTICE AND HEARING REQUIREMENTS FOR “DOCUMENTED” GANG
MEMBERS

Timely notice is not only an important proceduraligy that should be incorporated into
the Gang Pointer File and GangNet operational stasgd but could also be interpreted as a
requirement® Adding (or enforcing compliance with) a clear fioition requirement is

instrumental in protecting both the government’'sl ahe individual's interest, while still

199 SeeMinn. Stat. § 299A.641, subd. 2 (2009).
150 Minn. Stat. § 13.04, subd. 2 (2009).
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administrating justice. There are three main ineestto having a notification requirement for
the Gang Pointer File and GangNet. First, noticproves the accuracy of gang databases and
prevents the commission of error during the docuatem proces$>* Second, the notice
requirement can help alleviate the legal and s@muakequences associated with being placed in
a gang database for those who have been misidehtifiwho are no longer in a gang. And third,
notice can help with intervention and preventiongaing membership in legitimate cases;
especially for vulnerable youth.

As a result, a notice requirement will improve #oeuracy of gang databases. The ability
to contest data will work as a safeguard to prewstitanced criminal and/or civil penalties
against those erroneously placed in gang datab¥sasnotice requirement will therefore help
increase database accuracy and improve the effichcatabases as a “tool in policing and
prosecuting gang crime>?

A hearing requiremeht' may help alleviate some of the legal and sociakequences

associated with being placed in a gang databadbdse who have been mislabeled as a

*15ee2 SraN. J.CIv. RTs. & CIv. LIBERTIES 115, 131.

%2 See42 oLUM.J.L.& Soc. PrRoBs 293, 332.

1932 SraN. J.CIv. RTs. & Civ. LIBERTIES 115, 115.

154 statutory precedence for hearings in cases oftleficarry and conceal permit; applies to applisdisted in
criminal gang investigative databasz=e624.714 CARRYING OF WEAPONS WITHOUT PERMIT;
PENALTIES. subd. 12. Hearing upon denial or revioeat () Any person aggrieved by denial or revioradf a
permit to carry may appeal by petition to the distrourt having jurisdiction over the county or mizipality where
the application was submitted. The petition mwttttie sheriff as the respondent. The district ttowst hold a
hearing at the earliest practicable date and ineaeynt no later than 60 days following the filinfgtlee petition for
review. The court may not grant or deny any rddiefore the completion of the hearing. The recorthefhearing
must be sealed. The matter must be heard de ndkiowvia jury. (c) If an applicant is denied a péromi the
grounds that the applicant is listed in the crirhijeng investigative data system under section 2881 the person
may challenge the denial, after disclosure undartupervision of the reason for that listing,dzhen grounds
that the person: (1) was erroneously identified pgerson in the data system;(2) was improperlyoed in the data
system according to the criteria outlined in sat89C.091, subdivision 2, paragraph (b); or (3 d@monstrably
withdrawn from the activities and associations thdtto inclusion in the data system.

(d) If the court grants a petition brought underag@aph (a), the court must award the applicapteomit holder

reasonable costs and expenses including attoresy fe
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gang member or who are no longer in a gatidvioreover, the hearing requirement should
be coupled with the ability to contest data. Thiitsglio contest data will act as a safeguard
to prevent enhanced criminal and/or civil penaléigainst those erroneously placed in gang
database$>®

D. NOTIFICATION OF PARENTS & YOUTH INTERVENTION

Prevention and Intervention

Prevention and intervention are tools to reduceggavolvement and criminal gang
activity within youth populations. In the past deealegislation was introduced that proposed
notification of parents when a youth is entered mgang databas¥’.

Minnesota has the opportunity to be proactive unbimg youth gang involvement by
providing immediate notification to parents. Theluige to provide parental notification is
especially detrimental when youths are the subjbetag entered into a gang databa8e A
parent or guardian who is notified when his or tigitd is legitimately entered into a database
has the ability to intervene and to help steer ifddh the right direction. Often, a parent or
guardian simply does not know that his or her cdy be involved with a gang or gang
members.

The power to prevent gang membership can be véegtafe when measures are taken
early. Rather than simply continue to compile infation on youths and placing them into the
Gang Pointer File or GangNet, a primary purposeotiecting data should be to intervene and
deter gang membership as early as possible. Nuify parent or guardian of a child at risk of

gang involvement may help reduce the number of gaegmbers and gang activity. Finally,

1552 SraN. J.CIV. RTs. & CIv. LIBERTIES 115,139.

16 See42 CoLUM.J.L.& Soc. PROBS 293, 332.

157 SeeH.F. No. 3662 (1997).

1%8 See generallyVashington 43.310.005 (outlining the importanceafaboration between parents, educational,
community and employment sector in addressing ygattg involvement).
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youths are less likely to know their rights. Ngpitiig a parent or guardian would help to
safeguard against any abuse of a child’s righthuoprocess.

In order to improve the odds of success for vulblergouth, they must be “provided
with services for their academic, economic, andadaweeds.**® According to the Office of
Juvenile and Delinquency Prevention (OJJDP), thelementation of community, family, and
school intervention models is the best way to pnéehildren from joining gangs and engaging
in serious criminal activity®® Early intervention and prevention are key singepsesssion efforts
alone will not stem the flow of gang-related viatet®® Thus, prevention and intervention
programs are sorely needed to intercept youth bef@my become entangled in gang activity.

The Minnesota judicial system, law enforcement, eochmunity partners must develop
strategic partnerships and alliances. The coumsildhrefer suspected youth gang members to
prevention and intervention programs. There areouarmodels and types of programs, which
includes: citizen mobilization, situational pretien, comprehensive community interventions,
mentoring, and afterschool recreation prograths.See Appendix C for a list of programs

currently available in the Metro area.

1%9See generallppJIDP Comprehensive Gang Model, National Youth Gzewger,
http://www.iir.com/nygc/acgp/model.htm (last vigitBlov. 23, 2009). Furthermore, it is the obligatafrihe
government and community to ensure that “at-risktlys” have enough “alternatives sources of pratectind
guidance available to them so that gangs nevembedbeir only option.'See43 CaL.W.L.Rev. 309, 354.

10 5ee generallpJIDP Comprehensive Gang Model, National Youth Gzemnger,
http://www.iir.com/nygc/acgp/model.htm (last visitdlov. 23, 2009).

181 seeClaudia RoweAnti-gang bill: Penalty over prevention: Removabodgrams to steer youth away from crime
disappoints backersSEATTLE POST-INTELLIGENCER, Mar. 13, 2008available at
http://www.seattlepi.com/local/354778_gangleg13lhirake, for instance, the criticisms leveled & trewly
enacted 2008 Criminal Street Gang Database drhft¢de State of Washington. In Washington, the Mayo
legislative representatives, and state police effi@ll voiced concerns that suppression tactaseatio not curb
gang-related activity because it is not a comprsiverapproach to the underlying gang issue. Jan8liaw, the
legislative director of the American Civil LibersidJnion, also noted that if passing “suppressiorslavorked, “we
wouldn't have crime to begin with.”

162 5ee0JJIDP Juvenile Justice Bulletin, School and Comtyunterventions to Prevent Serious and Violent
Offending, Oct. 1999, p. 4.
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Such programs — if adequately resourced and wlillae law enforcement, courts, and
community contacts — will provide a balance betwesmmpression tactics, such as gang
databases, and intervention and prevention modhls.balance will holistically address issues
that flow from gang involvement. However, theseguams must be adequately funded and
supported to ensure their continuity.

When youths are placed in the gang database syst@rnenforcement should:

1. Inform the parent or guardian immediately of suspegang membership; and

2. Provide the parent or guardian with informationpsograms such as those listed in

the Appendix or access to additional social sesvice

E. AUDITING AND PURGING RECOMMENDATIONS

1. General Auditing

The audit requirements in place for both the Ganigtér File and GangNet provide little
protection for individuals against errors, inacaoiga and misuse. Both the Gang Pointer File and
GangNet need stricter audit systems that requidésategularly and reports of those audits to be
accessible to the public. For the Gang Pointex, llinn. Stat. § 299C.091, subd. 4 should be
amended to reflect this recommended change. GangNist abide by stricter audit standards as
well, if it continues to exist, and should publiste results of its audit reports to be accessible t
the public.

This is especially important as long as the dathath databases remain “confidential”
and therefore inaccessible to individuals aboutmwlidata is collected. In the absence of one’s
ability to access the data maintained about hirhesrto ensure accuracy, and in the absence of
one’s ability to contest the accuracy of the datantained, the agencies must regularly review
the information they store in gang databases. téted earlier, individuals should have access to
data about themselves kept in either the Gang &ofite or GangNet. If they do not, the
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agency collecting and storing the information mastheld accountable for the accuracy of the
data that is maintained in order to protect indirald from being mislabeled and suffering the
consequences of being in a gang database. Wittequarement that law enforcement must
publish all audit reports, there is no way of emsyithat law enforcement agencies are actually

conducting audits on a regular basis and in a timmnner.

2. Special Audit of Metro Gang Strike Force Entries irio Gang
Databases

A special audit of entries made by the Metro Gatiké& Force into the Gang Pointer
File and GangNet is necessary. The alleged coompdf the Metro Gang Strike Force has
arguably spread far and wif&. There is little reason to assume the adminisinadf the Gang
Pointer File and GangNet, which may have been dnthe task force’s primary duties, is
immune from that corruptiolf* While maintenance may be an additional cost éatpencies
conducting the audits, the damage is far greateevery individual wrongly or inaccurately
entered into one of the gang databases. The ihtefr@sstice requires remedying any potential
misuse of these systems and providing appropreitef for impacted communities. Therefore,
auditing reports should be published and made ablailto the public.

3. Purging

The purging requirements of GangNet are espectalhcerning, given that a person in

GangNet is exposed to collateral consequences fiouch longer period of time — ten yedfs.

Also, the chances that a person remains in théds¢afor longer than ten years are also greater,

183 See generallpndrew Luger & John Egelhof, Report of the Metrong&trike Force Review Panel, (Aug. 20,
20009).

184 Behind the scenes with the gang strike fqMimnesota Public Radio broadcast, Tim Nelson, Ag2009) (‘A
third of the report describes one of the strikedé main police efforts—creating a computer datalthat includes
the names of, and information on, nearly 17,00@gaambers as of January 2009. The report saydrtke force
made documenting gangs one of its top prioritissyaar. As a result, the number of people in tregglatabase
grew by about 13 percent.”).

1% seeAppendix A, GangNet Operational Standards, Revievg®e.
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since criteria for resetting the ten year periothigch less stringent than it is for the Gang Pointe
File. Thus, specific guidelines for purging dataiditing procedures/policy and mandatory
publishing of such data will improve accountabibtyd validity of the gang databases.

F. DETERMINE WHETHER GANGNET SHOULD REMAIN IN EXISTENCE

Perhaps one of the most urgent questions surrogntlie use of GangNet, which
contains data on nearly 17,000 individuals, is Wwaeit is specifically authorized to exist, as it
stands in its current form. The Data Practicesraqtires that “collection and storage of all data
on individuals be limited to that necessary for #ulninistration and management of programs
specifically authorized by the legislature or logalverning body or mandated by the federal

government *®°

While a gang database may be a useful tool for dafercement to combat
criminal gang activity, there is arguably an adequdatabase already in place to achieve that
purpose: Namely, the Gang Pointer File.

Although GangNet is supposed to be a compilationsa$pected gang members,
government agencies — most notably law enforceraadtthe judiciary — arguably treat the
two databases as one in the safieSince a person may arguably be placed in Gangaksd
merely on law enforcement’s suspicion, this incesathe chances that a person is mislabeled
and may unfairly suffer the same consequences taslagang members engaged in criminal

gang activity. While the information in the GangifRer File System is classified as

“confidential” by statuté®® there is seemingly no statutory authority classiydata in

186 Minn. Stat. § 13.05, subd. 3 (2009).

187 Gottfried,Community Forum on St. Paul Gangapranote 94, at B3 Local (describing a town hall megtin
where police officers answering the community’ssjigns spoke of the Pointer File System and GangNet
interchangeably and were unable to answer commumetybers’ questions about the differences betweehio
databases).

188 Minn. Stat. § 299C.091 (2009).

39



GangNet. Without a specific statutory classificafi®@amsey County has arguably implemented
its own classification of the dat&’

At a recent town hall meeting community membersoadted for GangNet to be
dismantled due to their concerns related to Garighetountability, reliability and accuratf’
Due to the over-representation of people of calbGangNet, there is a perception that racial
bias may impact which individuals are entered itte database. Also, community members
challenge the low threshold for entry into the sgstsince an individual is only required to meet
one of the ten-point criteria. Additionally, theappears to be a low level of oversight and
accountability for the administration and mainteseanf GangNet. Questions were raised such
as: Can all ninety-six agencies enter data intogBl@t? Who provides oversight of the auditing
and purging procedures?

Based upon a lack of clarity regarding these ssaemmunity members believe that
there is a high level of misuse of the databaseroog which could lead to inaccuracies in the
database. This is of imminent concern as the nurobendividuals listed within the gang
database continues to rise. During this past yleseathere has been a thirteen percent (13%)
increase in the number of individuals listed in @dat; which accounts for over 1,000 people
being entered into the systéfl.Thus, the sentiments of community members and sweared

guestions related to the data practices of Gangidgtwarrant GangNet being dismantled.

Il. CONCLUSION
The use of gang databases has had a disparatet iompe@mmunities of color throughout

the state of Minnesota. The current ten-poineaatused to label individuals as gang members

189 Appendix A, GangNet Operational Procedures.

170 Gangs of St. Paul Ill, Town Hall Meeting Nov. 2909.

" see generallyBehind the scenes with the gang strike force”r{iMisota Public Radio broadcast, Tim Nelson,
Aug. 5, 2009).
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seem subjective and have caused legitimate condéeyms community members. In order to
alleviate some of these concerns associated wit#h dhng databases, the foregoing

recommendations should be adopted.
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APPENDIX A

GangNet Operational Standards

GangNet Operational Standards

Status of GangNet Data
GangNet is owned and administered by the Ramsey County Sheriff’s Department.

GangNet and the underlying documentation, including reports, field interview cards and
photographs should be handled in accordance with the following provision:

Data maintained by a law enforcement agency are confidential data on individuals
as defined in Minn. Stat. 13.02, subd. 3, but may be released to criminal justice
agencies,

As discyssed above, “criminal justice agencies” are defined in the Minnesota
Government Data Practices Act to include:

All state and local prosecution authorities, all state and local law enforcement
agencies, the Sentencing Guidelines Commission, the Bureau of Criminal
Apprehension, the Department of Corrections, and all probation officers who are
not part of the judiciary.

Gang Member Submission Criteria

According to Minnesota Statute 609.229, a criminal gang is defined as a group of three or
more persons who have a common identifying sign, symbol or name, and whose
menbers individually or collectively engage it or have engaged in a pattern of criminal
activity. At least one of the ten-point criteria developed by the Criminal Gang Oversight
Council must be documented.

Agencies entering information into the system on individuals shall maintain
documentation that adequately supports each entry. Documentation files shall be
organized and thorough. All gang documentation is subject to a random audit by the
GangNet Administrator. '

Access Requirements

Use of the system is limited to criminal justice agencies that have been subject to i
character or security clearance by the user agency and approval of the Administrator,
Each individual user shall obtain their own password and only sign on with their own

1
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password. No one shall give their password to anyone else to use. Only those individuals
who are employed by a criminal justice agency as defined in Minn. Stat. 13.02, subd. 3a,
and who have been properly trained in the use of GangNet and the related policies and
procedures will be allowed access to GangNet information. If information is received
that a user or agency does not meet these requirements they can be denied access.

Process to gain access to GangNet

Individuals’ members of a criminal justice Agency may make written application on
Ramsey County GangNet User agreement. The Agency the individual is employed by
must have an agency agreement signed and on file before an individual can apply. -

Data Dissemination

Release of GangNet data is governed by Minn. Stat. 13.02, subd. 3a, 13.02, subd. 7,
13.82 subd. 7, and 299¢.091, subd. 2. Information in the system is confidential and may
only be released to criminal justice agencies. Recipients of GangNet information must
have a need and a right to know in performance of a criminal justice function. Printing
information is prohibited unless special circumstances arise. Users will be held

accountable as to who has access to printed material and for what purpose it is to be used.

User agency representatives and the Administrator should set procedures as to
dissemination and shredding. If users have any questions about sharing GangNet
information, they should contact the GangNet Administrator. If information is received
that a user or agency has shared GangNet information in violation of these requirements
they will be subject to the sanctions below.

Review/Purge

Information retained in GangNet will be reviewed and validated for compliance with
submission criteria. Information entered into the system that cannot be validated will be
purged from the system. A record that has been entered in error, either through challenge
or by improper validation, shall immediately be brought to the attention of the GangNet

-Administrator for purging. Subject data in GangNet is purged when subjccts are gang

free for ten years and not convicted of a gross misdemeanor or a felony, If an
individual request to be removed from GangNet and that individual has not been
incarcerated, has been gang free and has not been convicted of a gross
misdemeanor or a felony for five years that individual will be purged from the
GangNet system.

Unauthorized Disclosure

Users of GangNet are prohibited from unauthorized disclosures of any and all training
materials, operation manuals, user guidelines and user manuals.




Security

j Equipment used to access or store data for GangNet must be located in a secure setting to
prevent vandalism, sabotage, and unauthorized access. Use of the system is limited to law

i enforcement and authorized non-sworn-personnel who-have been subject to- character-or
security clearance by the employing criminal justice agency.and have been approved by
the Administrator, as defined in Minn. Stat. 13,02, subd. 3a.

Sanctions

‘ The Ramsey County Sheriff’s Department is responsible for overseeing system discipline
1 and conformity with rules, regulations and operating procedures. Violations of any laws,

rules, regulations or the Operational Standards by GangNet users may result in any of the
| following sanctions:

Letter of censure
Suspension of service: This may be for varying lengths of time and/or may
include suspension for specified database or system services.

* Removal of service/disconnection from system




APPENDIX B

Correspondence with Law Enforcement Agencies for Gag Report (Gang Pointer File, GangNet) as of 11/1@9 (FAO + JS)

Contact Date Sent Correspond Response Date of
ence Type Response
Commissioner Michael Sept. 25, 2009 Letter Letter (from E. Joseph ewGeneral Counsel) stating | Oct. 6,
Campion DPS does not have any information on GangNet Opersat| 2009
Department of Public Safety or Procedures; suggested contacting Strike ForegsAd/
Board
Sept. 22, 2009 | Phone Call Left message — calls not returned As of
Nov. 18,
2009
Bob Fletcher Sept. 25, 2009 Letter Letter (from Holli Drinkwiniecluded GangNet's Oct. 12,
Ramsey County Sheriff Operational Procedures; cc’d Steve Lydon in hipoase 2009
Sept. 22, 2009 | Phone call Left messages — calls not returned fAs o
Oct. 5, 2009 Nov. 18,
Oct. 20, 2009 2009
Chief John Harrington Sept. 25, 2009 Letter No response As of
St. Paul Police Department Nov. 18,
2009
Sept. 22, 2009 | Phone Call Left messages — calls not returned fAs o
Oct. 1, 2009 Nov. 18,
Oct. 12, 2009 2009
Commander Tina Sept. 25, 2009 Letter Response: Phone call (tefievmessage at clinic) As of
McNamara (No letter response) Nov. 18,
St. Paul Police Department 2009
Gang Unit Sept. 22, 2009 | Phone Call Response: left voice mail at ClinicSapt. 24, we called | Sept. 24,
Oct. 1, 2009 her back later that day, left voice mail, calledlbagain on | Oct. 5,
Oct. 5, 2009, Oct. 1, officer said she was gone for a few dalys, s 2009
Oct. 12, 2009 returned our call on Oct. 5, left message with KiAt
“she [JS] already knows who to contact at RamsaynGo
but would not let KMA know who at Ramsey County
should be contacted, did not return any furthemghcalls
from FAO or JS
Superintendent Tim Sept. 25, 2009 Letter Response: Had David Johregpond — phone call Oct. 2,
O’'Malley 2009
Bureau of Criminal Sept. 22, 2009 | Phone Call Left message — no response As of
Apprehension Nov. 18,
2009
Sept. 25, 2009 Letter Response: E-mail Oct. 2,
David Johnson 2009
Executive Director, MNJIS Sept. 22, 2009 Phone Call Response: Phone dkédtabout Gang Pointer File Oct. 2,
(calling on behalf of Tim O’Malley) 2009
Steve Lydon Sept. 25, 2009 Letter Response: none (cc'd in réats response) As of
Ramsey County Sherriff's Nov. 18,
Office Director 2009
Sept. 22, 2009 | Phone call Left messages - no responses As of
Oct. 1, 2009 Nov. 18,
2009
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APPENDIX C
Metro Area Programs

Below is a sample representation of programs ctlyramailable in the Metro area:

1. Boys & Girls Club(Gang Prevention/Intervention Through Targeted€agh)
1620 Ames Avenue
Saint Paul, MN 554106
651.773.5654

The Boys and Girls Club has developed a gang pteveand intervention program that targets
youth from the age of six to eightekfihis program works through referrals from schootsrts,
law enforcement, and community youth services émiifly and recruit delinquent youth or those
at risk into Club programs and activities. Moreguéis program is sponsored by the Office of
Juvenile Justice and Delinquency Prevention, Ughdbtment of Justice

2. The Link(Project Potential: Gang Intervention Initiative)
1210 Glenwood Avenue
Minneapolis, MN 55405
612.871.0748
www.thelinkmn.org

The Link's Project Potential supports the youthoired in gangs and the family members,
probation officers, teachers, and community costadio tackle the issue of gang involvement.
The Link’s staff works one-on-one with at risk ybub reduce gang activity and provide positive
activities and opportunities to curb the gang imeahent. Out of the 68 “gang-involved youth”
that The Link worked with in 2008, 98% created anpfor reducing gang involvement, “93%
reported or showed a reduction in gang-related\behaand 89% improved school attendance.”

3. Chicanos Latinos Unidos En Servif©LUES).

Saint Paul Office Minneapolis Office

797 East 7th Street 720 East Lake Street
St. Paul, MN 55106 Minneapolis, MN 55407
651.379.4200 612.746.3500

CLUES has a holistic approach to assisting Latinatly and families with gang intervention,
employment and mental health services. CLUES offeutturally proficient behavioral health
and human services” to help support at risk yob#t include mental health services, financial
empowerment, employment services, chemical healtvices, educational services, and family
services.

! Boys & Girls Club of the Twin Cities, Specializ®dograms,
http://www.boysandgirls.org/specialized_progranys.@ast visited Nov. 13, 2009).
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4. Brotherhood Inc.(in development by Aurora/St. Anthony Neighborhobévelopment and

community partners)

Brotherhood Inc. is a reintegration and prevenfioogram. Modeled after Los Angeles based
Homeboy Industries, the largest gang interventimgm@m in the country, Brotherhood Inc. takes
a holistic approach to rehabilitation by offeringrficipants comprehensive, culturally sensitive
social services, educational opportunities anditmesnployment.

5. One Family One Community Inc.

1542 Marion Street, Suite 108
St. Paul MN 55117
612.225.7203

One Family One Community Inc. is provides a halisti gang prevention and intervention. The
staff at One Family One Community Inc. attempt f@nsform the lives of at-risk youth by
providing educational opportunities, mentoring, admdilding both life and entrepreneurship
skills.

6. African American Leadership Council

270 North Kent Street
St. Paul, MN 55102
651.797.2954
651.470.0266

7. Youth In Transition (Y.I.T.)

Dayton’s Bluff Rec. Center
800 Conway Street

St. Paul, MN 55106
651.793.3885

C-2



Evaluation of Databasesin Minnesota
&
Recommendationsfor Change

EXECUTIVE SUMMARY

Submitted by:
e

7 UNIVERSITY of ST.THOMAS

COMMUNITY JUSTICE PROJECT
UNIVERSITY OF SAINT THOMAS SCHOOL OF LAW
Legal Services Clinic
MSL 100
1000 LaSalle Avenue
Minneapolis, MN 55403
Telephone: (651) 962-4960
Facsimile: (651) 962-4969

In Collaboration with:

Saint Paul NAACP



INTRODUCTION

Within the Twin Cities, constituents have voicedncerns about the methods and
procedures followed by law enforcement agenciethéir use of gang databases in Minnesota.
Community members have raised concerns regardmgdbpe of the ten-point criteria and the
impact it has had, and continues to have, on tintsehave been mislabeled as gang members or

are no longer part of a gang. In response to tbeseerns, this Executive Summary will:

I.  Provide an overview of the two gang databases, @aimger File and GangNet;
Il.  Highlight the various issues involving the use ahg databases; and
lll.  Address community concerns and offer recommendafienchange.

These proposed recommendations will help to balgnablic safety and community
concerns; while improving accountability, reliatyliand trust between law enforcement and the

communities they seek to serve.

PART |I. OVERVIEW OF GANG POINTER FILE AND GANGNET
Brief Overview of the Minnesota Criminal Gang Pointer File

The Gang Pointer File was created to provide abdata of alleged gang members and to
serve as an investigative tool. Pursuant to Mirat. § 299C.091, the Minnesota Legislature
authorized the Bureau of Criminal Apprehension (BGA “administer” and “maintain” a
“computerized criminal gang investigative data sgst The system is called the Minnesota
Criminal Gang Pointer File (Gang Pointer File) amhsists of data on individuals whom law
enforcement agencies determine are or may be edgageiminal gang activity As of 2008,

there were 2,438 individuals listed in the GanghBwiFile Database.

! SeeMinn. Stat. § 299C.091 (2009).
22008 Annual Report, Metro Gang Strike Force, p(&2@ilable at
http://www.leg.state.mn.us/docs/2009/other/0905&. p
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To be placed in the Gang Pointer File, an individnast meet specific critera.

Development of Ten-Point Criteria

Minnesota Stat. § 299A.641 allows for the estaitisht of the Gang and Drug Oversight
Council to “provide guidance related to the invgstion and prosecution of gang and drug
crime.” The Council is authorized by statute to “creattedn for identifying the characteristics
of gang membershipThe Gang and Drug Oversight Council drafted armpsetl the use of ten-
point criteria to identify potential gang memb@rs.

Brief Overview of GangNet

GangNet was originally established to act as adeéa the Gang Pointer File and as a
way to pre-identify potential gang members who hast at least one of the ten-point criteria
referenced belo.GangNet was developed in 1998 by the Ramsey Co8hgyiff's Office
through funding provided by the Minnesota OfficeRafblic Safety. The Ramsey County Board
approved receipt of the funding for the creationGaingNet. Notably, GangNet is used by 96

agencies statewideAs of 2008, GangNet included data for 16,764 imtials®

% At least 14 years of age; have been convictedgrbas misdemeanor or felony; or have been adjteticar has a
stayed adjudication as a juvenile for an offense Would be a gross misdemeanor or felony if conemiby an
adult? and have met at least three of the criteria antitiéng characteristics of gang membership devetbpy the
Gang and Drug Oversight Council under Minn. St&298A.641, subdivision 3, clause 7).
* Minn. Stat. § 299A.641, subd. 1 (2009).
®> Minn. Stat. § 299A.641, subd. 3(7) (2009).
® See generallinn. Stat. § 299C.091, subd. 2(b)(1) (2009). Setbgelmits to being a gang member; is observed to
associate on regular basis with known gang membhasstattoos indicating gang membership; wears ggmdpols
to identify with a specific gang; is in a photognapith known gang members and/or using gang-related signs;
name is on gang document, hit list, or gang-relgradfiti; is identified as a gang member by aable source;
arrested in the company of identified gang membemessociates; corresponds with known gang menuessites
and/or receives correspondence about gang activities about gang (graffiti) on walls, books araper®
'See generallMara H. Gottfried Database on Gangs: Just How Accurate? Critics &&)siestions About the
8Secret List, Including Who's on Br. PauL PIONEER PRESS Sept. 20, 2009 at Al.

Id.
° See2008 Annual Report, Metro Gang Strike Force, p. 26.
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The standards for law enforcement to enter a p&gsiata into GangNet are less
stringent than the criteria needed for law enforeento enter a person’s data into the Gang

Pointer File*°

PART II: KEY FINDINGS
1. Over-representation of people of color in Gang thatses

The use of gang databases in Minnesota dispropaitily affects communities of color.
African-American residents of Minnesota are pattdy impacted. For example, although
African-Americans represent less than five (5) petcof the population in the State of
Minnesota, they represent 53 percent of thosedlistéhe Gang Pointer File (1,163};and 42.4
percent of those listed in GangNet, which is amnailzg 7,108 entries in the database. Notably,
13 percent of those listed in GangNet are Hisp&it80); 18.6 percent are Asian (3,120); and

18.5 percent are White (3,108).

2. Gaining Access to stored data is a challenge fdiviiluals

Criminal justice agencies do not seem to be reduire Minn. Stat. § 299C.091 to give
an individual notice when he or she has been enterte the Gang Pointer File or GangNet.
Based upon anecdotes from community members, nigticet being given as a practical matter
when one’s data is being collected, stored andtepda to gang databases. Additionally, neither
youths, nor their parents or guardians are notifieed information is being collected, observed,

and entered into gang databakes.

% To be placed in GangNet, an individual must mest gume of the ten point criteria. Unlike the Ga&uainter File,
a person is not required to have been convictedfefony or gross misdemeanor to be entered intgNat. It also
appears that there is no minimum age requiremsrihee is in the Gang Pointer FileeeB\ppendix A, GangNet
Operational Standards

12008 Annual Report, Metro Gang Strike Force, (tition omitted).

1252008 Annual Report, Metro Gang Strike Force, p.280,

13 See generallfinn. Stat. § 299C.09kee alsiAppendix A, GangNet Operational Standards.

4



3. Potential for Collateral Consequences

There are serious legal and social consequencekimgsfrom placement of one’s data
into gang databases. The implications of gang meshipesubstantially affect the opportunities
and freedoms of a person convicted of a misdemeandelony’* Potential legal and social
effects include “increased probability of convictjdonger sentences, loss of employment, and
other stigmatizing effects® Minnesota courts have adopted the enhanced sestetandard,
meaning that they may grant an upward departuréhfise who are linked to being a member of
a gang'®
PART 111. COMMUNITY CONCERNSAND RELATED RECOMMENDATIONS

As noted in the introduction, the community haised a variety of concerns regarding
the impact of gang databases, particularly wittborpcommunities of color. Some of the issues
that have been identified and articulated by memlmérthe community include, but are not
limited to:

Concerns about Racial Profiling;

Lack of Parental Notification when a child’s ddtas been entered in a gang database;
Difficulty verifying whether one’s data is indied in a gang database;

Lack of knowledge regarding how one might cdrteta;

Concern for trustworthiness of data entered atrivl Gang Strike Force;

Denial of employment opportuniti&s;

N oo o M w0 D oPF

Denial of Right to Access Carry and Conceal lfamemployment purposes.

1seeJoshua D. WrightDangerous Data: The Use and Abuse of Gang Datablseduction...Part Ill, The
Constitutional Failure of Gang DatabasesT2N5J.Civ. RTS. & Civ. LIBERTIES 115, 118.

°|d. at 115.

16 See generalllinn. Stat. § 609.229 (2009).

Y This distinction has affected numerous peoplduifing James Shelton Jr. , 22, attends Metropoiate
University and aspires to be a probation officer.

18 |ce Demmings, an admittedly ex-gang member, claimsthe purging requirements are not being fodldw
Demmings attempted to join the National Guard bas wot eligible because he is still currently tisés an active
gang member although he has not been in a gargifteen years.
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Key Recommendations:

In response to community concerns and in conjunctith community stakeholders, we are
suggesting the incorporation of the following recoemdations:

(1) collaborating with community partners to changed/or re-define the ten-point
criteria;

(2) ensuring a meaningful and sustainable mechafuswbtaining community input;
(3) ensure greater accountability and oversiglitabé practices;

(4) providing notice and hearing requirements focumented gang members;

(5) implementing prevention and/or intervention ralggl

(6) providing public notice of auditing and purgieghedules to ensure compliance and
consistency;

(7) conducting a special audit of the gang databgseviously administered by the
Metro Gang Strike Force; and

(8) determining whether GangNet should remain isterce.
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