m\?}} OFFICE OF
Y HIGHER EDUCATION

October 15, 2019

Senator Paul Anderson, Chair Representative Connie Bernardy, Chair
Higher Education Finance and Policy Committee Higher Education Policy and Finance Division
95 University Avenue W 369 State Office Building

Minnesota Senate Bldg, Room 2103 St. Paul, Minnesota 55155

St. Paul, Minnesota 55155 ‘

Senator Greg Clausen, Ranking Minority Member Representative Bud Nornes, Ranking Minority Member

Higher Education Finance and Policy Committee Higher Education Policy and Finance Division
95 University Avenue W. 281 State Office Building
Minnesota Senate Bldg, Room 2233 St. Paul, Minnesota 55155

St. Paul, Minnesota 55155

Dear Senators and Representatives:

In accordance with Minnesota State Statues, Section 15.0395, please find attached a report containing
interagency agreements or service-level agreements with another agency if the cumulative value of those
agreements is more than $100,000 in the previous fiscal year and transfers of appropriations between accounts
within or between agencies if the cumulative value of the transfers is more than $100,000 in the previous year.

If you have any questions regarding this report, please contact Nekey Oliver, Minnesota Office of Higher
Education, at (651) 259-3964 or nekey.oliver@state.mn.us.

Sincerely,

Dennis W. Olson
Commissioner

Attachments

Cc:  Hannah Grunewald, Senate Fiscal Analysis
Ken Savary, House Fiscal Analysis

1450 Energy Park Drive, Suite 350, St. Paul, MN 55108



Office of Higher Education (OHE)
FY 2019 Transfers

October 15, 2019

TRANSFER FROM TRANSFER TO

O::a:gs:::y Transfer Out Fund Name T'::::L:g“ Transfer Out ApproplD Name Tran:f:: Out Tr::::‘ecryln Transfer In Fund Name 1;::::::"': Transfer In ApproplD Name T::;fz;:n Purpose of Transfer Legal]l: ::;::ty oy
OHE Loan Capital Fund E608000 Loan Capital Fund Administration (8,291) MMB General Fund B421003 SEGIP Opt Out FY19 8,291SEGIP Opt Out FY19 171 004 01 042
OHE General Fund E601723 Dual Training Competency grant (2,000,000) OHE Special Revenue Fund E602750 Dual Training Special Acct 2,000,000]transfer funds to special revenue account created for Dual Training MS.136A.246
OHE Speical Revenue Fund E602750 Dual Training Special Acct (60,000) OHE Special Revenue Fund E602751 Dual Training Admin 60,000]transfer funds to special revenue account created for Dual Training Admin MS.136A.246
OHE General Fund E601431 Grants to Teacher Candidates (15,000) OHE General Fund E601432 Teacher Candidate Admin 15,000} transfer funds to Teacher Candidate Admin account 171 005 02 050
OHE General Fund E601437 Teacher Shortage Loan Forgiveness (200,000) OHE Special Revenue Fund E602740 Teacher Shortage Loan Forgiveness 200,000[transfer funds to special revenue account created for Teacher Shortage 18 207 002 008
OHE General Fund E602740 Teacher Shortage Loan Forgiveness (6,000) OHE Special Revenue Fund E602741 Teacher Shortage Administration 6,000]transfer funds to special revenue account created for Teacher Shortage Admin 18207 006 031
OHE General Fund E601438 Agriculture Loan Forgiveness (50,000) OHE Special Revenue Fund E602030 Agricultural Loan Forgiveness 50,000]transfer funds to special revenue account created for Agricultural Loan Forgiveness 18 207 008 033
OHE General Fund E601439 Aviation Loan Forgiveness (25,000) OHE Special Revenue Fund E602050 Aviation Loan Forgiveness 25,000]transfer funds to special revenue account created for Aviation Loan Forgiveness 18 207 009 034
OHE General Fund E601705 Spinal Cord & Traumatic Brain Injury grant (2,910,000) OHE Special Revenue Fund E602710 Spinal Cord & Brain Injury 2,910,000]transfer funds to special revenue account created for Spinal Cord & Brain Injury 18 207 004 01B
OHE General Fund E601705 Spinal Cord & Traumatic Brain Injury grant (90,000) OHE Special Revenue Fund E602711 Spinal Cord & Brain Injury Adm 90,000 transfer funds to special rev account created for Spinal Cord & Brain Injury Adm 18 207 004 01B
OHE General Fund E601432 Teacher Candidate Admin (52,500) OHE Special Revenue Fund E601431 Grants to Teacher Candidates 52,500]transfer funds from Teacher Candidate Admin account back to programing acct 171 005 02 050
OHE General Fund E601432 Teacher Candidate Admin (100) OHE Special Revenue Fund E601431 Grants to Teacher Candidates 100|transfer funds from Teacher Candidate Admin account back to programing acct 171 005 02 050
OHE General Fund E601436 Large Animal Vet Loan Forgiveness (375,000) OHE Special Revenue Fund E602436 Large Animal Vet Loan Forgiveness 375,000[transfer funds to special revenue account created for Large Animal Vet Loan 18 207 007 032
OHE General Fund E601408 American Indian Scholarship (192,229) OHE General Fund E601421 Interstate Reciprocity 192,229]transfer funds for Interstate Reciprocity 17 089 01 02 040
OHE General Fund E601408 American Indian Scholarship (81,000) OHE General Fund E601604 Get Ready 81,000|transfer funds for Get Ready programming 17 089 01 02 040
OHE General Fund E601423 MNSCU Two Year Public College (1,367,966) OHE General Fund E601411 State Grant Program 1,367,966] Transfer funds to State Grant Program 17 089 01 02 040
OHE General Fund E601421 Interstate Tuition Reciprocity (5,264,035) OHE General Fund E601411 State Grant Program 5,264,035 Transfer funds to State Grant Program 17 089 01 02 040
OHE General Fund E601409 Tribal College Grants (47,190) OHE General Fund E601411 State Grant Program 47,190|Transfer funds to State Grant Program 17 089 01 02 040
OHE General Fund E601423 MNSCU Two Year Public College (68,210) OHE General Fund E601411 State Grant Program 68,210 Transfer funds to State Grant Program 17 089 01 02 040
OHE General Fund E601425 MNSCU Two Year Admn (52,530) OHE General Fund E601411 State Grant Program 52,530 Transfer funds to State Grant Program 17 089 01 02 040
OHE General Fund E601431 Grants to Teacher Candidates (5,038) OHE General Fund E601411 State Grant Program 5,038] Transfer funds to State Grant Program 17 089 01 02 040
OHE General Fund E601432 Teacher Candidate Admin (5,339) OHE General Fund E601411 State Grant Program 5,339]Transfer funds to State Grant Program 17 089 01 02 040
OHE General Fund E601708 Sexual Violence Prevention (87,000) OHE General Fund E601411 State Grant Program 87,000] Transfer funds to State Grant Program 17 089 01 02 040
OHE General Fund E601709 Sexual Prev Outreach (75,000) OHE General Fund E601411 State Grant Program 75,000 Transfer funds to State Grant Program 17 089 01 02 040
OHE General Fund E601726 Concurrent Enrollment Existing (40,218) OHE General Fund E601411 State Grant Program 40,218|Transfer funds to State Grant Program 17 089 01 02 040
OHE General Fund E601000 Agency Administration Gen (80,000) OHE General Fund E601411 State Grant Program 80,000] Transfer funds to State Grant Program 17 089 01 02 040
OHE General Fund E601416 Saftey Officers Survivors (41,736) OHE General Fund E601411 State Grant Program 41,736 Transfer funds to State Grant Program 17 089 01 02 040
OHE General Fund E601602 Student Parent Information (20,000) OHE General Fund E601411 State Grant Program 20,000 Transfer funds to State Grant Program 17 089 01 02 040
OHE General Fund E601440 Intellectual & Developmental (16,866) OHE General Fund E601411 State Grant Program 16,866] Transfer funds to State Grant Program 17 089 01 02 040
OHE General Fund E601412 Child Care Grants (883,000) OHE General Fund E601411 State Grant Program 883,000] Transfer funds to State Grant Program 17 089 01 02 040
OHE General Fund E601408 American Indian Scholarship (238,771) OHE General Fund E601411 State Grant Program 238,771]Transfer funds to State Grant Program 17 089 01 02 040

TOTAL (14,358,019) 14,358,019




Office of Higher Education (OHE)

FY 2019 Interagency Agreements and Service Level Agreements
October 15, 2019

. Effective

Agency Amount Legal Authority Purpose Date
ADMIN S 1,200 MS 471.59|OES will support OHE with sustainability choices and implementation 7/1/2018
ADMIN S 1,000 MS 471.59|Admin is fiscal agent for Governor's Council MLK Jr statewide celebration 1/14/2019
ADMIN S 3,000 MS 471.59|Admin will provide HR services for OHE (SmART services) 7/1/2018
DEED S 5,766 MS 268.19|DEED to provide employement/wage data to OHE 1/1/2019
Governor's Office S 69,800 MS 471.59 Governor's Office provides policy advisors and other services to OHE 7/1/2018
Labor & Industry S 200,000( 17 089 01 02 023 Labor & Industry will develop Dual Competency standards 7/1/2018
MDE S 1,393,482 MS 471.59|OHE will Provide servises for Statewide Longitudinal Data System 7/1/2018
MDE S 10,000 MS 471.59|OHE will Provide servises for Early Childhood Longitudinal Data System 7/1/2018
MDH S 375,000 MS 471.59 MDH will administer the Large Animal Veterinary Loan Forginvess Program 7/1/2018
MDVA S 2,382,621 MS.197.791 3B OHE Administers the MN GI Bill Program 7/1/2018
MIAC S 5,000 MS 471.59 OHE will contribute towards Governor's Minnesota Tribal Youth Gathering 7/27/2018
MMB S 3,254 MS 471.59 MMB provides statewide recruiter services to OHE 7/1/2018
MMB S 5,000 MS 471.59 MMB Provides Enterprise Training and Development to OHE 7/1/2018
MMB S 19,600 MS 471.59 MMB Provides Management Analysis and Development for OHE 7/1/2018
MN.IT Services S 2,871,945 M.S. 16E.016 Service Level Agreement - MN.IT provides enterprise IT services to OHE 7/1/2018
MN.IT Services S 350,000 M.S. 16E.21 Project to address and modernize IT applications and technology at OHE 7/1/2018
MNSCU S 283,100 MS 471.59 MNSCU will provide staffing and support for MN Reconnect program 7/1/2018
Lottery S - MS 471.59| OHE will provide necessary resources for continuity of operations if required 3/21/2018
MDE S - MS 471.59 MDE will provide necessary resources for continuity of operations if required 7/1/2018

Total S 7,979,768

Duration

FY 2019
FY 2019
FY 2019
FY 2019
FY 2019
FY 2019
FY 2019
FY 2019
FY 2019
FY 2019
FY 2019
FY 2019
FY 2019
FY 2019
FY 2019
FY 2019
FY 2019

FY 2019
FY 2019




STATE OF MINNESOTA.
INTERAGENCY AGREEMENT

Pursuant t0 Minnesota Statutes, Sections 16B.04 and 471,59, this is an agreement between the Departiment.
of Administration (Admin) and the Office of Higher Education (OHE)

1. Services to be Performed:
Admin’s Office of Enterprise Sustainability (OES) will support state agencies by helping them to make
choicés that will improve sustainability outcomes through the implementation of best practices in their
agency, provide agencies the assistance needed to reduce greenhouse gas emissions and water usage,
increase energy efficiency and recycling, and to better coordinate sustainability efforts across state
goverriment, In order to provide transparency, OES is working to develop a State Government
Sustainability Reporting Tool that will help agencies track and report their sustainability data,

2. Authorized Agents:

The:

following persons will be the primary contacts and authorized agent for all matters congerning this

agreement:
Admin; Erin Campbell, Assistant Comrnissioner, ot her successor, Room 200, 50 Sherbume Ave,, St,
Paul, MN 55155, (651) 201-2561 .

OHE: Winnie Sullivan, Deputy Commissioner, 1450 Energy Park Drive, Suite 350, St. Paul, MN
55108, (651) 259-3922

3, Consideration and terms of Payment
In consideration for sustainability services provided, OHE agrees to contribute as follows:

[

Enter an appropriation transfer in SWIFT using the following accounting codes:
Fund 2001, FinDeptlD G021ADMN, Approp ID G027203

- If assistance is needed, please contact Rachel Douglas (Rachel. Douglas@state.mn.us or

651.201.2531).
Please transfer the following amounts no later than August st of each fiscal year:
FY 2013: $1,500 FY2019: $1,200 Total for the biennium: $2,700

4. Terms of Agreement s
This agreement is effective July 1, 2017 and shall remain in effect until June 30, 2019.

5. Am

endments

Any amendment to this agreement must be in writing and will not be effective until it has been
executed and approved by the same parties who executed and approved the original agreement, or their
suceessors 11 office.

Approved:
Depariment of Administration Ofﬁce\qf Higher Educg\ ton.

BY@J\)\ YW\ W By: 3\\\/‘\*‘1\}&( %//{/L,/ Nl

Title: QAAA&W omvmw;/w\ Title: XX—?{)U“K'Q) Ca\v\ng“ﬁ;ézpcm»c"‘t—

Date: -

1K \f) Date; bjﬂt’l\/ (%» zol

Rev, 12/00

Interagency Agreement i
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STATE OF MINNESOTA
INTERAGENCY AGREEMENT

This agrecment is between the Minnesota Departments of Administration, serving as fiscal agent for the
Governor’s Council on the Martin Luther King, Jr, Holiday and Office of Higher Education.

Agreement . |
1 Term of Agreement
1.1 Effective date: January 14, 2019 or the date the State obtains all required signatures under
Minnesota Statutes Section 16C.05, subdivision 2, whichever is later,
L2 Expiration date: June 30, 2019, or until all obligations have been satisfactorily fulfilled,
whichever occurs first,

2 Scope of Work
Contributing towards the cost of the Governor’s Council on the Dr, Martin Luther ng, Ir, Statewxde
Holiday Celebration, The event is scheduled on January 21+, 2019,

3 Conmdex ation and Payment
' The Department of Administration, acting as fiscal agent, will i invoice Office of Higher Education in
the amount of $1,000,00.

" The total leigétion of under this agreement will not exceed $1,000.00.

4 Conditions of Payment ’ ’ .
All services provided by the Goverhor’s Council on the Martin Luther King, J I Hohday under this
agreement must be performed to Office of Higher Education’s satisfaction, as determined at the sole -
discretion of Office of Higher Education’s Authorized Representative,

5 Authorized Representative - ' :
Department of Administration's Authorized Rep1 esentative is Lenora Madigan, Deputy Comm1ss1oner

or his/her successor.

Officer of Higher Education's Authorized Representative is Dennis Olson, Commissionet,

6 Amendments

© Any amendment to this agreement must be in writing and will not be effectwe until it has been
executed and approved by the same parties who executed and approved: the original agreement, or their
successors in office.

7 Liability
Each party will be responsible for its own acts and behavior and the results thereof,

8 Termination
Fither party may terminate this agreement at any time, with or w1thout cause, upon 30 days’ written
notxce to the other party.

Rev, 12/00 Interagency Agreement




1, STATE ENCUMBRANCE VERIFICATION
Individual certifies Ihaiﬁmds have been encumbered as
required by an Stat, 6A 15 and 16C.05.

" Signed; C&/

b 12 (2t[18

2, Office of Higher Education

T Dperres, o

(With delegutemhon&)

Title: %5//@

Date: //gy/mm

Rev, 12/00

3 Department of Admyl;stx

By: il ’/

"’»

ivle

(w1th delegated author 1t)’5
g
Title: /in ,ﬁJ‘f/v; éﬁ?ﬁﬂ@» .

Date: ./ v m;gjf * f‘?’

Interagency Agreement
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'DEPARTMENT OF
ADMINISTRATION /J(;/z’;

HUMAN RESOURCES

m

'STATE OF MINNESOTA
INTERAGENCY AGREEMENT

The Department of Administration’s Small Agency Resource Team (SmART) seeks to improve the efficiency and
effectiveness of financial and human resources services for small agencies, boards, and councils. SWART enables
administrative efficiency by sharing the specnahzed resources and expertise of a larger administrative
organization. SmART’s services enable customer agencies to better focus on their core business.

This agreement(is betweén the Minnesota Department of Administration Human Resources (Admin) and the
‘Minnesota Office of Higher Education (Agency).

Agreement

1. Termof Agreement
1.1 Effective date: July 1, 2018,
1.2 Expiration date: June 30, 2019 or until all obhgat:ons have been satisfactorily fulfilled, whichever comes
first,

2. Scope of Work
Admin will provide human resource setvices to the Agency as described in Exhibits A and B which are
attached and incorporated into this agreement. The success of the work that takes place under this
agreement is dependent on both Admin and the Agency understanding and upholding their respec'mve roles
and responsibilities as delineated In Exhibits A and B.

Minnesota Office of Higher Education retains decision-making authority and responsibility for its human
resource decisions for ongoing implementation of appropriate business processes, while Admin provides .
other human resources services and setves in ah advisory capacity. The parties understand and agree that
Admin is not and not intended to be, the employer or joint employer of the Minnesota Office of Higher
Education applicants, employees or former employees by reason of the work performed or services
provided under the Agreement. Minnesota Office of Higher Education is responsible for following all
applicable employment laws, collective bargaining agreements and compensation plan requirements, state
policies and procedures,

3. Authorized Representative L ,
Admin’s Authorized Representative is Angela Steward-Randle, Human Resources Director, 3" floor,
Centennial Building, 658 Cedar Street, St Paul, MN, or her successot.

" The Agency’s Authorized Representative is Winnie Sullivan, Deputy Commissioner, 1450 Energy Park Drive, -
Suite 350, St, Paul, MN 55108, or their successor.

4, Consideration and Payment
The cost for services covered by this agreement in FY19 is §3[OO Admin will invoice the Agency quarterly,
in an equal amount each quarter, for the services outlined in this agreement and subsequent attachments.
The Agency will approve invoices and make timely payments to Admin for the agreed upon setvices outlined

in this agreement.




Amendments :

Any amendment to this agreement, with the exception of changes 1o the purchasing and payment signature
delegations identified in-Exhibit A, must-be in writing and will not be effective until it has been executed and
approved by the same parties who executed and approved the original agreement or their successors in’

- office: Changes to the sighature delegations in Exhibit A must be acknowledged with & revised Exhibit A
signed by the Minnesota Office of Higher Education Authorized Representative or by another ertten
communication {memo, email, etc). - 7 -

Government Data Practices :
Admin and the Agency must comply with the Minnesota Govemment Data Practices Act, Minnesota

Statutes Chapter 13, as it applies to all data exchanged under this agréement, and as it applies to all data
created, collected, received, stored, used, maintained, or disseminated by either party to this agreement.
The civil remedies of Minnesota Statutes Chapter 13.08 apply to the release of the data referred to m this

cla use by elther party.

Ltab:hty )
Eath party will be responsxble forits own acts and behavior and the results thereof.

" Termination ' -
Either party may terminate this agreement at any tlme, wnth or without cause, upon 30 days wntten notice

to the other party.



STATE OF MINNESOTA
INTERAGENCY AGREEMENT

1. STATE ENCUMBRANCE VERIFICATION
Individual certifles that funds have been encumbered as

required by Minn. Stat, §8 16A.15 and 16C,05.
signed:—_/, - g’/%
£L

7 0 ot PO

Date: ?’“7// < \50200 SHI1%

2. Minnesota Office of Higher Education (Agency)

o iene  S0\ivey

Winnie Sullivan, Deputy
Commigsioner

Signed
Date:' -\ ”ZO\%
3. Department of Administration (Admiﬁ)
By: Ancelo Sewant-Bardlle

Angela Steward-Randle, Director of
Human Resource§f N

Signed:

Date:




EXHIBIT A to Interagency Agreement between the Department of Administration Human Resources (Admin)
and Minnesota Office of Higher Education (Agency)

Admin will provide the Agency the following human resource services that will help the Agency operate
effectively:

Classification and Compensation
* Review position descriptions, determine appropriate classification, bargaining unit designation, and Fair
Labor Standards Act (FLSA) status, document audit decisions, and explaln the rationale for classification
decisions.
* Advise on, and approve or deny compensation requests outside of Agency delegation of authority.
o The Agency must provide documentation of requests to convert unclassified position to the classified
service at least one month in advance of the end of the unclassified position.

Timely review of classification and compensation requests depends on Admin recelving complete and accurate
information from supervisors and managers. Admin is not responsible for processing information if it has not
recelved a written request.

Admin has received delegated authority from Minnesota Management and Budget (MMB) to make classification
and compensation decisions. Admin must abide by accepted practices and rules governing classification and
compensation in order to retain this delegation. MMB periodically audits Admin”s work to determine
compliance with rules and laws,

File Maintenance and Storage
* Maintain.copies of audit (job classification) and compensation documentation.

Recruitment and Selection
e Post vacancies in accordance with HR/LR Policies.



EXHIBIT B to Interagency Agreement hetween the Department of Administration Human Resources (Admm)
and Minnesota Office of Higher Educatlon (Agency)

SERVICE LEVEL AG REEMENT

Admin SmART Human Resources Responsibilities

~ Admin (SmART program) will provide the following level of service:

e Vacancies will be posted within three business days of receipt of a request to fill (if the position does not
need to be allocated or thé allocation changed).

e . Positions requiring initial allocation will be allocated within two weeks of the receipt of a complete
position description, organizational chart, and request memo.

¢ Positions requiring reallocation will be audited within six weeks of the receipt of a complete position
description; organizational chart, and request memo,

e Requests for Compensation above the Agency’s delegation limits will be reviewed and responded to
within 24 hours after receipt of the Compensationt Worksheet and supporting documentation.

Admin SmART wfll do our best to adhere to the timelines listed above based on staffing levels and volume of
work. ! '

Agency Responsibilities .

Management of the Agency is responsible for the actions of the organization’s employees, including unethical,
violent, or harassing behavior and failure to follow state policies and procedures except where specificaily
stated. '

Like all other agencies, the Agency is also responsible for completing the following human resource actions:

Classification
e Al positions have position desctiptions that are updated at least every three years,
o Position descriptions must be consistent with the employees’ actual job duties, include a listing of
essential functions under the ADA, and clearly indicate the employee’s level of decision-making
authority.




A N fract
5707 Iyl

DEED Data Sharing Agreement: Office of Higher Education ~ Tuition Reciprocity project (DSA-OH 2019 Renewal)

Minnesota Department of Employment and Economlc Development

" Data Sharing Agreement | | Q<3 l)\ [ Cc\b
This agreement is between the Minnesota Department of Employment and Economic Development (“DEED”) and the
Minnesota Office of Higher Education (* OHE"). / !L } J

Purpose of Agreement

OHE has Initlated a research project In order to analyze employment residency, and wage outcomes for Tuition
Reciprocity program participants. In order to determine these outcomes, OHE requires employment and wage data from
DEED. .

Remtals _

1. Under Minn, Stat. § 1161.035 subd. 6 DEED is empowered to enter Into income contracts.

2. Under Minn. Stat § 268.19 Unemployment Insurance (UI) data is desugnated as pnvate data on an Individual and
nonpublic data not on individuals, .

3 Under Minn. Stat. § 268, 19 the. Off‘ce of ngher Educatlon (OHE) Is pennltted to access Unemployment Insurance '
d th i tem evalu i

Safeguard all prlvate DEED data ln comp
appllcable federal and state laws, and




DEED will, in general:

Create and malntain a secute network eﬁcrypted folder for the purpose of transmission of secure data.

Develop code to match the most recent 40 quarters of wage data from participant completion date quarter,

dependent upon completion dates and wage/employment data availability.
Create two annual output reports of matched data (mcludlng an error f le, a summary ﬂle and a
wage/employment match fi ile).

Provide a matched data file within 45-days of recelpt of input file from September 30th each year of contract.

Provide limited technical assistance on the use of wage data.
Destroy all data provided by OHE no less than 90 days after providing OHE with a matched data file.

3 Payment
OHE will compensate DEED for all products and services to be performed under this contract

DEED will involce OHE electronically for $5,766 for development/maintenance/support costs and all matched file
reports upon execution of this agreement. Payment is due within 30 days of invoice date.

soices will be sent to:

vior and the results the

+:+:Data Exchange Agreement (Rev, 1/16) -7
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7 Government Data Practices

A OHE acknowledges that under this Agreement it will have access to prlvate DEED data, Including but not
limited to Unemployment Insurance data classified as private data on individuals or nonpublic data not on
individuals under Minn. Stat, 268,19. OHE is responsible for mamtalmng the confidentiality, security, and

. tion of all DEED data, as well as the compllanoe of OHE agents, employees, and assignees with the

terms of this agreement and any applicable state and federal faws (including 20 CFR 603,9, Minn. Stat, Ch.

13, and any current or future state or federal guidelines on data handling).

B. OHE agrees to defend, indemnify, and hold DEED and its employees harmless from any liability, claims,

-~ damages, costs, judgments, or expenses, including reasonable attorneys' fees, resuiting directly or indirectly
from an act or omission (Including without limitation professional errors or omissions) of OHE or its agents,
employees, or assignéees.

C. OHE agrees to release data derived from DEED data only in the form of “summary data” as defined in Minn,
Stat. Ch. 13, OHE agrees that its reports, summaries, compllations, articles, or any document or series of
_documents capable of publication or other dissemination will not contain ahy not public data as defined by

‘Minn, Stat Ch, 13 orany other apphcable state and federal IaWS

a ees not to. share any pnvat data and |nf ma ‘on p ylded by I DE wsth any thnrd party If OHE

. C OHE wul! lmmedlately
repott theevent to DEED NotWIthstandmg anythlng to the contrary in thls Agreement OHE shall be solely

Data Exchange Agreement (Rev. 1/16) ~ ‘Page 3 of 7 -




1. OHE must make all commercially reasonable efforts to protect and secure DEED data related to this
Agreement. OHE will establish and maintain an Information Security Program (“Program”) that includes an
informatlon security policy applicable to any and all cloud computing or hosting services ("Policy"). OHE's
Program and Policy must align with appropriate industry security frameworks and standards such as National

. Institute of Standards and Technology ("NIST") 800-53 Special Publication Revision 4, Federal Information
Ca ,;Processmg Standards ("FIPS") 199, Federal Risk and Authorization Management Program (*FedRamp"), or
. Control Objectives for Information and Related Technology (*COBIT”). For purposes of this section, “cloud
computing” has the meaning defined by the U.S. Departinent of Commerce, NIST Special Publication 800-
145, OHE will make its Policy available to DEED on a ‘confidential, need-to-know basls, along with other
related information reasonably requested by DEED regarding OHE's security practices and policies.

J.  OHE must sanitize or destroy all DEED, excluding summa}y data, within ninety days following the completion,
termination, cancellation, or nonrenewal of this Agreement. OHE shall certify in writing the sanitization and/or
destruction of the data, Any such sanitization or destruction will be at OHE's sole cost and expense.

K. Any transmlssions of private data will use a secure method and encrypt all personally identifiable information
cjuring recelpt transmlssxon, storage, maintenance, and use.

be released without prior written approval f

.Uge,Agreezr'r.féﬁt.f.:(ﬁé;/. 1/16) :




12 Responsible Party Contract defined within this DSA agreement.

‘Prindiple’clisnt Deligery Ry

' Authorlty homas Sanford‘Ph D_ .

i ¢
Authorlty Ed Seel

Tltle. Fmance and Accountablhty Manager .

Tltle' DEED Data Practlces Coordmator

Date:

Date:

Address: Minnesota Office of Higher
Education
wwwiohe._state.mn.us

.| Address: Minnesota Department of
Employment and Economic Development

1st National Bank Building, 332 Minnesota
Street Suite E200, St. Paul MN 55101-1351

Email: thomas.sanford@state.mn.us

Email: ed.seel@state.mn.us

| Phone: 651.259.3960

L Phone 651 259. 7293

S'ign.atuvre':'

“Data Exchange Agreement (Rev. 1716)




Appendix:

2019 Renewal: DSA Renewal is for calendar yéors 2019, 2020. Input file Due date is Sept. 30 in 2019 & 2020 per. OHE-TR client
request to provide additional time to gather input file data Data input and output remain the same as defined in the original
2016 DSA appendlx sectlon as shown belaw:

10 years from completion date (new) 40 Quaners of Data
1 Year from Previously submitted SSN's {4 Quarters of Data

5 9/30/2020[45 days from Input fle recelpt |10 years from completion date (new) 40 Quarters of Data
e 1 Year from Previously submitted SSN's |4 Quarters of Data

45 days from Inputhﬁle receipt

4 9/30/2019

Project Description and cost estimate basis -
. "Cost estimate covers an Annual report request through DEED's Data Sharing Agreement (DSA) for two calendar years 2019, and 2020
of student participant data as two independent flat file reports containing wage, hours, Employers NAICS Industry codes and NAICS
Descriptions matches to exited Participant SSNs, The Office of Higher Education (OHE) Tuition Reciprocity project is Intended to
analyze Higher Education Graduate Employment outcomes to improve program setvices and outcomes and determine values of
education, tuition, and tuition assistance programs where applicable, Total recorc[s submltted Jper input file for data match is anticipated
to be 75,000 exited participant records based on completion dates. v .

_ﬂscal year 2016 and 2017

in er format which can produce SSN errors ona record match or a!so
Qn errors with ma.tc.h_ing SSN's .i_nclude: .Impr.cperlv for.m.att d S,.S,N,

ta Whéfé leading zeros'may bé'
.01 wnthout hyphens due to_r;

‘Data Exchange Agreemant {Rev. 1/16)




Input data fila needs to be saved in a tab dehmlted file mth a file extension of .CSV, this file then needs be uploaded to a DEED
secured and encrypted network folder (WebDAV Folder)
Input File should be labeled: OHE-TR.csv

Input file and Output: Error file Formats (Client data)

[From/To]
Input L <INPUT LE FORMAT Required> . | Purpoge: Client input record for
file: - - 7o+ | Wage/hrs/Industry Matching.

File format needs to be Tab Dehm;ted CSV wnth ) dlgit SSN Leadmg zeros should be used where apphcable, ho comma,
dashes, or other grouping dividers should be used.,

SSN Last First Name Cohort ID I ProxyID Term Completion
. Name . Sequen | Date

ce

Output Error File: <OUTPUT FILE FORMAT provided> . | Purpose: Provides client with list of SSN's that did not match allowing for

correction In next submission
SSN Last "First Name Cohort ID (client record | ProxyID (umque Term Complation | Error reason (SSN
Name ) grouping) to SSN) Sequen | Date Ervor) :

ce

Requi | Required | Assists with Cohort ID can be anything Requlred per SSN | Assists Required to | (L1) Missing SSN.

red | for SSN SSN validation | the client desires to group and used for data | clfent match Frst L tN

| for - Validatio | © | data resuits by. (School ID, sto .. | with ) SSN/ as ame,
1 . | Location, Demographics, - ) data TR

| Edu Level or Maj/min, etc) .| ps ORI analysis 1K

| <OUTPUTFILE - th

FORMAT provided> . : : -
Wage/Hour/Industry records,for 4.
3 staﬁstlcal Analysls i

- sAngsnpur

I (Axosg) snbitify
i91end aﬁeﬁ{
®POD SDIVN .
1031055-qng dpwoliony |
. (BIPE) SOIVN |
dnois Agsnpur
- (UBIPY) SOIVN |
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STATE OF MINNESOTA
INTERAGENCY AGREEMENT

This agreement is by and between the OFFICE OF THE GOVERNOR and the DEPARTMENT
OF HIGHER EDUCATION (agency).

Services
The OFFICE OF THE GOVERNOR agrees to provide:
¢ Policy advisors, communications specialists, diversity and inclusion specialists,
constituent services caseworkers, and legal staff to work closely with each agency head
and/or designees to support the work of both the agency and the Governor’s Office
related to each issue area as well as Federal affairs work to represent the funding and
policy interests of the various state agencies in the nation’s capital. .

The Governor”s Office will provide administrative and pérsonnel oversight, with agencies
having access to the staff as needed to achieve its goals.

Term of Agreement :
Effecttve date: July 01, 2018
Expiration date; June 30, 2019

Consideration and Payment

Cabinet agencies will contribute funds to be used for salaries, fringe beneﬁts, and operating
expenses to help support work related to federal affairs, legislative and cabinet affairs staff,
communications, cons’ciﬁlent services, and legal staff,

The total obligation for the agency is $69,800,00 for the fiscal year ending June 30, 2019. Fiscal
year payment should be processed by July 15, 2018, Contributions were based on a number of
factors including size of agency, time spent on agency-related issues, federal dollats received,
and previous contributions,

Conditioiis of Payment
All services provided by the Office of the Governor under this agreement must be performed to

the satlsfactlon of the agency’ s Commissioner.

Authorized Repres entahve
The Office of the Governor’s Authorized Representahve is Amanda Simpson, Director of
Operations. The agency’s Authorized Representative is the Commissioner,

Rev. 5/25/16 . Interagency Agreement




Aﬁeildments .
Any amendment to this agreement must be in writing and will not be effective until it has been

executed and approved by the same parties who executed and approved the original agreement, or
their successors in office. .

Liability
Each party will be responsible for its own acts and behavior and the resulis thereof.

Termination
Either party may terminate this agreement at any time, with or without cause, upon 30 days’ written
notice to the other party.

AUTHORIZED SIGNATURES

Agency Signature

s
}3&,“ O““Q%(

Coppuss 18

Office of the Governor Signature

By: W
Title: ‘ ){: ¢(£ [ )‘rﬂg gzg@

Date: é /(3 //W
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STATE OF MINNESOTA
- INTERAGENCY AGREEMENT

Pursuant to Minnesota Laws 2017, Chapter XX, article xx, sec. x, subd Xx, this agreement is between the
Minnesota Departments ofHigher Education and Labor & Industry.

Agreement
1 Term of Agreement
1.1 Effective date: July 1,2017 or the date the State obtais all required signatures under Minnesota
Statutes Section 16C.05, subdivision 2, whichever is later.
1.2 Expiration date: June 30,2018, or until all obligations have been satisfactorily fulfilled,
whichever occurs first. '

2 Scope of Work
The Minnesota Office of Higher Bducation is directedby statute to transfer to the commissioner of
labor and industry $200,000 per year for identification ofcompetence standards for dual trajning to
effectuate the purposes of anesota Statute 175.45.

3 Consideration and Payment
- The Office of Higher Education will transfer$200,000,00 upon execution of Interagency Agreement,
but not later than July 31, 2017, ‘

The Office of Higher Education will transfer $200 000.00 for fiscal year 201%0n or about July 15,
2018, not later than July 31, 20 18

The total obligation Ofthl_S interagency agreement is $400,000.00,

4 Conditions of Payment
Please enter an appropriation transfer in SWIFT to accounting string:
Fund — 1000 FinDeptID —B421000 AppropID—B421003

5 Authorized Representative
Minnesota Department of Labor & Industrys Authorized Representative isKristy Swanson, Chief
Fiscal Officer, 443 Lafayette Road N, St, Paul MN 55155 (69)284-5528)], or his/her successor.

The Office of Higher Educatiot's Authorized Representative isTimothy M. Geraghty, Chief Fiscal
Officer, 1450 Energy Park Dr, St. Paul, MN 55108 (651259-3650), or his/her successor.

- 6 Amendments

Any amendment to this agreement must be in writing and will not be effective until it has been
executed and approved by the same parties who executed and approved the original agreement, or their
successors in office. ‘

7 Liability
Each party will be responsible for its own acts and behavior and the results thereof.

8 Termination
Either party may terminate thls agreement at any time, with or without cause, upon 30 days’ written
notice to the other party.

Interagency Agreement 1




1 Minnesdta/!separt?vt of Labor & Industry

By: ’41»\/./ |- ’(\4)\/\’)@{ L

i
Title; (o

2. Minnesota Office of Higher Education

Title:

Date: (ﬂ}Z‘?/ /7’

Date: 7/2(7’/ Aol 7
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STATE OF MINNESOTA
INTERAGENCY AGREEMENT

This agreement is between the Minnesota Departments of Bducation and Office of Higher Bduoation,

Agreement
1 Teim of Agréenient ’
1.1 Effective date; Upon e».ecutinn, the Jast date the State obtams all:required signatures uuden

Minnesota Statutes Section 16C.05, subdivision 2;
1.2 Explration date; Scprembel 30, 20] 9or until all obllgatmns have been satisfaciorily tulﬁﬂed

wlnohever oceurs fir st

2 Scope of Work
The Office of Higher Education (OHE) will i owde the followmg ser’ vwee ltsted below to the MN

Depattment of Education (MDE), The itemized list of tasks and corresponding timelines for thxs project
aie attached and Incorporated info this interagency agt sement as Attachiient A,

2.1 OHE will provide MDE with existing Communications staff across the College and Career and
Barly Learning Priorily Arcas for the fedoral Statewide Longitudinal Data System (SLDS) grant,
a. Foryear1, a0.25 full time employee (FTE) for Barly Learning will be provided.
b. Toryears 2-4, 2 0.5 FTE for both Early Learning and College and Career will be provided,
2.2 OHE communications staff will produce 9 videos and 4 training raodules that all must he in an
Accessible format, , ) v
a All videos and fraining modules must meet the accessibilily requirements outlined in
clauses 9-12. OHE will work with MDE staffto review and finalize the videos and teaining
modules,
b. OHE shall submit drafls of all videos and training modules to MDE’s Accessibility lialson
to ensure accessibility standards are met. OHE will edit videos and (raining modules, if
needed, based on linison’s report of findings. Alldeafls movst be fn HTMLS format. Flash will
not be accepted,
2.3 OHER will also be responsible for Project One of the College and Career priority arca, which will
oreate a.data use traitiing and technical assistance netwoik, The project outcome will be a network
of regional experts who provide training and support fo Statewide Longitudinal Bducation Data

System (SLEDS) vsets,

2.4 OHB will hire six 0.5 FTE regional eduoation analyst positions ot conteact for the positions In
yeais 2-4, one pasition in each of the six economic planning regions (NW, NE, Ceniral, 7-County
Metro, SW, and SE) throughout Minnesota that will perform the duties listed in Attachment A ,

2.5 OHE will modify the SIMON database for storing dual credit daia,
. One OHE program staff will manage dual entollment data coliectmn inall four years of

the grant.
b, OHEBIT staff will modify the SIMON database’in years two and three,

Rev. 12/00 ' '!u(émgz;ncy Aprecment




2.6

2.7

OHE will provids MDE with an annualized progress repott that includes all fiscal activity for each
budget peslod of the grant (approximately October | to September 30 of each year), to assist with
the annual progress reporting that is required under the federal SLDS grant,

OHBE will document progress as required under the grant using tools agreeable to OHE and MDE’s

Authorized Representatives and will be stored on the SLEDS SharsPoint site using the following

timelines:

4. Quattel' | will cover October |-December 31 of each oalendar year, Quarter 1 piogress report

will be due to MDE’s Authorized Representative no later than Jatinaty 31 of each caléndar
year, NOTE: The reporting for the first year of this agreement will begin with Quartei- 2.

b, Quarler 2 will cover January 1-March 31 of each cafendar year, Quattel 2 progress report will
be due to MDE's Authorized Representative no Jater than April 30 of each calendar year.

6. Quarter 3 will cover April 1-June 30 of each calendr yest, ‘Quarter 3 progtess report will be

due to MDE’s Authorized Representative no fafer than July 31 of each cal fendar year.

d. Quarter 4 will cover July 1-September 30 of each calendnr yer, Quarler 4 progress teport will

be.due to MDE’s Authorized Representative no lates than October 31 of each calendar year.

3 Consideration and Payment
3.1 Consideration, See aitachmont B for budget costs by year that is attached and incol pon ated fito

this agreement. MDE will pay for all services performed by OHE under this agreement as follows:

Rev, 12/00

3.1.1 Upon completion and accepiance by MDE's Authorized Representative OHE shall be paid
an amount not to exceed $36,380.00 for work doite fiom execution of this agieement through
September 30, 2016, Final state FY16 invoice Is due no later than July 31, 2016 for wmk done

up to and mcludmg Juna 30, 2016.

3.1.2 Upon completion and acceptance by MDE’s Authorized Representative OHE shall be paid
an amount not to exceed $455,800.00 for work done from October |, 2016 through September
30, 2017, Final state FY17 Invoice is due no later than July 31,2017 for work done up to and

including June 30,2017,

3.1.3 Upon completion and acceptance by MDE’s Authorized Representative OHE shall be paid
an amount not to exceed $464,051.00 for work doste from Oatober |, 2617 through September
30, 2018. Final state FY18 Invoice is due no later ﬁ)an July 31, 2018 for work done up to and

including June 30, 2018,

3.1.4 Upon completion and acceptatice by MDE's Authorized Representative OHE shall be paid
an amount not to exceed $437,251.00 for work done from Ostober [, 2018 through September
30,2019, Final invoice is due no later than October 31, 2019.

3.1.5 Travel Expenses. ($0.00) Reimbursements for travel and subsistence expenses actually and
necessarily incurred by OHE as a result of this Agreenient ate not autxclpatcd

3.1.6 Federal Funds, Payments undet this contract will be iade from federal funds obtaitted by
the State through CFDA number 84,372, If at any tims such funds become unavailable, this
Agreement shall be terminated immediately upon written notise of such fact by MDE to OHE. In
the event of any such termination, OME shall be entitled to payment determined on a:pro rata

Iterngency Agreemeit



~ basis for services satisfactorily perfotmed to the extent that federal fuiids are available, OHE is

responsible for compliance with all federal requirements imposed on these finds and accepts full
financial responsibility. for any requitements imposed by OHE’s fhilure to comply with federal

J eqmr ements

3.1.7 Federal grant lecipncnts, sub-recipients and heir grant personnel ave prohibited from text
messaging while driving a government owned vehicle, o whilg diiving their owi pr ivately owned
vehicle during official grant business, or from nsing government supplied electronic equipment to
text message or emall when driving, Recipients must comply with these conditions under
Executive Order 13513, “Fedesal Leader: shnp oh Reduuug Text Messaging While Driving”,

October 1, 2009,

3.1.8 Iir order for indirect costs to be an allowable expense, OHE mus provide MDE with a copy
of theit cutrent federal cognizant agency approved restricted tate by July I of cach calendar year.

3.1.9 OHE may submit invoices monthly but no later than quarterly using the same timelipes
listed in section 2.7. Unspent funds from prior federal fiscal yeai(s) will not be carried forward

to the new federal fiscal yean(s).

3.1.10 The tofal obligation of MDE for all compensation and reimbursemenis fo OHE under this
agreement wnﬁ not exceed $1 393,482 60,

-4 Conditions of Payment
4.1 All sewvices provided by OHR under this agréement must be performed to MDE’s mhsfactxon 89

determined af the sole discretion-of MDE's Authonzed Replesentauve.

Rev. 12/00

4.2 Invoice Package Submutal. OHE.must subm)t the sxgnled mvmces and all required supporting
dosumentation, for review and payment, to MDE’s Actounts Payable Depattment.. MDE will pay
OHE within 30.days after invoice has been received and approved by MDE’s Authorized
Reprosentative, MDE will pay OHE after OHE presents itemized invoices foy the services actually
peg‘fox‘med atid MDE’s Authorized Represetlative aceepts the invoiced serviges, .

I Invoices must inelude the following mfounatmu MDE’s Authorized Representative’s
name the Purchage Order (PQ) and Contrast nuinber, dates.of service, itemized expenses with
ongmal receipts (if applicable), and corresponding amounits, The subject ling of the email with the
invoioe attached must contain the MDE’s Authorized Represeniative’s name, Purchase Order (PO)
and Contract number, The preferred method of obtammg an invoice Is by email,

Submit invoices vid emafl to Acconnts Payable:
MN Department of Bducation
Accounte Payabie Depamnent

Shounld an invoice need fo be submitted Vin U.S, Mail, pleaso uso the following address;
MN Departiment of Bducation
Attn: Accounts Payable Department
1500 Highway 36 West
Roseville, MN 55113-4266

hileragoney Agreemeit
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Authorized Representative
MDE's Authorized Representative is Kara Arzamendia, Datﬂ Anal ytics Supervisor, 1500 Highway 36

West, Roseville, MN 55113, #651-582-8599, or histher sucsessor,

OHE's Authorized Representative is Meredith Fergus, Fiscal Policy & Research, 1450 Energy Park
Drive, Suite 350, St. Paul, MN 55108, 651-259-3963, or his/lier successor.

Amendntents
Any amendment to this agreement must be in writing and will not be effoctive until it has been

executed and approved by the same parties who executed and approved the original agreenient, or their
successors in office.

Liability
Each party will be vesponsible for its own acts and behavior and the results thereof.

Termination
Either pasty may ferminate this agtcement at any fime, with or without cause, upon 30 days® wiltten

notloe to the other party.

Accessiblity Standards OHE shall comply with the Minnesota Accessibility Standards effective.
September 1, 2010, which enfails, in part, the Web Content Accessibility Guidelines (WCAG) 2.0

(Lovel AA) and Section 508 Subparts A-D which can be viewed at:
hiphon.govimnit/proerams/accessibility/ -

Plain Language, OHE must provide all deliverables in “Plain Language”. Executive Order 14-07
requires the Office of the Governor and al} Executive Branch agencies to cominunicate with
Minnesotans using Plain Language. As defined in Executive Ordei 14-07, Plain Langoage is.a
communication which an audience can understand the first time they read or hear it. To achieve that,
OHE will take the following steps in the deliverables:

- Use Ianguage commonly undetstood by the public;

- Write in short and complefe sentences;

= Present information in a format that is easy-to<find and easy-to-inderstand; and

- Clearly state directions and deadlines to the audience.

3251.05 Video Captioning
Subdivigion 1, Requirement. A person may not in the ordinary course of business distribute a

pretecorded -videocassette tape or similar audio-visual material to a videotape seller or videotape
service provider unless it is open-captioned or closed-captioned for the deaf and hard of heating.
Fot puiposes of thiq section, "videotape seller" and "videotape service providet” have thie inennings

Subdivision 2, E Enforcement A person who violates this secnon is subject fo the penaliies and

remedies provided iu section 8.31, except subdivision 3a,
Subdivision 3. Application, This section applies to. prerecorded. videocassetie tapes ot similar

audio-visual ;material that;
(1) s primarily produced for sale to educational iustitutions, teaining facilities, state-or local

governinent agencies, or medical facilities; and
(2) s released or rereleased on ot after Junc 1, 1997, and more than 500 copies are produced in the

Interagency Agreement



reloase or verelease; or
(3) s produced by a governmental entity for educational putposes.
History: 1995 ¢ 14351

12.” Other Provisions: The following otiteria sire:to-be nsed for all  publications.or other content erented

for MDE intetided for dissemination:
*  Useonly print-quality department Iogo. Requesta-vopy from

Linda.Mildebeant@stateann.ug
¢ Copy must follow Iatest edition of the AP (Assoclated chss) Stidebook,

o Copy must be free of typographical and grammatical. errors..
& Font size will be, muumally, 12 pt. Tnmes Roman, 11 pt, Arlal, ot compaxable

size.
o Manyals should be ereated ln PDF with bookmaiks (preferred) o include a

linked Table of Contents if created in Word,”
o Presentations must be narrated, part of a recoided pr esentatmn, ot include notes

pages, not be-standalone slideshows. ;
Please direct questions regarding printed materialto the Authorized Representative for this

Agtecment,

3. MN Depm tmeni odeucallou {MDE)

Q
l\ N (_ g /sy
Wil delogatod authority)

1, STATE ENCUMBRANCE VERIFICATION
Indlviduad certffies Mat finds have boen encumbered us
veqiilred by Minn. Stal: §§ 16A.15.and 16C.05. . l'Q\

'mlé & AL ,\ J M»OJML«L \A)Jb :

Date:_) ,1\. 2015 :
L ! - Date\ 1\7\

ST 4 “
2 M; omcommc‘ Lot Hed bo fo 9eeo ), 1
N ce of Bigher Edneation (OHE)

T

Bywmﬂ”/"’ W

{Wiih delegated authokith)
Tites_ L O
Date: //5/,?0{6
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Attachment A

Itemized list of tasks with corresponding timelines. MDE’s Authorized Representative will
oversee all activities for this project,

1

College and Caresy Readiness Priority Avea

|

Start Date |

End Date

11

Regional Education Analysts (REA)

Create position descriptions and hire six RBAs.
OHE Responsible partyi M., Fergus and J, Fox

1712016

9/30/2016

Identify partnering organizations to house REAs,
OHE Resgponsible party: M. Fergus and J. Fox

1172016

9/30/2016

Trainr six REAs,
OHE Resgponsible party: M. Fergus and J. Fox

10/1/2016

12/3172016

Formulafe strategic plan for labor market and education resources

data integration,
OHE Responsible party; M. Fergus and J. Fox

10/1/2018

4112017

Bstablish oufreach plan including identification of key stakeholders,

for each of the six regions,
OHE Responsible party: M. Fergus and J. Fox, REAs

10/1/2016 |

4112017

Conduet initial regional analysis to determine needs fon training and

research products in speeific to reglons,
OHE Responsible party: M. Fergus and 1. Fox, RBAs

411017

9/30/2017

Provide Year 2 targeted ouireach. Dovelop pmlnelslups and
relationships will all K12 organizations, postsecondary institutions,
and workforce centers in each of the 6 reglons to conduct a needs
assessment and implementation of research plan.

OHE Responsible party; M. Fergus and J. Fox, REAs

47172017

913072017

Design, and develop initial tralning modules, interpretive guides, and
videos, All items must.be in-an Accessible format,
OHE Responsible party: M. Fergus and J. Fox, REAs

4{112017

9/30/2017

Training modules, interpretive guides, and videos must be submitted
to MDE’s Accessibility Liaison to ensure all ftems meet Accessibility

standards,
MDE Responsible Parties: Kim Wee and Courtney Petrosky

61172017

9/30/2017

L.1.10

Deliver initial training modules, interprelive guides, and videos to the

SLEDS public analytics website,
OHE Responsible parly: M. Fergus and J, Fox, REAs

6/1/2017

9/30/2017

L1I1Y

Solicit feedback from regional stakeholders regarding effectiveness of
Initial training modules, interpretive guides, and videos and identify
needed enhancements and additions.

OHE Responsible party: M. Fergus and 1. Fox, REAs

6112017

973072017

11,12

Based on user feedback, design, develop, and deliver updates to
initial training modules, interpretive guides, and videos including
reglonal specific products, trainings, analyses and publication
matetials, All items must in an Accessible format,

OHE Responsible parly: M, Fergus and J. Fox, REAs

10/1/72017

9/30/2018
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1.1.13

Provide Year 3 taigsted outreach. Rovisit the implementation plan
and develop a research and data analysis plan for Yeair 3, Gather -
feedback on changes or edits to existing roporis;

OHE Responsible party: M. Feigus and J. Fox, REAs

10M/2017 |

9/30/2018

11,14

Solicit feedback from tegional stakefiolders regatding effectiveness of
Year 3 outreach gctivities and products and Identify needed

enhancements and additiong,
OHE Responsible party: M. Fergus andJ Fox, REAs

10/1/2017

9/30/2018 |

L1.15

Baged oi user feedback, design, develop; and deliver updates fo
existing tralning: n_nod’u'les and vidgos as well as additional-regional
specific produiets, trainings, analyses and publicatioi materials: All
end products must be submiited to MDE's Accessibility Liaison to
ensure.all end products moet Accessibility standards.

OHE & MDE Responsible parties: M. Fergus (OHE) ahd J Fox
(OHE), REAs, Kim Wee (MDE) & Courlney Petrosky: (MDE)

106/1/2017

9/30/2018

LLlo

Provide Yoar 4 targeted outreach. Revisit the implemeniation plan
and develop a reseaich and data analysis plan for Year 4.-Gather
feedback on changes or edits to existing reports,

OHE Responsible parly; M. Fergus and J. Fox, RBAs

10/1/2018

9/30/2019

2.0

" Dyal Credit Data Collection

2.1

Amend catrent data sharing agreeinent with the colleges.and
establish new data requirements to suppoit expansion of data
collection and reporting regarding dual credit course enrollment and
completion, '

OHE & MDE Responsxble pacties: M, Fergus (OHE), A. Johuson

(MBE)

17112016

8/1/2016

2.2

Identify and define needed data efements to expand existiig data
collected on duai credit enrollments,

OHE & MDE Responsible partios: M Fergus (OHE), A, Johnsoi
(MDE)

1/1/2016

3/30/2016

2.3

| BExpand current public reporting both statewide aid high school to

include currently collected measurés of dual credit activity,
OHE & MDE Responsible Parties: Kau-Ann Edger (MDB), M.

Fergus (OHRE)

1172016

. 9/30/2017

2.4

Define requirements and design inteiface, processes, and_tcclnucal

requirements for expanding the collection.
OHE & MDE Respousible parties: M, Fesgus (OHE), A, Johnson

41112016

9/30/2016

2.5

| (MDE)

Develop, test, and implement mtexfaces and pmcesses fox* data

collection,
OHE & MDE Responsible partics: M, Fergus (OHE), A, Johnsou

{MDE)

412016

9/30/2016

2.6

Complete data collection and oleaning;

OHE & MDE Responsible Parties: Kari-Anii Edgor (MDB),

Fergus (OHE)

10/1/2016

6/1/2017

2.7

Complete validation and transfer data fo SLEDS foading;
OHE & MDE Responsible Parties: Kavi-Anh Edgel {MDE), M

Fergus (OHB)

72011

9/30/2017

Rov. I2/()D
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2.8

Load the expanded data collection. ‘
OHE & MDE Responsible Partles: M. Fergus (OHE) and MDE

TMNLIT

11/1/2017

12/102017

29

Engage stakeholdes to identify requitements for enhancements ta
existing reports and new reports regarding dun! oredit,
OHE & MDE Respousible parties: M. Fergus (OHE), A, Johnson

(MDE)

10/1/2016

9/30/2019

2.10

Design, develop and test reports for statewide teporting,
OHE & MDE Responsible Parties: Karj-Aun Edger (MDE), M.

Fergus (OHE)

9/30/2007 |

3112018

2.11

Release statewide reports and commuinicate with stakeholdets -

regarding content of reports.
OHE & MDE Responsible Parties: Kari-Ann Bdger (MDE); M,

Fergus (OHRB)

6/1/2018

9/306/2019

2.2

Design, develop and test reporls for MN highi schiools and colleges
OHE & MDE Responsible Parties; Kari-Ann Edger (MDE), M

Ferpus (OHE)

9/30/2017

3/1/2018

2.13

Release high school and college-level reports and communicate with

stakeholders regarding content of reports.
OHE & MDE Responsible parties: M. Pel s (OHE), A. Johnson

(MDE)

6/1/2018

9/30/2019

Early Learning Priority Avea

Stari Date

End Date

3.1

Create video tutorials

3.0

Design and develop Early Childhood Longitudinal Data System
(ECLDS) video plans and create sexipts for the website, All end
products must be submilted to MDE’s Aceessibility Liaison to ensure
ali end products meet Accessibility standards.

OHE & MDE Responsible patties: A, Laison (MDE), A, Whiteman
(MDE), J. Fox (OHE), Kim Wee (MDE MN.IT), & Counmey
Petrosky (MDE MN.IT)

/172016

8/1/2016

312

Tdentify community and partner volunteets for teviewing video
scripts and content testing, test video and update video plans based
on feedback, and implement video on the website,

OHE & MDE Responsible parties: A, Larson (MDE), A, Whiteman

(MDE), J, Pox (OHE)

41172016

11112017

3.13

Design and develop plans and scripts for a video deseribing the goals
and objectives of BCLDS. Videos are created and on the website,
OHE & MDE Responsible paities; A, Larson (MDE), A, Whiteman
(MDE), 1. Fox (OHE)

2/1/2016

2/1/2017

314

Identify community and partoer volunteets for reviewing video
seripts and content, testing, test video and update video plans based
on feedbacl, and implement video on the website,

OHE & MDE Respongible parties: A. Larson (MDE), A, Whiterman

(MDE), J, Fox (OHE)

4112016

11/2017

Rev. 12/60
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Identify 6 conributing programs fo ECLDS and establish schedule
Tor-development, testing, and implementation of videos on the

website, :
OHE & MDE Responsible parties; A, Larson (MDE), A, Whltenmn

(MDB), J, Fox (OHE)

4/1/2016

V12007

Design and develop the first sef of 3 videos describing contr 1butmg
programs to ECLDS, Videos are created and on the website. All
videos must pass Accessibility requireinents befoie videos ¢ain be
posted to website,

OHE & MDE Responslblc pm'txes . Lmson (MDE), A, Whlteman
(MDE), J, Fox (OHE).

7/12016

313112017

3.7

Identify community and pattrief volmsteers for feviewing video
seripts and content, festing, test videos and update video plang based
on feedback, and implement videos on the website. All videos must
pass Accessibility requirements before videos can be posted to
website.

OHE & MDE Responsible partics: A. Latson (MDE), A. Whiteman
(MDE), J. Fox (OHE)

4/1/2016

6/30/2016

Design and develop the second set of 3 videos describing
contributing programs to ECLDS, All videos must pass Accessibility

requiremnents. ,
OHE & MDE Responsible parties: A, Latson (MDE), A, Whiteman

{MDBR), J. Fox (OHE)

6/1/2017

3312018

Identify community and partner volunteers for reviewlng video
scripts and content, testing, test videos and update video plans based
on feadback, and implement videos on the website. All videos must
pass Aceessibility requirements before videos can be posted to

website,

OHE & MDE Responsible partiés: A, Larson (MDE), A, Whiteman
(MDE), J. Fox (OHE)

4/1/2017

$131/2017

3.L10

Obtain feedback on video uses through foous groups, online surveys,
or feedback from conference presentations will be obtained and

reported to stalkeholder groups, :
OHE & MDRB Responsible patties: A, Larson (MDE), A, Whiteman

(MDE), J. Fox (OHE)

8/112016

9/30/2019

List of products created and theirestimated timolines for delivery

Access and Use Video

17112016

8172016

Goals and Objectives Video

2/172016 |

12017

I’rogrém/’l‘opicai Video

2/112016

112017

| Program/Topical Video

1/1/2018

9/1/2018

Program/Topieal Video

1/1/2018

9172018

Progtany/Topical Video

11172018

97172018

Rov, 12/00 ‘ Tolesageney Agreement




Aftachment B

Budget Breakdown by yeat. :
OHE across projects 1 and 3 {EC proj 2) | Year 1 Year 2 Year3 1 Yeard
Reglonal Education Analysts $366,120.00 | $371,871.00 | $374,571.00 |
OHEIT $27,000,00| < $27,00000| - . -
IT professional contracts $2,500,00 .1 %2,500.00¢
OHE Communications 1 $27,000.00 | - $55,800.00' | $55,800.00 |  $55,800.00
OHE program staff $6,880.00 |  $6,880.00 | $6,880.00 |  $6,880.00

$36,380.00 | $455,200.00 | $464,051.00 | $437,251.00

Total project cost is not 1o exceed $1,393,482.00,

Rey. [2/00
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AMENDMENT #3 COVER SHEET fd U{ &
STANDARD AMENDMENTS
(Minn, Stat. §§ 16C.05, subd. 20, 16C.08, subd. 2 and 3)
Instructtons.
L  form for contract amendments that extend the end date of a contract, add/reduce work and money

: ther term or condxtlon of the conir S PO

2. Attach this form to the amendment when it is presented to the Department of Admlmstratxon for approval. Please
always include copies of the original certification form, the original contract, and any previous
amendments as these are used for reference, '

3. Make sure that you are using the updated amendment template where the State Agency signature block reaffitms
applicable sections of 16C.08, subdivisions 2 and 3.

4. Admin will retain this cover sheet for its files.

Agency: MN Dept. of Education .| Name of Contractor:
Office of Higher Education
Current contract term: - Project Identific cation: .
] L mmmn T e SWIFT contract #104424 (SLDS pmJect)

"""MDE FY19 SharePoint ID #343




Rev. 7/11

“jan.6,2016 Total Contract Amount; $1,403,982.00
. Sept. 30, 2019 Orlginal Gontract:  $1,393,482.00
NA .Pl'eVlOUS Amend t(s) Total; .“$10,300,00 -

mendment #3 ls by and between the State of Minnesota, through its Comm!ssicner of
£y and Commlssloner of Office of Higher Education (OHE)

Recitals
greement with OHE identified as SWIFT Contract Number 104424 ("Original Interagency
OHE Communication staff to assist with the Statewlde Longitudinal Data System project

=:3.1.3 Upon completion and acceptance by MDE's Authonzed Representativa OHE s all be pa d;ap
amount not to exceed $726,199.00 for workvdone from Ogtober 1, 2017.th

amount not to exceed $437, 25_ .00 dot
Invoice s due no later than October 31 201 :

necessarlly Incurred by OHE asa result of this Agreement are eet anttclpated OHE will be b .
and subsisterice expenses in the same manner and In no greater amggnt than growded in the curreut
‘Commnissioner's Plan” estabhshed by the Commissmner of Minnesota Manaqement and Budqet fo
http://mn.govimmb/employee-telations/labor-relations SED
this Interagéncy Agreement by reference “OHE will notbe retmbursed for travel and sbslstence e
| rova 13 for out-of-state travel

3.1.6 Federal Funds, Payments under this wiil b e, 1q
through CFDA number 84.372. If at any tlme suoh funds become unava:lable, th

terminated Immediately upon written notice of such fact by MDE to OHE. ‘In the & t of any such termination,
OHE shall be entitled to payment determined on a pro rata basis for services satisfactorlly performed to the .-
extent that federal funds are available. OHE is responsible for compllance with all federal requirements Impos q A

MDE FY19 SharePoint ID #343




| accepts full financlal responsibliity for any requrrements imposed by OHE's fallure to comply
ments,

Irect costs to be an allowable expense, OHE must provide MDE with a copy of their current
gency_,approved restricted rate that must be submltted no later than July 1of each calendar.

bmit Involoes monthly but no later than quarterly with the progress reports tsing the same
sction 2.7. At the discretlon and prior approval of MDE's Authorized Representative, unspent
fscal years may be allowed to move forward wif writien permission.

bligation of MDE for all compensation and relmbursements to OHE under this agreement will
$4,403,782:00 $1,403,982.00.

4.2.1, "Conditions of Payment" Is amended as follows: . '

§ must Include the following Information: MDE's Authorized Representative’s name, the Purchasse
PO) and Contract number, dates of service, ltemized expenses with original recelpts ¢

ble), and corresponding amounts. mparture and arrlval times, locatlons traveled to and from, with
down of each travel expenses should be clearly listed on the InVOice(sL"fThe subject line ofthe
wrth the Involce attached.must COr

REVISION

se the following address:

.,HE‘s‘Authorlzed Representative is Meredlth Fergus, Fls

arch. 1,45,0 Energy Park Drive, Suite 360,
I, MN 5_51_08 651-259 3963, or his/her SUCcessor o : .

Signature page fo follow.

~.-MDE FY19 SharePoint ID #343
Rey, 711




¥ms and conditions of the Origlnal interagency Agreement and all previous amendments s

\

3. N Dept, of Edyoation (DE)

ual cortlfles theplicable provisions of Minn, Stat

08, subdivis} Weafﬂmsd. ‘ )
AT
. Date! (&7 Zé/v / éf "

apresentativa - Photo

‘ MDETY 19 SharePoint [D #343
Rey. 7711




Year 2 Year 3 Year 4
$147,096.00 $590,895.00 $374,571.00
: [ $0.00 $54,000.00
1$2,500.00 | TR $2,50000 ] -
$27,000.00 $40,541.00 $71,059.00 $55,800.00
1 Ou Tals O3 $10,300.00 .

OHE program staff ' $6,880.00 $6,015.00 . $7,745.00 $6,880.00 :
Travel expenses . : $200.00

TOTAL $36,380.00 $203,952.00 $726,199.00 $437.251.00

$437.451.00

Total project cost is not to exceed $1;463;782:00 $1,403,982.00.

MDE FY19 SharePoint ID #343
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AMENDMENT #1 COVER SHEET
STANDARD AMENDMENTS
(Minn, Stat, §§ 16C.05, subd, 20, 16C.08, subd. 2 and 3)

Instructions: .
1. Complete this form for contract amendments that extend the end date of a contract, add/reduce work and money,

or change any other term or condition of the contract.

2. Attach this form to the amendment when it is presented to the Department of Administration for approval. Please

" always include copies of the original certification form, the original contract, and any previous
amendments as these are used for reference.

3. Make sure that you are using the updated amendment template where the State Agency signature block reaffirms
applicable sections of 16C.08, subdivisions 2 and 3.

4. Admin will retain this cover sheet for its files,

Agency: MN Dept. of Education Name of Contractor:
Office of Higher Education
Current contract term: Project Identification:
1/6/16 to 9/30/19 SWIFT contract #104424 (SLDS project)

Amendments to confracts must entail tasks that are substantially similar to those in the original contract or involve tasks that
are so closely related to the original contract that it would be impracticable for a different contractor to perform the work.
The commissioner or an agency official to whom the commissioner has delegated contracting authority under section 16C, 03,
subdivision 16, must determine that an amendment would serve the interest of the state better than a new contract and would
cost no more. An amendment should be in effect before the contract expires.

Complete Appropriate Box(es) for the amendment submitted.

1. 0 Amendment to the end date of the contract

Proposed New End Date:

Why is it necessary to amend the end date?

2. X Amend Duties and Cost [0  Amend Duties Only

2a, If cost is amended, insert amount of original contract AND amount of each amendment below:
$1,393,482.00 (original fotal) |

$10,300.00 (increase for amendment #1

$1,403,782.00 (new grand total)

2b. Describe the amendment:
Amendment #1 is being done to add an additional $10,300 and duties to buy additional package of
materials for outreach to users of the Early Childhood Longitudinal Data Systems (ECLDS).

3. O Amendment to change other terms and conditions of the contract

Describe the changes that are being made:

Rev. 7/11




Contract Start Date: Jan. 6, 2016 Total Contract Amount: - $1,403,782.00

Original Contract Expiration Date: Sept. 30, 2019 Original Contract: $1,393,482.00
Current Contract Expiration Date: NA ' Previous Amendment(s) Total: _$0.00
Requested Contract Expiration Date: NA ' This Amendment: $10,300.00

This interagency agreement amendment #1 is by aﬁd between the State of Minnesota, through its Commissioner of
Department of Education (MDE) and Commissioner of Office of Higher Education (OHE).

Recitals

1. MDE has an interagency agreement with OHE identified as SWIFT Contract Number 104424 ("Original Interagency
Agreement”) to provide OHE Communication staff to assist with the Statewide Longitudinal Data System project
(SLDS).

2. Amendment #1 is being done to add an additional $10,300.00 for outreach materials and supplies.
3. MDE and OHE are willing to amend the Original Interagency Agreement as stated below,

Interagency Agreement Amendment #1

in this Amendment #1, changes to pre-existing Contract language will use strike-through for deletions and underlining for
insertions.

REVISION 1. Clause 2. “Scope of Work” is amended as follows:
The Office of Higher Education (OHE) will provide the following services listed below to the MN Department of Education
(MDE). The itemized list of tasks and corresponding timelines for this project are attached and incorporated into this
interagency agreement as Attachment A-1.
© 2.8 OHE Communications staff will produce a package of materials for conducting outreach to users of the Early
Childhood Longitudinal Data Systems (ECLDS), This package will contain distributable materials including rack
cards, infographics, and business cards.

REVISION 2. Clause 3. "Consideration and Payment” is amended as follows:
3.1 Consideration. See attachment B-1 for budget costs by year that is attached and incorporated into this
agreement, MDE will pay for all services performed by OHE under this agreement as foliows:
3.1.1 Upon completion and acceptance by MDE's Authorized Representative OHE shall be paid an amount not
to exceed $36,380.00 for work done from execution of this agreement through September 30, 2016. Final state
FY16 invoice is due no later than July 31, 2016 for work done up to and including June 30, 2016,

3.1.2 Upon completion and acceptance by MDE's Authorized Representative OHE shall be paid an amount not
to exceed $455,800.00 $466,100.00 for work done from October 1, 2016 through September 30, 2017. Final
state FY17 invoice is due no later than July 31, 2017 for work done up to and including June 30, 2017.

3.1.3 Upon completion and acceptance by MDE's Authorized Representéﬁvé OHE shall be paid an amount hot”
to exceed $464,051.00 for work done from October 1, 2017 through September 30, 2018. Final state FY18
invoice is due no later than July 31, 2018 for work done up to and including June 30, 2018,

3.1.4 Upon completion and acceptance by MDE’s Authorized Representative OHE shall be paid an amount not
to exceed $437,251.00 for work done from October 1, 2018 through September 30, 2019. Final invoice is due
no later than October 31, 2019.

3.1.5 Travel Expenses. ($0.00) Reimbursements for travel and subsistence expenses actually and necessarily
incurred by OHE as a result of this Agreement are not anticipated.

3.1.6 Federal Funds. Payments under this contract will be made from federal funds obtained by the State

through CFDA number. 84,372, If at any time such funds become unavailable, this Agreement shall be
terminated Immediately upon written notice of such fact by MDE to OHE. In the event of any such termination,
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OHE shall be entitled to payment determined on a pro rata basis for services satisfactorily performed to the
extent that federal funds are available. OHE is responsible for compliance with all federal requirements imposed
on these funds and accepts full financial responsibility for any requirements imposed by OHE's failure to comply
with federal requirements. ‘

3.1.87 In order for indirect costs to be an allowable expense, OHE must provide MDE with a copy of their
current federal cognizant agency approved restricted rate that must be submitted no later than July 1of each
calendar year.

3.1.88 OHE may submit invoices monthly but no later than quarterly with the progress reports using the same
timelines listed in section 2.7. Unspent funds from prior fiscal year(s) will not be carried forward to the new fiscal

year(s),

3.1.409 The total obligation of MDE for all compensation and reimbursements to OHE under this agreementwnl

not exoeed $4;383,982.00 $1,403,782.00.

Except as amended herein, the terms and conditions of the Original Interagency Agreement and all previous amendments

remain in full force and effect,

1, STATE ENCUMBRANCE VERIFICATION

Individual certifies that funds have been encumbered as
required by Minn, Stat. §§16A.15 and 16C.05,

3. STATE AGENCY

Individual certifies the appiicable provisions of Minn. Stat.
§\ 16C.08, subdiyiglons 2 and 3 are reaffirmed. ’

Signed: Q!Q n g?:l,s G. T’)u,ur By: &LL? s ;
(wrth elelyated authority) _

Date: Jod MU 2610 Title: &w W

SWIFT Contract No. 104424 tied to PO #3000012269. Date; \‘ g l l —)\

2. MN Office of Higher Education (OHE)

b Mecasl
‘with delegatel authority) O \

Title: CEFO

Date; { ( L 4 [ga ’—?————-—————————~—~——-———

Rev. 7/11
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Attachment A-1
Ttemized list of tasks with corresponding timelines. MDE’s Authorlzed Representative will oversee all

activities for this project.

1

College and Career Readiness Priority Area

Start Date

|

End Date

11

Regional Education Analysts (REA)

Create position descriptions and hite six REAs.
OHE Responsible party: M. Fergus and J. Fox

1/1/2016

9/30/2016

Identify partnering organizations to house REAs.

1172016

9/30/2016

OHE Responsible patty: M. Fergus and J, Fox
Train six REAs. :
OHE Responsible party: M. Fergus and J. Fox

10/1/2016

12/31/2016

Formulate strategic plan for labor market and education resources
data integration.
OHE Responsible party: M, Fergus and J. Fox

10/1/2016

4/1/2017

Establish outreach plan including 1dent1ﬁcat10n of key stakeholders,

for each of the six regions.
OHE Responsible party: M. Fergus and J, Fox, REAs

10/1/2016

4/1/2017

Conduct initial regional analysis to determine needs for training and
research products in specific to regions.
OHE Responsible party: M. Fergus and I, Fox, REAs

}

4/1/2017

9/30/2017

Provide Year 2 targeted outreach. Develop partnerships and
relationships will all K12 organizations, postsecondary institutions,
and wortldorce centers in each of the 6 regions to conduct a needs
assessment and implementation of research plan.

OHE Responsible party: M. Fergus and I, Fox, REAs

4/1/2017

9/30/2017

Design, and develop initial training modules, interpretive guides, and
videos. All items must be in an Accessible format.
OHE Responsible party: M., Fergus and J. Fox, REAs

4/1/2017

9/30/2017

Training modules, interpretive guides, and videos must be submitted
to MDE’s Accessibility Liaison to ensure all items meet
Accessibility standards,

MDE Responsible Parties: Kim Wee and Courtney Petrosky

6/1/2017

9/30/2017

1.1.10

Deliver initial training modules, interpretive guides, and videos to
the SLEDS public analytics website.
OHE Respousible party: M. Fergus and J, Fox, REAs

6/1/2017

9/30/2017

1.1.11

Solicit feedback from regional stakeholders regarding effectiveness
of initial training modules, interpretive guides, and videos and
identify needed enhancements and additions.

OHE Respongible party; M. Fergus and J. Fox, REAs

6/1/2017

9/30/2017

1.1.12

Based on user feedback, design, develop, and deliver updates to
initial training modules, interpretive guides, and videos including
regional specific products, trainings, analyses and publication
materials, All items must in an Accessible format.

OHE Responsible party: M. Fergus and J, Fox, REAs

10/1/2017

9/30/2018

1.1.13

Provide Year 3 targeted outreach. Revisit the implementation plan
and develop a research and data analysis plan for Year 3. Gather
feedback on changes or edits to existing reports.

OHE Responsible party: M. Fergus and J. Fox, REAs

10/1/2017

9/30/2018
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1.1.14

Solicit feedback from regional stakeholders regarding effectiveness
of Year 3 outreach activities and products and identify needed
enhancements and additions.

OHE Responsible party: M. Fergus and J. Fox, REAs

10/1/2017

9/30/2018

1.1.15

Based on user feedback, design, develop, and deliver updates to
existing training modules and videos as well as additional regional
specific products, trainings, analyses and publication matérials. All
end products must be submitted to MDE’s Accessibility Liaison to
ensure all end products meet Accessibility standards.

OHE & MDE Responsible parties: M., Fergus (OHE) and J. Fox
{OHE), REAs, XKim Wee (MDE) & Courtney Petrosky (MDE)

10/1/2017

9/30/2018

1.1.16

Provide Year 4 targeted outreach, Revisit the implementation plan’

and develop a research and data analysis plan for Year 4, Gather
feedback on changes or edits to existing reports.
OHE Responsible party; M, Fergus and J, Fox, REAs |

10/1/2018

9/30/2019

2.0

Dual Credit Data Collection

2.1

Amend current data sharing agreement with the colleges and
establish new data requirements to support expansion of data
collection and reporting regarding dual credit course enrollment and
completion,

OHE & MDE Responsible parties; M, Fergus (OHE), A. Johnson
(MDE)

1/1/2016

8/1/2016

2.2

Identify and define needed data elements to expand ex1st1ng data
collected on dual credit enrollments, A

OHE & MDE Responsible parties: M. Fergus (OHE), A. Johnson
(MDE)

1/1/2016

3/30/2016

2.3

Expand current public reporting both statewide and high school to
include currently collected measures of dual credit activity.

OHE & MDE Responsible Parties: Kari-Ann Edger (MDE), M
Fergus (CHE)

1/1/2016

9/30/2017

2.4

Define requirements and design interface, processes, and technical
requirements for expanding the collection.

OHE & MDE Responsible parties: M. Fergus (OHE), A. Johnson
(MDE)

4/1/2016

9/30/2016

2.5

Develop, test, and implement interfaces and processes for data

collection.
OHE & MDE Responsible parties: M. Fergus (OHE), A. Johnson

(MDE)

4/1/2016

9/30/2016

2.6

Complete data collection and cleaning,
OHE & MDE Responsible Parties: Kari-Ann Edger (MDE), M.
Fergus (OHE)

10/1/2016

6/1/2017

2.7

Complete validation and transfer data to SLEDS loading,
OHE & MDE Responsible Parties: Kari-Ann Edger (MDE), M.
Fergus (OBHE)

7/1/2017

9/30/2017

2.8

Load the expanded data collection.
OHE & MDE Respons1ble Parties: M. Fergus (OHE) and MDE

MNIT

11/1/2017

12/112017
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2.9

Engage stakeholders to identify requirements for enhancements to
existing reports and new reports regatrding dual credit.

OHE & MDE Responsible parties: M. Fergus (OHE), A. Johnson
(MDE)

10/1/2016

9/30/2019

2.10

Design, develop and test reports for statewide reporting,
OHE & MDE Responsible Parties: Kari-Ann Edger (MDE), M
Fergus (OHE)

9/30/2017

3/1/2018

2.11

Release statewide reports and communicate with stakeholders
regarding content of repotts.

OHE & MDE Responsible Parties; Kari-Ann Edger (MDE), M
Fergus (OHE)

6/1/2018

9/30/2019

212

Design, develop and test reports for MN high schools and colleges.
OHE & MDE Responsible Parties: Kari-Ann Edger (MDE), M
Fergus (OHE)

9/30/2017

3/1/2018

2.13

Release high school and college-level repoits and communicate with
stakeholders regarding content of reports.

OHE & MDE Responsible parties: M. Fergus (OHE), A. Johnson
(MDE)

6/1/2018

9/30/2019

Early Learning Priority Area

Start Date

Iind Date

Create video tutorials

3.1.1

Design and develop Early Childhood Longitudinal Data System
(ECLDS) video plans and create seripts for the website, All end
products must be submitted to MDE’s Accessibility Liaison to
ensure all end products meet Accessibility standards.

OHE & MDE Responsible parties: A, Larson (MDE), A. Whiteman
{MDE), J. Fox (OHE), Kim Wee (MDE MN.IT), & Courtney
Petrosky (MDE MN.IT)

- 1/1/2016

8/1/2016

Tdentify community and partner volunteers for reviewing video
scripts and content testing, test video and npdate video plans based
on feedback, and implement video on the website.

OHE & MDE Responsible parties: A. Larson (MDE), A. Wh1teman
(MDE), J. Fox (OHE)

4/1/2016

1/1/2017

Design and develop plans and scripts for a video describing the goals
and objectives of BCLDS. Videos are created and on the website,
OHE & MDE Responsible parties: A. Larson (MDE), A. Whiteman
(MDE), J. Fox (OHE)

2/172016

2112017

Identify community and partner volunteers for reviewing video
scripts and content, testing, test video and update video plans based
on feedback, and implement video on the website.

OHE & MDE Responsible parties: A. Larson (MDE), A. Whiteman
(MDE), I. Fox (OHE)

4/1/2016

1/1/2017

Identify 6 contributing programs to ECLDS and establish schedule
for development, testing, and implementation of videos on the -

website.
OHE & MDE Responsible pames A. Larson (MDE), A, Whiteman

(MDE), J. Fox (OHE)

4/1/2016

17172017 |

Design and develop the first set of 3 videos describing contributing -
programs to ECLDS. Videos are created and on the website. All
videos must pass Accessibility requirements before videos can be
posted to website.

7/1/2016

3/31/2017
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OHE & MDE Responsible parties: A. Larson (MDE), A. Whiteman
(MDE), J. Fox (OHE)

3.1.7

Identify community and partner volunteers for reviewing video
scripts and content, testing, test videos and update video plans based
on feedback, and implement videos on the website. All videos must
pass Accessibility requirements before videos can be posted to
website,

OHE & MDE Responsible parties: A, Larson (MDE), A, Whlteman
(MDE), J. Fox (OHE)

4/1/2016

6/3012016

3.1.8

Design and develop the second set of 3 videos describing
confributing programs to ECLDS. All videos must pass Accessibility
requirernents.

OHE & MDE Responsible patties: A. Larson (MDE), A, Whiteman
(MDE), J. Fox (OHE)

6/1/2017

3/31/2018

Identify community and partner volunteers for reviewing video
seripts and content, testing, test videos and update video plans based
on feedback, and implement videos on the website. All videos must
pass Accessibility requirements before videos can be posted to
website, ‘

OHE & MDE Responsible parties: A. Larson (MDE), A. Whiteman
(MDE), J. Fox (OHE)

4/112017

5/31/2017

3.1.10

Obtain feedback on video uses through focus groups, online surveys,
or feedback from conference presentations will be obtained and
reported to stakeholder groups.

OHE & MDE Responsible parties: A, Larson (MDE), A, Whiteman
(MDE), J. Fox (OHE)

8/1/2016

9/30/2019

3.1.11

Design and print distributable materials to support user outreach for
the ECLDS. These will include rack cards. two infographics, and

business cards for distribution,

Japuary 2017 ¢

6/30/2017

List of producis created and their estimated timelines for delivery

Access and Use Video

1/1/2016

8/1/2016

Goals and Objectives Video

2/1/2016

1/1/2017

Program/Topical Video

2/172016

11172017

1/1/2018

9/1/2018

Program/Topical Video

Program/Topical Video

1/1/2018

9/12018

Program/Topical Video

1/1/2018

9/1/2018

Distributables package

12/1/2016

6/30/2017
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Attachment B-1 -
Budget Breakdown by yeat,

.OHE across projects 1 and 3 (EC proj2) | Year1l Year 2 Year3 Year 4
Regional Education Analysts $366,120.00 | $371,871.00 | $374,571.00
OHEIT $27,000.00 | $27,000.00
IT professional contracts $2,500.00 $2,500.00
OHE Communications $27,000.00 [ $55,800.00 | $55,800.00 | $55,800.00
Outreach material package $10,300.00 . .
OHE program staff $6,880.00 | $6,880.00 | $6,880.00 | $6,880.00
$455,200.00
$36,380.00 | $466,100.00 | $464,051.00 | $437,251.00

Total project cost is not to exceed $1;393,482.00 $1,403.782.00.
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AMENDMENT #2 COVER SHEET
STANDARD AMENDMENTS :
(Minn, Stat, §§ 16C.05, subd, 20, 16C.08, subd, 2 and 3)

Instructions:

1, Complete this form for contract amendments that extend the end date of a contract, add/reduce work and money,
or change any other terin or condition of the contract,

2. Attach this form to the amendment when it is presented to the Department of Administration for approval, Please
always include copies of the original certification form, the original contract, and any previous
amendments as these are used for reference,

3. Make sure that you are using the updated amendment template where the State Agency signature block xeafﬂxms
applicable sections of 16C.08, subdivisions 2 and 3.

4. Admin will retain this cover sheet for its files.

Agency! MN Dept, of Education Name of Contractor:
Office of Higher Education
Current contract term; Project Identification;
1/6/16 to 9/30/19 , SWIFT contract #104424 (SLDS project)

Amendments to contracts must entail tasks that are substantially similar to those in the original contract or involve tasks that
are 5o closely related to the orlginal contract that it would be impracticable for a different contractor to perform the work, -
The commissioner or an agency official to whom the commissioner has delegated contracting authority under section 16C, 03,
subdivision 16, must determine that an amendment would serve the interest of the state better than a new contract and would -
cost no more, An amendment should be in effect befox'e the contract expires, 4

Complete Appropriate Box(es) for the amendment subitted,

1. 0 Amendment to the end date of the contract

Proposed New Iind Date:

| Why is it necessary fo amend the end date?

2. X  Amend Duties and Cost - [ Amend Duties Only

2a, If cost is amended, insert amount of original contract AND amount of each amendment below;
$1,393,482,00 (original total)

$10,300,00 (amendment #1 increase)

$200.00 (amendment #3 increase)

$1,403,982,00 (new grand total)

2b. Deseribe the amendment;
Amendment #2 is being done to allow travel expenses to be claimed by OHE under this mtel agency agleetnent,

3. [0 Amendment to change other terms and conditions of the contract

Describe the changes that are being made:

MDE FY 19 SharePoint 1D #343
Rev, 7/11




Contract Start Date; Jan, 6, 2016 Total Contract Amount; $1,403,982.00

Original Contract Explration Date: Sept, 30, 2019 Origlnal Contract; $1,393,482.00
Current Contract Explration Date: NA- Previous Amendment(s) Total: _$10,300.00
Requested Contract Expiration Date; NA This Amendment; $200.00

This Interagency agreement amendment #3 is by and betwsen the State of Minnesota, through its Commissloner of
Department of Education (MDE) and Gommissloner of Office of Higher Education (OHE).

Recitals
1, MDE has an interagency agreement with OHE identified as SWIFT Contract Number 104424 ("Original Interagency
Agresement”) to provide OHE Communication staff to assist with the Statewlde Longitudinal Data System project
(SLDS),

2. Amendment #3 Is belng done to allow travel expenses to be claimed by OHE,
3. MDE and OHE are willing to amend the Orlginal Interagency Agreement as stated below.

Interagency Agreement Amendment #3
In this Amendment #3, changes to pre -existing Contract language will use stnke—th%eugh for deletlons and nderllning for
lnSertions

- REVISION 1. Clause 3, “Conslideration and Payment" is amended as follows:
3.1 Consideration, See attachment B-2 B-3 for estimated budget costs by year that Is attached and Incorporated into
this agreement, MDE will pay for all services performed by OHE under this agreement as follows:
3,1.1 Upon completion and acceptance by MDE's Authorized Representative OHE shall be paid an amount not
. to exceed $38,380.00 for work done from execution of this agreement through September 30, 2016, Final state
FY16 invoice Is due no later than July 31, 2018 for work done up to and including June 30, 2016,

3.1.2 Upon completion and acceptance by MDE's Authorized Representative OHE shall be pald an estimated
amount not to exceed $203,952.00 for work done from October 1, 2016 through September 30, 2017. Final
state FY17 Involce Is due no later than July 31, 2017 for work done up to and Including June 30, 2017.

3.1.3 Upon completion and acceptance by MDE's Authotized Representative OHE shall be pald an estimated
amount not to exceed $726,199.00 for work done from October 1, 2017 through September 30, 2018, Final
state FY18 involce is due no later than July 31, 2018 for work done up to and including June 30, 2018,

3.1.4 Upon completion and acceptance by MDE's Authorlzed Representative OHE shall be pald an estimated
amount not to exceed $437,251.00 for work done from October 1, 2018 through September 30, 2019, Final
involce is due no later than October 31, 2019,

3.1.6 Travel Expenses, ($0:00) $200.00 Relmbursements for travel and subsistence expenses actually and -
necessarlly Incurred by OHE as a result of this Agreement are net anticipated. OHE will be reimbursed for travel
and subslsterice expenses in the same manner and In no greater amount than provided In the current
"Commissioner's Plan" established by the Commissioner of Minnesota Management and Budget found at
http://imn.govimmbl/employee-relations/labor-relations/Labor/commissioners-plan.jsp which Is Incorporated into
this Interagency Agreement by reference. OHE will not be relmbursed for travel and subsistence expenses
Incurred outside Minnesota unless it has recelved the State's ptior written approval for out-of-state travel,
Minnesota will be considered the home state for determining whether travel is out of state,

3.1.6 Federal Funds. Payments under this contract will be made from federal funds obtained by the State
through CFDA number 84.372, If at any time such funds become unavailable, this Agreement shall be
terminated immediately upon written notice of such fact by MDE to OHE. In the event of any such termination,
OHE shall be entitled to payment determined on a pro rata basis for services satisfactorlly performed to the
extent that federal funds are avallable, OHE is responsible for compliance with all federal requirements Impossd

MDE FY 19 SharePoint [D #343
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on these funds and accepts full financial responsibliity for any requirements imposed by OHE's faliure to comply
with federal requirements. .

3.1.7 In order for indirect costs to be an allowable expense, OHE must provide MDE with a copy of thelr current
federal cognlzant agency approved restricted rate that must be submitied no later than July 1of each calendar
year,

3.1.8 OHE may submit Involces monthly but no later than quarterly with the progress reports using the same
timellnes listed in section 2.7. At the discretion and prlor approval of MDE's Authotized Representative, unspent
funds from prlor fiscal years may be allowed to move forward with written permisslon,

3.1.9 The total obligation of MDE for all compensation and reimbursements to OHE under this agresment will
not exceed $4;403,;782.00 $1,403,982.00.

REVISION 2. Clause 4.2,1, "Conditions of Payment“ is amended as follows: ‘
4,21 Invoices must Include the following information: MDE's Authorized Representative’s name, the Purchase
Order (PO) and Contract number, dates of service, ltemlzed expenses with original recelpts £if
applicable), and corresponding amounts, Departure and arrival times, locations traveled to and from, with
a breakdown of each travel expenses should be clearly listed on the Invoice(s). The subject line of the
email with the Involoe attached must contain the MDE's Authorized Representative's name, Purchase
Order (PO) and Contract number. The preferred method of obtaining an invoice Is by emall,

Submit invoices via email to Accounts Payable:
MN Department of Education

Accounts Payable Department
MDE.AccountsPayable@state.mn.us

Should an Involce need to be submitted via U,8. Mail, please use the following address:
MN Department of Education

Attn: Accounts Payable Department

1500 Highway 36 West

Roseville, MN 55113-4266

REVISION 3. Clause 5. “Authorized Representative” is amended as follows.

5 Authorized Representative
MDE's Authorized Represeritative Is Anita Larson Kara-Arzarnendla, Data Analytics Super\/lsor 1600 nghway 36
West, Rosevllle, MN 55113, #651-582-8361 #664-582-8599, or hIs/hersuocessor

OHE's Authorized Representative is Meredith Fergus Fiscal Policy & Research, 1450 Energy Park Drive, Sulte 360,
St. Paul; MN 55108, 651-259-3963, or his/her successor, .

Slgnature page to follow

MDE FY19 SharePoint ID #343
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Except as amended hereln, the terms and conditions of the Original Interagency Agreement and all previous amendments
remaln in full force and effect, .

1. STATE ENCUMBRANCE VERIFICATION 3. MN Dept, of Education (MDE)

yual cortiflos thedpplicable provisions of Minn, Stat,
§16C{08, subdivisiogs 2 and 3/ eaffimed,
(A i

Individue! certifles that funds have been encumbered as
required by Minn. Stat, §§16A.16 and 16C,05. .

Signed: Pnadis 0. Flecvns— By:
- U R (with delggafed authorily,
Coater | WNoed LS 2019 Title: L2
SWIFT Contract No, 104424 tled to PO #3000016056 . Date: '7 £
2. MN Office of Hiqher Edt,lcation (OHE)
(wlth delegated authority) WV
THie: é,/-,, CFz>
Date: o5 7
Distribution;
MDE
OHE

State's Authorized Representative - Phato

MDE FY 19 SharePoint ID 343
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DEPARTMENT .
OF EDV CATIO

STATE FMINN ,,OTA
INTERAGENCY AGREEMENT

This interagency agreement is between the Minnesota Department of Education (MDE) whose
bustness address is 1500 Highway 36 West, Roseville, MN 55113 and the Office of Higher
Education (OHE) whose business addyess is 1450 Energy Patk Dmve, Suite 350, St, Paul MN

55108,

Agreement

necessmﬂy mcuned by tha Contractor as alesult’ of this Contract exceed $0. 00

MDEFY18 SharePomt ID#398 o )
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provided that the Contractor will be reimbursed for ttavel and subsistence expenses in the
same manner and in no greater amount than provided in 1 "
Plan” established by the Commissionet of Mintiesota Management and Budget which is
incotporated in to this Contract by referonce. The Conitactor will not be reimbutsed for
travel and subsistence expenses Incurred outside Minesota unless it has received the
State’s prior wxitten approval for out-of-state travel, Minnesota will be consideted the
home state for detetmining whether travel is out of state,
- 3.3 OHE must submit itivolces for payment, using the fotmat set forth in section 4.3,

3.4 The total obligation of MDE for all compensation and reimbursements to OHE unde this

Agreement will not exceed $10,000,00,

4 Conditions of Payment

Rosevxlle,‘MN 55113-4266

MDE FY1 8 SharePoint 1D #398 g b
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5 Authorized Representative .
MDE's Authofized Representative is Kara Aizamendia, Data Aualytics Supervisor, 1500 -
Highway 36 West, Roseville, MN 55113, 651-582-8599, Kara,Arzamendis@state.mn.us ot

her/his successor,

OHE's Authorized Representative is Fiotella Gallia, Communication Spectalist, 1450 Energy
Park Drive, Suite 350, St, Paul, MN 55108, 651-259-3971, Fiotella.Gallla@state,mn.us or

_ het/his successor,

6 Amendments
Any amendment to this agreoment must be in writing and will not be effective uniil it has

been execnted and approved by the same pattles who exect pp

' peciﬁc guidance on eating cénten hat e

10 Other Provxsmns The followmg oriterts are to béﬁsed for 11 publications of othe1 content
‘created for MDE intended for dissemination; i~
Use only. print-quali depatiment logo Request a oopy fmm the MDE

Communication Office at mde,contactus@state.mn,us o

Copy must follow Iatest edition of the AP. (Assocxated Press) Styleboolc.
Video content must be open or olosed captloned

Copy must be free-of typographical and grammatlcal errors

Font'size will be, rninimally, 12 pt Tlmes Roman, 11 pt. Calibri, or
comparable size. ~

Manuals should be cr eated in PDF with bookmarks (p1eferred) ot inchude a
linked Table of Contents if created in Word, -

Presentations must be narrated, part of a recor ded presentanon, or include
notes pages, not be standa ne slideshows.

Please direct questions regal'dmg printed material to the Authorized

Repre esentative for this Intex agency Agreement

>

Hyaw

Q@ =

o

MDE Fyig SharePointlD#398 e
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liverables in

11 Plain Language Contractor must proyie
Order 14-07 requites the Office of the Go {ve Branch agencies to
communicate with Minnesotans using Plain Language, As defined in Executive Order 14-
07, Plain Language is a communication which.an audience can understand the first time they
read ot hea It To achieve that, Contractor will take the following steps in the delivetables:

A. Use language commonly undetstood by the public;
B, Write in short and complete sentences;
C. Ptesent information in a format that Is easy-to-find and easy-to-understand; and

D. Cleatly state directions and deadlines to the audience.

1. STATE ENCUMBRANCE VERIFICATION
Individual eertifles that funds have besn encumbered as
leq’llll ed by Minn, Slal §§ 16A.!5 and 16C,05,

MDE FY 18 ShatePolnt 1D #398 o
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STATE OF MINNESOTA
INTERAGENCY AGREEMENT

This Interagency Agreement is by and between the Minnesota Department of Health (“MDH”) and the
Minnesota Office of Higher Education (“OHE”).

Recitals

WHEREAS, pursnant to Minnesota Statutes section 136A.01, subdivision 2, OHE was established to
provide, among other things, necessary state level administration of postsecondary financial aid programs,
including accounting, auditing, and disbursing state and federal financial aid funds, and reporting on
financial aid programs to the governor and the legislature; and

WHEREAS, pursuant to Minnesota Statutes section 136A.1795, subdivision 2, and as part of its mission
to oversee postsecondary financial aid programs, OHE is tasked with establishing and administering a loan
forgiveness program for large animal veterinarians who agree to practice in designated rural areas that are
underserved and work full time in a practlce that is at least fifty percent involved with the care of food
animals; and ! :

WHEREAS, pursuant to the Laws of Minnesota 2017, chapter 89, article 3, section 3, the Commissioner
of OHE may select 2 maximum of five applicants each year for participation in the loan forgWeness
program, within the limits of available funding; and

WHEREAS, pursuant to the Laws of Minnesota 2017, chapter 89, article 2 section 2, the legislature
appropriated $375,000 in fiscal year 2018 and $375,000 in fiscal year 2019 for the purpose of funding the
large animal veterinarian loan forgiveness program; and

WHEREAS, pursuant to Minnesota Statutes section 144.1501, MDH manages and administers a large-
scale student loan forgiveness program that forgives quahfymg student Joans for Minnesota’s advanced

‘dental therapists, dental therapists, dentists, mental health professionals, medical residents, midlevel

practitioners, nurses, nurse-midwives, nurse practltloner_s pharmacists, physicians, physman assistants,
and public health nurses; and

WHEREAS, in the interest of achieving maximum efficiency by 1everéging‘ MDH’s considerable
expertise in managing and administering other loan forgiveness programs, both OHE and MDH have
agreed that MDH should assume respons1b1hty for the large animal veterinary loan forgweness programi;
and : v

WHEREAS, pursuant to Minnesota Statutes section 144,074, MDH is empowered to receive and accept
money, property, or services from any person, agency, or other source for any public health purpose within
the scope of statutory authonty, and

WHEREAS, pursuant to Minnesota Statutes section 144.0742, MDH is authorized to enter into
contractual agreements with any public or private entity for the provision of statutorily prescribed public
health services; and

WHEREAS, pursuant to Minnésota Statutes section 471,59, subdivision 1, MDH and OHE are
empowered to jointly and oooperatlvely exermse their common powers and are authorized to provide for

Rey. 12/00 . . . Interagency Agreement , o 1




the exercise of these powers by entering into this Interagency Agreement; and, finally

WHEREAS, the totality of Minnesota’s contracting law and related policies enable OHE and MDH to
enter into an agreement in which OHE delegates administration of

NOW, THEREFORE, the parties consent to be bound by the following:

Agreement
1 Term of Agreement
1.1 Effeective date: November 15, 2017, or the date the State obtams all requlred signatures under
Minnesota Statutes Section 16C.05, subdivision 2, whichever is later.
1.2 Expiration date: June 30, 2019, or until all obligations have been satisfactorily fulfilled,
whichever occurs fitst,

2 Scope of Work :
MDH will administer the Veterinarian Toan Forglveness Program for large animal veteérinarians
consistent with Minnesota Statutes section 136A.1795. See Exhibit A, consisting of the statute -
governing the Large Animal Veterinarian Loan Forgiveness Program, which is attached and
incorporated into the Agreement. : .

3 Consideration and Payment
* OHE will transfer $375, OOO to MDH each year by December 29th.

The total obligation of OHE for all compensatlon and reunburscments to MDH under this Agteement
will not exceed $3 75 000.

4 Condltlons of Payment
All services provided by MDH under this Agreement must be performed to the satisfaction of OHE, as
determined at the sole discretion of OHE’s Authorized Representative, or his successor.

Transfer of funds will be rade to the following SWIFT accounting string:
Fund: 2000 - F inDept: H1239838  ApprID: H12F097 Project; H1I2ZHFO9F

5 Authorized Representative .
OHE’s Authorized Repreeentatwe is Timothy M. Geraghty, Chief Fiscal Ofﬁcer 1450 Energy Park
Drive, St. Paul, MN 55108 (651) 259-3 950, or his successor,

MDH’s Authorized Repréé’entatwe is Will Wilson, Supervisor, Office of Rural Health and Primary
‘Care, PO Box 64882, St. Paul, MN 55164-0882 (651) 201-3842, or his successor.

6 Amendments
Any amendment to this agreement must be in writing and will not be effective until it has been
executed and approved by the same parties who executed and approved the original agreement, or their
successors in office. ' » :

Rev. 12/00 S  Interagency Agreement o 2




7 Liability

Each party will be responsible for its own acts and behavior and the results thereof,

8 Termination .

Either party may terminate ¢his agree‘meﬁt at any time, with or without cause, upon 30 days’ written

notice to the other party. .. - .-

‘ 1. STATE ENCUMBRANCE VERIFICATION

2. Minnesota Départment. of Health..

e L) L0l ey

(With delegated authority)

Title: A ”,Tnj% '?‘ lpelﬂdsgﬁ Er:'lnc'lpa!
Date: . ‘\ \ r‘l ‘

i

Rev. 12/00

3, Minnesota Office of Hw
ww Gz U

with delegatdd authority) O :

i CF O
Date; ///‘7/25!7
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EXHIBIT A
1 MINNESOTA STATUTES 2016 136A.1795

136A.1795 LARGE ANIMAL VETERINARIAN LOAN FORGIVENESS PROGRAM.

Subdivision 1. Definitions. () For purposes of this section, the following terms have the meanings
given,

(b) "Veterinarian" means an individual who has been awarded a doctor of veterinary medicine degree
from the College of Veterinary Medicine, University of Minnesota.

(c) "Designated rural area® means an area in Minnesota outside the counties of Anoka, Carver, Dakota,
Hennepin, Ramsey, Scott, and Washington, excluding the cities of Duluth, Mankato, Moorhead, Rochester,
and St. Cloud.

(d) "Emergency circumstances" means those conditions that make it impossible for the participant to
fulfill the service commitment, including death, total and permanent disability, or temporary disability lasting
more than two years,

(e) "Qualified educational loan" means a government, commercial, or foundation loan for actual costs
paid for tuition, reasonable education expenses, and reasonable living expenses related to the education of
a veterinarian, '

Subd. 2. Establishment; administration. (a) The commissioner shall establish and administer a loan
forgiveness program for large animal veterinarians who;

(1) agree to practice in designated rural areas that are considered underserved; and

(2) work full time in a practice that is at least 50 percent involved with the care of food animals,

(b) Appropriations made to the program do not cancel and are available until expended.

Subd. 3. Eligibility. (a) To be eligible to participate in the loan forgiveness program, an individual must;

(1) be a veterinarian who has been awarded a veterinary medicine degree within three years of submitting
an apphcatlon under this section, or be enrolled in the veterinarian degree program and makmg satxsfactory
progress in the College of Veterinary Medicine, University of Minnesota; and

(2) submit an application to the commissioner in the form and manner prescribed by the commissioner,

(b) An applicant selected to participate must sign a contract agreeing to complete a five-year service
obligation to practice as required under subdivision 2, paragraph (a).

Subd. 4. Loan forgiveness. (a) The commissioner may select a maximum of five applicants each year
for participation in the loan forgiveness program, within the limits of available funding. Applicants are
responsible for securing their own qualified educational loans,

(b) The commissioner must select participants based on their suitability for practice serving the designated

rural area, as indicated by experience or training., The commissioner must give preference to applicants

closest to completing their training.

(c) The commissioner must make annual disbursements directly to the participant of $15,000 or the
balance of the participant's qualifying educational loans, whichever is less, for each year that a participant
meets the service obligation required under subdivision 3, paragraph (b), up to a maximum of five years,

(d) Before receiving loan répayment disbursements and as requested, the participant must complete and
return to the commissioner an affidavit of practice form provided by the commissioner verifying that the

Copyright © 2016 by the Revisor of Statutes, State of Minnesota, All Rights Reserved.
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participant is practicing as required under subdivision 2, paragraph (a). The participant must provide the
commissioner with verification that the full amount of loan repayment disbursement received by the participant
has been applied toward the designated loans. After each disbursement, verification must be received by the
commigsioner and approved before the next loan repayment disburseiment is made.

(e) Participants who move their practice remain eligible for loan repayment as long as they practice as
required under subdivision 2, paragraph (a).

Subd., 5, Penalty for nonfulfillment. If a participant does not fulfill the required minimum commitment
of service required under subdivision 3, paragraph (b), the commissioner must collect from the participant
the total amount paid to the participant under the loan forgiveness program plus interest at a rate established
according to section 270C.40. The commissioner must deposit the money collected in the state general fund,
The commissioner must allow waivers of all or part of the money owed the commissioner as a result of a
nonfulfillment penalty if emergency circumstances prevented fulfillment of the service obligation.

Subd. 6. Rules. The commissioner may adopt rules to iraplement this section.

History: 2009¢ 95 art 25 23; 2013 ¢ 99 art 25 29; 2014 ¢ 149 5 29-33

Copyright © 2016 by the Revisor of Statutes, State of Minnesota, All Rights Reserved.
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MDY
AMENDMENT NUMBER 1
STATE OF MINNESOTA
INTERAGENCY AGREEMENT
R BYANDBETWEEN .
THE MINNESOTA DEPARTMENT OF HEALTH (“MDH’ ) AND
THE MINNESOTA OFFCIE OF HIGHER EDUCATION (“OHE”);

" Contract Start Date: Nov. 7, 2017 Total Contract Amount: $ 375L000.00
Original Contract Expiration Date: June 7, 2018 Original Contract: ~_$375,000.00
Current Contract Expiration Date: June 7, 2019 Previous Amendment(s) Total: _$ 0.00
Requested Contract Expiration Date: _June 7 2022] This Amendment: $ 0.00

This Amendment is to that Interagency Agreement effective November 7, 2017, between MDH and OHE.
' Recitals

1. MDH and OHE have entered into an Interagency Agreement under which MDH assumed responsibility, on behalfof
OHE, for managrng the large ammal veterinary loan forgrveness program pursu nt fo Minnesota Stetotes Section

t).

2. After further discussions between the Agencres OHE agreed to take over admrnrstratron of the Iarge anrmal vetermary
loan forgiveness program.

3. As a part of the new arrangement, MDH will administer and complete the existing recipient contracts, and OHE will
begin admlmsterrng the program for new recipients going forward.

4, MDH and OHE are willing to amend the Original Agreement as stated below.

Amendment

In this Amendmenf, ehaﬁézee {o ore;ekiefihg language in the Interegenoy Agreementwrlluseemke—threeghfor oelerions
and underlining for insertions,

REVISION 1. Clause 1. “Term of Agreement” is emended as follows:

1.1 Effective date: November 15 2017, or the date the State obtains all requu‘ed 31gnatures under anesota Statutes
Section 16C.05, subdivision 2, whichever is later,
1.2 Expiration date: Tane 30, 203922, or until all obligations have been satisfactorily fulfilled, whichever occurs first.

REVISION 2. Clause 2. “Scope of Work” is amended as follows:

MDH will administer the Veterinarian Loan Forgiveness Program for large animal veterinarians consistent with
Minnesota Statutes section 136A.1795. See Exhibit A, consisting of the statute governing the Large Animal
Veterinarian Loan Forgiveness Program, which is attached and incorporated into the Agreement

MDH will continue to administér payment of loan repayment d1sbursements and momtormg of pro gram comphance

as descnbed in Minnesota Statutes section 136A.1795 Subd. 4 for all partxclpants selected prior to Fiscal Year 2019,

In the event of non-fulfillment of the required minimum commitment of service or other contractual obligations by a
program reomlent, MDH will inform OHE, and OHE will enforce any penalty, as defmed in Minnesota Statutes

i
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AMENDMENT COVER SHEET
STANDARD AMENDMENTS
(Minn. Stat. §§ 16C.05, subd. 2(c), 16C.08, subd. 2 and 3)

Instructions:

1.

Complete this form for contract amendments that extend the end date of a contract, add/reduce work and money,
or change any other term or condition of the contract.

2. Attach this form to the amendment when it is presented to the Department of Administration for approval. Please
always include copies of the ongma] certification form, the ongmal contract, and any previous
" amendments as these are used for reference.
3. Make sure that you are using the updated amendment template where the State Agency signature block reaffirms
applicable sections of 16C.08, subdivisions 2 and 3.
4. Admin will retain this cover sheet for its files.
Agency: ] Name of Contractor:
MINNESOTA DEPARTMENT OF HEALTH MINNESOTA OFFICE OF HIGH]BR EDUCATION
(MDB) (OHE)
Current contract term Project Identification:
November 15 2017 June 30, 2019 '

Amendments to contracts must entall tasks that are substantially similar fo those in the orlgmal

ntract or mvolve tasks that

are so closely related to the original contract that it would be impracticable for a different contractor to perform the work. '
The commissioner or an agency official to whom the commissioner has delegated contracting authority under section 16C. 03,
subdivision 16, must determine that an amendment would serve the interest of the state better than a new contract and would
cost 1o moxe. An amendment should be in effect before the contract expires.

Complete Appropriate Box(es) for the amendment submitted.

1. OX Amendment to the end date of the confract

Proposed New End Date;

‘Why is it necessary to amend the end date?
MDH will administer the large animal veterinarian loan forgiveness program for all awarded participants prior to -
FY 2019. The end of their contract period is will be June 30, 2022.

2. [0 Amend Duties and Cost 0 X - Amend Duties Onl).f‘ AR

2a. If cost is amended, insert amount of original contract AND amount of each amendment below:

2b. Describe the amendment: Transferring the administration of the program to OHE for FY 2019 going

forward

3. 0 Amendment to change other terms and condltmns of the contract

Describe the changes that are bemg made‘ o
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section 136A.17 Subd 5. Any funds unspent as a result of a participant’s non-fulfillment shall be transferred back to

OHE.

Any remaining funds not paid to ehg1ble participants or collected by MDH by June 30, 2027 shall be transferred back

to OHE.

kEVlSION 3. Clause 3 “Consideration and Payment” is amended as follows:

OHE will transfer $375,000 to MDH-each-year-byDecember 20th.

The total obligation of OHE for all compensation and reimbursements to MDH under this Agreement will not exceed

$375,000.

REVISION 4. Clause 5 “Authorized Representatives” is amended as follows:

OHE’s Authorized Representative is Timethy M—GeraghtyWinnie Sullivan, Glﬁe#Fiss&l—@#ﬁeer— Deputy
Commissioner, 1450 Energy Park Drive, St. Paul, MN 55108 (651) 259-395022, or his-their successor.

MDH’s Authorized Representative is Will Wilson, Supervisor, Office of Rural Health and Primary Care, PO Box
64882, St. Paul, MN 55164-0882 (651) 201-3842, or his successor.

Except as amended herein, the terms and conditions}' of the Original Agreement and all previous amendments remain in
full force and effect, and are incorporated by reference into this Amendment. .

1. STATE ENCUMBRANCE VERIFICATION

Individual certifies that funds hawe been encumbered as

required by Minn. Stat. §§16A1 \and 16C.05.
Signed: MCN\ CMA W

MO(\ME Lh\f/) \\f«?&

SWIFT Contract No, ~

Date: ] D

2. Minnesota Department of Health
The Contractor certifies that the appropriate psrson(s) have
executed the contract on behalf of the Contractor as required
by applicable articles, bylaws, resolutions, or ordinances.

By (D A U/ﬂ IUW

Title: Acrounting Supervisor Prmcxpal

e 1|17

Rev. 7/11

3. Minnesota Office of Higher Education

Individual certifies the appl/ca‘ble prowszons of Minn. Stat.,
§16C, 08 subdivisions 2 and are reaffl rm

By \\\}\EW ted W )
e ate (¢
Title: D LB vi«/\ \ o im Gggﬁ{‘iﬂ/\

Date: ] 18 0‘;
o {




APPENDIX A
1 ' MINNESOTA STATUTES 2016 : 136A.1795

136A.1795 LARGE ANIMAL VETERINARIAN LOAN FORGIVENESS PROGRAM.

Subdivision 1. Definitions. (a) For purposes of this section, the following terms have the meanings
given.

(b) "Veterinarian" means an individual who has been awarded a doctor of veterinary medicine degree
from the College of Veterinary Medicine, University of Minnesota,

(c) "Designated rural area" means an area in Minnesota outside the counties of Anoka, Carver, Dakota,
Hennepin, Ramsey, Scott, and Washington, excluding the cities of Duluth, Mankato, Moorhead, Rochester,
and St. Cloud.

(d) "Emergency circumstances" means those conditions that make it impossible for the participant to
fulfill the service commitment, including death, total and permanent disability, or temporary disability lasting
more than two years.

(e) "Qualified educational loan" means a government, commercial, or foundation loan for actual costs
paid for tuition, reasonable education expenses, and reasonable hvmg expenses related to the educauon of
a veterinarian, e

Subd. 2. Establishment; administration. (a) The eommissionef shall estél')lis;ﬁ Véfl&admirﬁster a 1oan
forgiveness program for large animal veterinarians who:

(1) agree to practxce in des1gnated rural areas that are consxdered undelsel ved

(2) work full time in a practice that is at Ieast 50 pe1 cent mvolved Wn‘.h the care of food ammals
(b) Appropriations made to the program do not cancel and are available until expended.
Subd. 3. Ehglblhty (a) To be eligible to participate in the loan forgiveness pr ogram, anmdmdual must:

(D be avetermananwho has been awarded avetermary medicine degree within three yeaxs of submitting
an apphcahon under this section, or be enrolled in the veterinarian degree program and making satisfactory
progress in the College of Vetennary Medicine, University of Minnesota; and

(2) submit an apphcaﬂon to the commissioner in the form and manner prescribed by the commissioner.

(b) An applicant selected to participate must sign a contract agreeing to complete a five-year service
-obligation to practice as required under subdivision 2, paragraph (a). .

Subd. 4. Loan forgiveness. (2) The commissioner may select a maximum of five apphcants each year
for participation in the loan forgiveness program, within the limits of available fundlng Applicants are
responsible for securing thelr own qualified educational loans.

(b) The commissioner must select participants based on their suitability for practice serving the designated
rural area, as indicated by experience or training. The commissioner must give preference to applicants
closest to completmg their training,

(c) The commissioner must make annual disbursements directly to the participant of $15,000 or the
balance of the participant's qualifying educational loans, whichever is less, for each year that a participant
meets the service obligation required under subdivision 3, paragraph (b), up to a maximum of five years.

(d) Before receiving loan repayment disbursements and as requested, the participant must complete and
return to the commissioner an affidavit of practice form provided by the commissioner verifying that the

Copyright © 2016 by the Revisor of Statutes, State of Minnesota, All Rights Reserved.




136A.1795 MINNESOTA STATUTES 2016 2

participant is practicing as required under subdivision 2, paragraph (a). The participant must provide the
commissionér with verification that the full amount of loan repayment disbursement received by the participant
has been applied toward the designated loans. After each disbursement, verification must be received by the
commissioner and approved before the next loan repayment disbursement is made.

(e) Participants who move their practice remain eligible for loan repayment as long as they practice as
required under subdivision 2, paragraph (a).

Subd. 5. Penalty for nonfulfillment. If a participant does not fulfill the required minimum commitment
of service required under subdivision 3, paragraph (b), the commissioner must collect from the participant
the total amount paid to the participant under the loan forgiveness program plus interest at a rate established
according to section 270C.40. The commissioner must deposit the money collected in the state general fund.
The commissioner must allow waivers of all or part of the money owed the commissioner as a result of a
nonfulfillment penalty if emergency circumstances prevented fulfillment of the service obligation.

Subd. 6. Rules. The commissioner may adopt rules to-implement this section.

History: 2009 ¢ 95 art 2.5 23; 2013 ¢ 99 art 2§ 29; 2014 ¢ 149 5 29-32

Copyright © 2016 by the Revisor of Statutes, State of Minnesota. All Rights Reserved.
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STATE OF MINNESOTA
INTERAGENCY AGREEMENT

This agreement is between the Minnesota Departments of Veterans Affairs (MDVA) and the Minnesota
Office of Higher Education (OHE). The purpose of this agreement is to provide delegation authority to
OHE from MDVA to assist in administering the Minnesota GI Bill program as provided under Minnesota
Statutes, §197.791, Subd 3(b).

: Agreement
1 Term of Agreement ,
1.1 Effective date: July 1, 2018, or the date the State obtains all required signatures under Minnesota
Statutes Section 16C.05, subdivision 2, whichever is later.
1.2 Expiration date; Tune 30,2019, or untll all obligations have been satisfactorily fulfilled,
Wh1chever occurs first.

2 Scope of Work
2.1 The OHE shall award and administer grants to eligible veterans or the eligible spouses and
children of veterans as provided under Minnesota Statutes, section 197.791 Minnesota GI Bill

Program.,

2.2 MDVA and OHE shall comply with the requirements specified in Exhibit A, Data Sharing
Agreement Addendum, which is attached and incorporated into this Agreement.

3 Consideration and Payment
3.1 The OHE shall submit an invoice by Iuly 11, 2018 and the MDVA shall issue a lump sum transfer
of appropriation in the amount of $2,400,000 on or before July 25, 201 8. The allocation is as _

follows:

3.1.1  Of'this appropriation, no more than $100,000 may be used for the administrative costs of
operating this program. ~Accounting String E6010000 E601476  Fund 1000

3.1.2  Of'this appropriation, $2,300,000 shall be available to eligible veterans or the eligible
spouses and children of veterans as provided under Minnesota Statute, section 197.791
Minnesota GI Bill Program. Accounting String E6010000 E601475 Fund 1000

3.2 If the appropriation is insufficient, the OHE shall provide supporting data to the MDVA for a
formal request to increase the fiscal year 2018 open appropriation.

4 Conditions of Payment
All services provided by OHE under this agreement must be performed to MDVA’s satisfaction, as

determined at the sole discretion of MDVA’s Authorized Representative.

5 Authorized Representative

5.1 MDVA's Authorized Representative is David Bellefeuille, Director - Education and Employment,
20 West 12th Street, 2nd Floor, St Paul, MN 55155, (651)757-1564, or his suceessor.

5.2 OHE's Authorized Representative is Tim Geraghty, 1450 Energy Park Dr. Suite 350, St Paul, MN

Rev, 12/00 Interagency Agreement 1




55108, (651)259-3950, or his successor.

6 Amendments and Assignments
6.1 Any amendment to this agreement must be in writing and will not be effective until it has been
executed and approved by the same parties who executed and approved the original agreement, or
their successors in office.
6.2 OHE or MDVA may not assign its obligations or interest under this agreement to another agency.
7 Liability
OHE and MDVA agree that they are tesponsible for their own acts and the results thereof to the extent
authorized by law and shall not be responsible for the acts of the other party to this addendum or
preceding Interagency A greement and the results thereof. The liability of a state agency is governed by
the provisions of the Minnesota Torts Claims Act, Minn. Stat. § 3.732 and 3.736, ef. seq., and other
applicable law.
8 Termination
Fither party may terminate this agreement at any time, with or without cause, upon 30 days’ written
notice to the other party.
APPROVED:
1. STATE ENCUMBRANCE VERIFICATION - 3. Office of Higher Education
Individual cefYifies that fun been encumbered as
required by [Minn. Shat. §§ IYA.1§ and 16C.05. By: E ——
(with delegated authority)
Signed:

Date: // S{]Z" // Y

Title: Accounting  Manasce.
Date: g l%‘, 2018

2. Minnesota Department of Veterans Affairs

By:

= (Wi d§>1/e - Zxthor
i, DEPULY Commi;é}yer, MDVA

Date: )’//ZZ// gf
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EXHIBIT A

STATE OF MINNESOTA
DATA SHARING AGREEMENT ADDENDUM BETWEEN
THE MINNESOTA OFFICE OF HIGHER EDUCATION
AND
MINNESOTA DEPARTMENT OF VETERANS AFFAIRS

This Data Sharing Agreement Addendum (“Addendum™) is attached to and made part of the preceding Interagency
Agreement between the Minnesota Office of Higher Education (OHE) and Minnesota Department of Veterans
Affajrs (MDVA). The purpose of this addendum is to share data between two state agencies, OHE and MDVA, ina
manner consistent with applicable federal and state laws. The data will be used by staff at OHE and MDVA to aid in
the application and maintenance of the Minnesota GI Bill for current and future Minnesota Veterans and their

families.

1.

Rev, 12/00

MDVA is designated as the administrative agency of the Minnesota GI Bill in accordance with and Minn.
Stat. §197.791. MDVA has delegated their authority to OHE to assist in administering the Minnesota GI
Biil by executing the preceding Interagency Agreement with OHE as permitted and required in section
Minn. Stat.§197.791, Sub. 3(b).

OHE is designated as the administrative agency for carrying out the purposes and terms of sections Minn.
Stat. §136A.15 to Minn. Stat. §136A.1702. OHE has accepted the delegation of authority granted by
MDVA to assist in administering the Minnesota GI Bill by executing the preceding Interagency Agreement
with MDVA as permitted and required in section Minn. Stat.§197.791, Sub. 3(b).

The purpose of the MIN GI Bill program is to provide postéecondary financial assistance for eligible
Minnesota Veterans and to the children and spouses of deceased and severely disabled Minnesota Veterans.
MDVA and OHE has state and/or federal legal authority to conduct these functions.

OHE is a state educational authority under 34 CF.R, § 99.3 1'(a)(3)(1v) OHE, in accordance with Minn.
Stat. §136A.05 must cooperate with and supply information in order to carry out and perform its duties
which have been delegated by MDVA under Minn, Stat. §197.791.

Data to be shared by OHE to MDVA under this agreement is limited to;

a. Individual applicant demographic information to include: name, date of birth, social security
number, and address/contact information;

b. Amount of GI Bill payment made to each individual receiving such payment (not to include any
other financial aid payment information); and

c. Name of the institution receiving GI Bill payment made to each individual receiving such payment;

d. A summary report containing the number of applications received and number of applicants
awarded by type of eligible student;

e. A summary report containing the aggregate GI Bﬂl payment amount paid to each institution by
institution name.

The data and reports shared by OHE must be provided weekly to the MDVA authorized
representative/designee.

All data shared pursuant to this agreement will only be transmitted by a secured method that is agreed to by
OHE and MDVA.

OHE and MDVA will retain the data shared pursuant to this addendum and preceding Interagency
Agreement in a secure manner consistent with the provisions of this addendum.

Interagency Agreement 3




10.

11.

12,

13.

14,

OHE and MDVA agrees to comply with all applicable federal and state laws, statutes, and rules with
respect to the protection of privacy, security and dissemination of the shared data. Nothing in this addendum
or preceding Interagency Agreement may be construed to allow either party to maintain, use, disclose or
share information in a manner not allowed by federal or state laws. OHE and MDVA understands that
personally identifiable information maintained by either party to the addendum or preceding Interagency
Agreement is subject to the privacy and confidentiality provisions of federal and state statutes, rules and
regulations, including, but not limited to, the Family Education Rights and Privacy Act (20 U.S.C 1232g);
related federal regulations (34 C.F.R. Part 99); the Minnesota Government Data Practices Act, Minnesota
Statutes 13.01 et seq; and federal laws and regulations regarding students with disabilities (20 U.S.C. §1417
(¢); 34 C.F.R. 300.32, 34 C.F.R. §§ 300.610-300.627)).

OHE and MDVA certifies that all persons having access to any data shared or created under this addendum
or preceding Interagency Agreement will be informed of the sensitive nature of the information and will be
trained in the proper data handling and safeguard procedures.

All employees, contractors and agents of OHE or MDVA will comply with all applicable federal and state
laws with respect to the data shared under this addendum or preceding Interagency Agreement. Nothing in
this paragraph authorizes sharing data provided under this addendum or preceding Interagency Agreement
with any other entity that is not a party to this addendum or preceding Interagency Agreement.

OHE and MDVA will only disclose data in a manner and form for reporting purposes as described under
the preceding Interagency Agreement. MDVA and OHE may not disclose this data in any form to other
parties other than one identified in this addendum or the preceding Interagency Agreement.

Each party is responsible for the destruction of data shared pursuant to this addendum that is in their
possession in accordance with that party’s approved records retention schedule and all applicable federal
and state laws, statutes, and rules, '

OHE or MDV A may not assign its obligations or interest under this addendum or preceding Interagency
Agreement to another agency. ‘

OHE and MDVA represent that they are authorized to bind to the terms of this addendum, including
confidentiality and destruction or return of student data, all related or associated institutions, individuals,
employees or confractors who may have access to the data or may own, lease or control equipment ot
facilities of any kind where the data is stored, maintained or used in any way.

Rev. 12/00 Interagency Agreement 4
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STATE OF MINNESOTA
INTERAGENCY AGREEMENT

- This agreement is between the Minnesota Departments of Minnesota Office of Higher Education and
Minnesota Indian Affairs Council.

Agreement
1 Term of Agreement
1.1 Effective date: April 15% 2018, or the date the State obtains all required signatures under
Minnesota Statates Seotion 16C.03, subdivision 2, whichever is later,
1.2 Expiration date: Augnst 7" 2018, or until all obligations have been satisfactorily fulfilled,
whichever occurs first,

2 Scope of Work

Contributing towards the cost of the Governor’s Minnesota Tribal Youth Gathering event, The
Guverpot’s Mlnnesota Tribal Youth Gathering event is scheduled to take place on Fnday Tuly 27% 2018 .
from § a.m. —4:15 p.m, at the University of Minnesota-St, Paul,

3 Cousideration and Payment
Minnesota Indian Affairs Conneil will invoice Office of Higher Edueation in the amount of $5000

The total obligation of Minnesota Office of Higher Education for all compensation and
reimbursements to Minnesota Tndian Affairs Council under this agreement will not exceed $5000.

4 Conditions of Payment

* All services provided by Minnesota Indian Affairs Council under this agresment must be performed
to the Minnesota Office of Higher Rducation’s satisfaction, as determined at the sole discretion of the
Minnesota Office of Higher Education’s Authorized Representative.

5 Authorized Representative .
Minnesota Office of Higher Education’s Authonzed 'Representatlve js Timothy M. G‘eraghty, CFO,
1450 Energy Park Drive, Ste 350, St, Paul MN 55155 (651) 259-3950, or his/her successor.

Minnesota ]}idian Affairs Council's Authorized Representative is Dennis W, Olson Jr., Executive
Director, 161 Saint Anthony Ave, Ste 919 Saint Paul, MIN 55103 (651)539-2202.

6 Amendments
Any amendment to this agreement must be in writing and will not be effectwe until it has been
executed and approved by the same parties who executed and approved the original agreement, or
their successors in office,

7 Llablhty
Each party will be responsible for its own acts and behavior and the results thereof.

8 Termination

Either party may terminate this agreement at any time, w1th or without cause, upon 30 days® written
notice to the other party, .

Rev, 12/00 Tateragency Agreement 1




1. STATE ENCUMBRANCE VERIFICATION
Individual certifies that funds have
reguirad by Mg, Staf. §§ 1

d46C05

Signed:

1t encimbared-us

Date: 'g (Z,d s ‘g

PO WY

2, Minnesota Office of Higlher Edueation

(With delegated Sdthority)

Titte _ C O

Date; '?’/fl /9-0 g

Rev, 12/00

3, Minnesefa Indian Affairs Couneil

By:

(With delegated authority)
Title: (r‘ /Aﬁ LA

sl ke

With delegated authority)

Tiﬁs:_mémﬂmé/

Date; 1"//’///5’

Date:

Interagency Agreement
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Y%% State of Minnesota

L The Governor’s Minnesota Tribal Youth Gathering Steering Team

75 Rev. Dr. Martin Luther King Jr, Blvd * Saint Paul, Minnesota, 55155

March 4, 2018
Dear Commissioner Pogemiller:

On behalf of the Governor’s Minnesota Tribal Youth Gathering Steering Team, we are
writing to ask for your partnership, support, and participation in the first ever Minnesota Tribal
Youth Gathering, which will bring together and build a platform for Native youth leaders doing
positive work for their communities. Minnesota’s event will be the first state Tribal Youth
Gathering in the nation and is an exciting opportunity to recognize and celebrate Native youth.

The Minnesota Tribal Youth Gathering, scheduled for July 2018, will be hosted by the
Office of Governor Mark Dayton and the Governor’s Minnesota Tribal Youth Gathering Steering
Team. The Steering Team consists of 20 Native youth delegates from 10 Minnesota Tribes, tribal
liaisons from state agencies, and people working with and for Native American communities. The
Minnesota Tribal Youth Gathering will invite Native youth from across the state to come to St.
Paul to share the positive work they do in their communities every day, and participate in high-
level dialogues with public and private leaders to help shape the policies and work that affect
Native youth. This year we anticipate that the event will host between 250 and 500 Native youth.

+ As Native youth members of the Steering Team and leaders of the Fundraising
Committee, we are asking for your support for this Gathering because we want the opportunity to
bring all Native Youth in Minnesota together to share our collective voices, The Minnesota
Tribal Youth Gathering will provide us with the opportunity to become stronger, smarter, and
more independent by showing that our voices are important and we can make positive change
together. It is also important for us to remain in touch with our culture and to be reminded of our
values.

‘We need your support to make this event a great success! We would appreciate your
financial contribution of between $2,000 and $5,000. All confributions are welcome and will be
recognized in the event program.

Pidamaya/Miigwech (Thank you) for your partnership, support, and participation in this
amazing event,

Sincerely,

Sara Coulter Maddison Van Cleve

Minnesota Tribal Youth Gathering Minnesota Tribal Youth Gathering
Steering Team ‘D.__e,lgga»_z_‘e Steering Team Delegate

Vanessa Goodthunder Kate Perushek
Minnesota Tribal Youth Gathering " Minnesota Tribal Youth Gathering
Co-Chair, Lower Sioux Indian Community Co-Chair, Governor’s Office




State of Minnesota
The Governor’s Minnesota Tribal Youth Gathering Steering Team
' 75 Rev. Dr. Martin Luther King Jr. Blvd » Saint Paul, Minnesota, 55155

ORDER SHEET: State Agencies

Name of Agency:
Agency Code:
Contact Name/Title:

Complete Address:"

Phone;

Email:

$5,000 Eagle/Wambdi/Migizi Sponsorship
$4,000 Turtle/Keya/Mikinaak Sponsorship
$3,000 Beat/Mato/Makwa Sponsorship

$2,000 Wolf/ Sunktokéa/Ma’iingan Sponsorship

Other Cbntribution

The Minnesota Indian Affairs Council (MIAC) is acting as fiscal agent for the Minnesota
Tribal Youth Gathering. Please submit this form to Executive Director Dennis Qlson at
dennis.w.olson@state.mn.us and MIAC will follow up with a SWIFT invoice to facilitate

payment,




: P )
DocuSign Envelope ID: 4EFDSCDE-884F-488B-ADC2-08537FE101E8 ARars+re ,:;f,.,é?,@:é/

.
e e
PG Fuds ODY No. ITA 20.056
CPRS No. 64397

o

T Office of Higher Education

STATE OF MINNESOTA
INTERAGENCY AGREEMENT

This Interagency Agreement is between the Office of MN.IT Services (“MNIT”) and the Minnesota Office
of Higher Education (“AGENCY”). -

Recitals

The Legislative Advisory Commission has approved the use of the funds transferred by this agreement
for work specified in the underlying Information Technology project described below.

1  Term of Agreement
1.1 Effective date: July 1, 2019, or the date the State obtains ali required signatures to execute the-
interagency agreement authorizing the transfer of funds under Minnesota Statutes § 16C.05,
subdivision 2, whichever is later. Use of transferred funds is contingent upon MNIT Enterprise
Project Management Office approval of the Project Summary.

1.2 Expiration date: June 30, 2023, or until all obligations have been satisfactorily fulfilled,
! whichever occurs first,

2 Scope of Work
This project is one phase of an overall modernization and upgrade plan to address technology
obsolescence within the AGENCY’s application systems. This Phase of the moedernization plan will
allow for some systems to be updated to align with enterprise standards and to improve efficiencies,
data quality, security, transparency, accessibility, and supportability, and to ensure that they align
with the AGENCY's strategic goals.

Background: The AGENCY has specialized IT applications used on a regular basis to carry out its
mission to students with financial aid programs and provide information to help them gain access to
postsecondary education. The AGENCY also serves as the state's clearinghouse for data, research,
and analysis on postsecondary enroliment, financial aid, finance, and trends. Many of the
applications used for these functions are in Jegacy languages, on obsolete hardware, do not meet
current security requirements, and are on unsupported operating systems/platforms.

3 Consideration and Payment
The AGENCY agrees to contribute $350,000.00 to the Information and Telecommunications Account

(ITA) for this project. :

4 Conditions of Payment
4.1 MNIT Financial Management shall provide the AGENCY Chief Financial Officer with the
Statewide integrated Financial Tools (“SWIFT”) system appropriation transfer instructions. As
required by Minn. Stat. § 16E.0466, the AGENCY shall submit an appropriation transfer in SWIFT
for the amount specified in Section 3 of this agreement.

4.2 MNIT shall serve as the fiscal manager for this agreement. Funds will be deposited in the ITA as

authorized in Minn. Stat. § 16E.21 and will be budgeted for the project described in Section 2
above for the term of the agreement.

ODY No. ITA 20,056 - interagency Agreement 1
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4.3 The AGENCY shall not begin project activity until the MNIT Enterprise Project Management
Office approves the required project planning documentation including: 1) Project Summary, 2)
Resource Plan, 3) Project Requirements, and 4) Project Quality Plan.

4.4 The AGENCY agrees that allowable direct and indirect costs assoclated with managing and
supporting the implementation of the scope of work in Section 2 will be charged to the ITA
contribution specified in section 3 above.

5 Authorized Representatives
The AGENCY’S Authorized Representative is Tim Geraghty, Chief Financial Officer, by phone at 651~
259-3950, or by email Tim.geraghty@state.mn.us, or their successor.
MNIT’s Authorized Represehtative is Tu Tong, Chief Financial Officer, by phone at 651-556-8028, or
by email at tu.tong@state.mn.us, or their successor.
6 Amendments
Any amendment to this agreement must be in writing and WIIi be effective upon approval and
execution by the parties.
7 Liability
Each party is responsible for its own acts and behavior and the results thereof.
8 Termination
Either party may terminate this agreement at any time, with or without cause, upon 30 days’
written notice to the other party.
Signatures:
1. Minnesota Office of Higher Education 2. Office of MN.IT Services
{With delegated authortty) (With delegated authority)
Bv: DocuSigned by: i B . DocuSigned by:
| Tomally M Suragfely Y] Dneey Herasdy
Tit . 070F1084DBICACE... Titl er SBBFOBOTSAFGQL.

Date: g/25/2019

opy

le: “Chief Financial officer’ Procurement. Director

Date:; 6/25/2019
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STATE OF MINNESOTA
INTERAGENCY AGREEMENT

Pursuant to Minnesota Statutes, Sectioris 43A.09 and 471.59, this is an agreement between Minnesota
Management & Budget and the Office of Higher Education.

1'

20

3.

Approved:

Services to be Performed:

The statewide recruiting unit will provide expertise and guidance to cabinet-level agencies In the
filling of higher-level positions within the executive branch,

Authorized Agents: .

The following persons will be the primary contacts and authorized agents for all matters
concerning this agreement, MMB: Dennis Munkwitz, Chief Financial Officer, or his successor, 400
Centennlal Office Building, 658 Cedar Street, St. Paul, MN 55155, (651) 201-8004. Far OHE: Winnie

Sullivan, Deputy Commissioner, or her successor, 1450 Energy Park Drive, Suite 350, St. Paul, MN 55108,

Consideration and Terms of Payment:

In consideration for executive recruiting setvices provided, the Requesting Agency agrees to
contribute to this effort as follows:

TOTAL COST: $3,254

~ Entera FY19 appropriation transfer in SWIFT to accounting string: ‘ 5

Fund — 2001, FinDeptID — G1010000, AppriD — G100102

¢

Term of Agreement:
This agreement is effective July 1, 2018, and shall remain in effect until June 30, 2019,

Amendments:

Any amendments to this agreement will be in writing and will be executed by the same parties who -
executed the original agreement, or their successors in office,

1. Agency Signature 2. Minnesota Management & Budget

=N U | D

| Title: Accaun‘r:\’\-x Mar agee . Title: (/FO

Date: sw]z]v,m%’" | Date: f[;//?f
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STATE OF MINNESOTA
INTERAGENCY AGREEMENT

Pursuant to Mihnesota Statutes, Sections 43A.21.and 471.59, this is an agreement between Minnesota
Management and Budget and Office of Higher Education.

1.

Setvices to be Performed:

MMB will design and implement tralning and development programs for executive branch employees
to promote individual, group, and agency efficlency and effectiveness. The programs will include but
are not limited to mandatory tralnirig and development requirements.

Authorized Agents:

The following persons will be the primary contacts and authorized agents for all matters concerning
this agreement, MMB; Dennis Munkwitz, Chief Financial Officer, or his successor, 400 Centennial
Office Building, 658 Cedar Street, St. Paul, MN 55155, (651) 201-8004, For OHE: Winnie Sullivan;
Deputy Commissioner, or her successor, 1450 Energy Park Drive, Suite 350, St, Paul, MN 55108,

Consideration and Terms of Payment:

In consideration for the servxces provided, the Requesting Agency agrees to corntribute to this.effort

as follows:

TOTAL COST for FY 19= $5,000

You will receive a guarterly invoice from MMB for 25% of this amount, beginning August 2018,
Each quarterly invoice shall be paid within 30 days of receipt.

Term of Agreement:
This agreement is effective July 20, 2018, and shall remain in effect until June 30, 2019,

Amendments;
Any amendments to this agreement will be in writing and will be executed by the same parties who
executed the driginal agreement, or thelr successors in office.

roved:
T o/

1. Agency Signatdig” S ij%/ /

2. Mirinesota Management & Budget

P Thong Samas | 7h. D

o ‘(;\f";\/‘
Title: %)

T Fnnce. & Aeooduiiiin, Mactage
Date:

Fha ik

Date: q{ ;;[ [?
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MANAGEMENT
| AND BUDGET

MANAGEMENT ANALYSIS
AND DEVELOPMENT

MAD Project Number: 2019-161
INTERAGENCY AGREEMENT
for MANAGEMENT ANALYSIS AND DEVELOPMENT SERVICES

Requesting Agency: Office of Higher Education MAD Contact: Barbara Tuckner

Accouting Information: Business Unit — G1001, Financial Dept ID — G1031500, APPRID — G100085, Fund — 5200,
Accounts - 670011,

Fiscal Year: . 7 Vendor Number:

I

:;:lSLp C()C\b 43019 QL)D

. Number/DatefEnty Tnitials”




1. Services to be Performed:
The Division agrees that it will provide a project team to provide the services and/or perform the tasks outlined
in the attached project proposal, which is incorporated and made part of this agreement, :
el ;
2. Contacts:
The following persons will be the primary contacts for all matters concerning this agreement,

Management Analysis and Development: Barbara Tuckner Requesting Agency: Winnie Sullivan

3. Consideration and Terms of Payment:

S

O pe.ltfor.med.- i




7.

8.

9.

Requesting Agency’s Authorized Representatives:

The Requesting Agency’s authotized representatives for the purposes of this agreement are Winnie Sullivan,

. This person shall have final authority for accepting the Division’s services and jf the ser v1ces are satlsfactmy, e

will cettify this on each invoice submitted as pait of number 3.

Interagency Agreemeént Authorization:

Pursuant to Minnesota Statutes, Sections 16A.055 Subd. 1a.; 43A.55 Subd. 2.; and 471.59, the Division is
authorized to enter into this agreement.

Amendments

. 1y amendments to this agreement will be in wr Jtmg and wﬂl be executed b

the same parties who executed

I te1 agency _gt'eement for Management Analyms and Development (Dmsmn) Selvvoes” R

r; 2019-181




MANAGEMENT
J AND BUDGET

MANAGEMENT ANALYSIS
. AND DEVELOPMENT




_ »Enterprlse Dlrector, Management Analy515 and Development (MAD)_
. f.:Ryan Church : e I e

Assistant Director
Beth Bibus

Contact Information

Telephone: 651-259-3800
Email: Management. Ana)vsis@state mn.us
Fax. 651-797-1311 :




Background

The Ofﬁce of ngher Education s (OHE) pr]mary role isto coordinate pohcy betwaen the state 3 pubhc, pnvate h -

non-profit, and for-profit colleges and universities operating in the state. In the past few years the agency has
refreshed its strategic plan and is ready to restructure parts of the organization to drive higher levels of
collaboration, role clarity, and effectiveness in service of OHE's mission,

~MAD has been asked to facilitate a series of sessions that will yleld an organization re-design for OHE, An '
internal change team identified by OHE's commissioner-will develop. the re-design and identify support needed
for those units most impacted by the change.

he following elements w_o_dld be delivered t»_o_:O>l-'lE' as a result of this project;

documents as needed o

; Support transmonal change efforts as, needed Support may Include 2 _V\_llt'les to i
1| re-orient teams, identify roles underthe new structure, rev1ew processes for oo
{ effectl\leness and conduct one-on-one coaching A e s




al costs: (140 Hours times $140) . -

Clients and Consultants

The primary client contact would be Winnie Sullivan, The MAD project lead would be Barbara Tuckner; other
MAD consultants may also provide services to the client.
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AMENDMENT #1 for Contract # 131569 143262

Contract Start Date: August 15, 2017 Total Contract Amount: $607,600
Original Contract Expitation Date: Tune 30, 2018 Original Contract: ‘ $324,500
Current Contract Expiration Date: June 30, 2018 Previous Amendment(s) Total: $0

Requested Contract Expiration Date;:  June 30, 2020 This Amendment: $283,100

This amendment is by and between the State of Minnesota, through its Commissioner of the Minnesota
Office of Higher Education (“State”) and Minnesota State Colleges and Universities (“Minnesota State™).

Recitals

1. The State has a Contract with Minnesota State College and Universities identified SWIFT
CONTRACT NUMBER 131569 143262 (”Original Contract™) to provide staffing and support for a
new financial aid program, MN Reconnect which serves adults aged 25-44 who have dropped out of
college to return and complete a certificate or associate degree.

2. The agreement is being amended in order for Minnesota State to provide the State additional support for
two additional years as deseribed in the Original Contract.

3. The State and the Grantee are willing to afnend the Original Contract as stated below.
Contract Amendment

REVISION 1. Clause 1. “Term of Agreement” is amended as follows:
1 Term of Agreement
1.1 Effective date: August 15,2017 or the date the State obtains all required signatures under
Minnesota Statutes Section 16C.05, “subdivision 2, whichever is later.
1.2 Expiration date; Fune-306,2018 June 30, 2020, or until all obligations have been satisfactorily
fulfilled, whichever occurs first.

REVISION 2. Clause 2. “Scope of Work” is amended as follows:
2 Scope of Work

Project Overview

Approximately 36% of high school graduates who enroll in college do not complete a credential (21,000
students cach year). These students are now working adults with some college credits, likely some debt but
no postsecondary certificate or degree. Among all 25-44 year olds in Minnesota, approximately 10%
(143,000) have earned some college credits, but no certificate or degree. In recent years, a number of
initiatives have attempted to encourage certificate and degree completion among adult learners, specifically
those students with some credits but no credential. The program structures have varied from financial
assistance to degree completion programs. Many of these efforts have shown promising results but
Minnesota has been unable to sustain and scale these efforts statewide.

To ensure success and sustainability in increasing educational attainment levels among adult learners, the
four barriers Minnesota must overcome are financial aid sufficiency, outreach, student services, and wrap-
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around supports. ‘
Funding from the Lumina Foundation

OHE and Minnesota State Colleges & Universities partnered to submit a request for funding to the Lumina
Foundation in March 2017 to fund a new program called the Minnesota-State-Returning-Schotars MN
Reconnect program. Minnesota-StateRetwrning-Scholars MN Reconnect targets former students aged 25-

44 who have completed 58%15 or more credits of a certificate or degree program in order to facilitate re-
enrollment in college and certificate/degree completion. The program has four components; targeted
outreach and re-enrollment, system navigation and support, targeted financial assistance/information, and
program evaluation, Lumina Foundation approved funding for Minnesota’s proposal in June 2017 for the
period July 2017-June 2018. Funding for future years is contingent upon OHE and Minnesota State
securing matching funds. This interagency agreement, and subsequent amendment, covers the period July
2017-Fune-2648 June 2020.

Scope of Work July 2017-June 2018

The July 2017-June 2018 time period comprises the ramp-up period for the Minneseta-State Returning
Seholars MIN Reconnect program. Work to be completed during this time period encompasses the
following duties and deliverables:

1. Advisory Committee
Minnesota State will take the lead in the formation of an Advisory Committee beginning in September
2017, including member recruitment, charter development, and serving on/staffing the Advisory
Committee. The Advisory Committee will develop final eligibility requirements, determine if eligibility
criteria can be adapted to directly address disparities in enrollment and completion by race/ethnicity,
identify pilot institutions, and other project needs as identified by Minnesota State and OHE project staff.

Deliverables: Advisory Committee Charter, Advisory Committee membership list, Advisory Committee
activities report (due each invoice period)

Requirements: Advisory Committee will meet at a minimum twice between August 1, 2017 and December
31, 2017 and twice between January 1, 2018 and June 30, 2018.

2. Program Design
Minnesota State will develop the final program design encompassing targeted outreach and re-enrollment,
system navigation and student services with support from OHE.

Deliverables: Program Design activities report

3. Outreach
In order to re-enroll targeted prospective students, Minnesota State will develop automated outreach
strategies, Activities in this area include:
o IT/research support for identifying prospective students for targeted outreach
o Development of a communications plan for personalized outreach to prospective students
announcing their eligibility to become a Returning Scholar (postcard, emails, phone contact), and
o Assistance with design Design of a re-enrollment website tailored to Re‘eafnmg—Sehe}afs MN
Reconnect.
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Deliverables: Report of identification of prospective students, Communications plan, Website design

4. Program staffing
. Minnesota State will develop a staffing plan in collaboration with campus partners. Staffing will mclude
System/Site Coordination and Navigators.

System/Site Coordination: TheSite Coordination role will be staffed by employees of Minnesota State,
This position will support the project by coordinating with colleges and OHE, assist OHE in obtaining
state matching funds, solicit private matching funds and in-kind donations, manage the Returning
Sehelars MN Reconnect communications and outreach process, assist campuses with advising,
technical assistance and communications, staff the Advisory Committee, and assist OHE with needs
related to project evaluation.

Navigators: The Navigator role will be staffed by Minnesota State or the partnering colleges. This
position will support the project by doing outreach and initializing contact with prospective applicants,
serve as the institutional point person, assist the student in navigating the institutional systems needed
for their success, check-in with the student and provide advising, collaborate with Academic Advisors,
work with the student to determine needs and to connect the student to resources and community
services required to successfully complete their program (e.g. SNAP, Child Care, WIC, MFIP/TANF,
Transportation assistance, Emergency housing/housing assistance, food shelves), develop relationships
with community and life resources/organizations, and develop additional online resources to facilitate
scalability of the program statewide in support of post-grant sustainability.

5. Evaluation Planning
Minnesota State will assist in OHE in the formation of the program evaluation design and execution plan.

6. Securing Emergency Assistance and Institutional Incentive Funding
Minnesota State will assist institutional partners in designing emergency assistance strategies for the
targeted population and identifying potential institutional incentives for targeted students as described in
the proposal (Attachment 2). A

7. Securing State Maiching Funds
Minnesota State will assist OHE in securing state matching funds and legislative authority for the program
“as described in the proposal (Attachment 2).

Requirements: Minnesota State will deliver testimony at the Legislature in support of OHE’s funding
proposal, if requested by OHE.

8. Reporting
Minnesota State will assist OHE in submitting required reporting to the Lumina Foundation in compliance
with conditions of the grant.

Scope of Work July 2018-December 2019

The July 2018-June 2020 ﬁme period comprises first and second year of the MIN Reconnect program.
Work to be completed during this time period encompasses the following duties and deliverables:

9. Program Startup and Management
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Minnesota State will oversee program startup, funding for colleges, and assist colleges in implementing the
program as designed to meet targeted outreach and re-enrollment, system navigation and student services.

This includes managing activities for a Community of Practice for Adult L.earners across a variety of
Minnesota institutions to learn about, develop and adapt programs and policies to better meet adult learner

needs. OHE will provide staff support as requested by Minnesota State.

Deliverables: First Year Program activities report, Communities of Practice for Adult Learners report

10. Outreach '
In order to #&-enroll targeted prospective students, Minnesota State will develop outreach strategies,
Activities in this area include:
o IT/research support for identifying prospective students for targeted outreach
o Strategies for outreach to prospective students announcing their eligibility for MN Reconnect,
o Identification of barriers to re-enrollment and completion for adult learners and strategies for
overcoming identified barriérs, and
o Advising OHE on policy and programs related to Adult learners. specifically around issues of
access, retention, completion and financial aid.

Deliverables: Annual Program activities report

11. Program staffing

Minnesota State will develop a staffing plan in collaboration with campus partners. Staffing will include

System/Site Coordination and Navigators.

System/Site Coordination. The Site Coordination role will be staffed by emplovees of Minnesota State.
This position will support the project by coordinating with colleges and OHE, assist OHE in obtaining

state matching funds, solicit private matching funds and in-kind donations, assist OHE in managing
the MIN Reconnect communications and outreach process, assist campuses with advising, technical
assistance and communications, manage the project team made up of campus and OHE staff, and assist
OHE with needs related to project evaluation.

Navigators: The Navigator role will be staffed by the partnering colleges. This position will support
the project by doing outreach and initializing contact with prospective applicants, serve as the
institutional point person, assist the student in navigating the institutional systems needed for their
success, check-in with the student and provide advising, collaborate with Academic Advisors, work
with the student fo determine needs and to connect the student o resources and community services
required to successfully complete their program (e.g. SNAP, Child Care, WIC, MFIP/TANF,
Transportation assistance, Emergency housing/housing assistance, food shelves), develop relationships

with community and life resources/organizations. and develop additional online resources to facilitate

scalability of the program statewide in support of post-grant sustainability.

12, Evaluation Planning
Minnesota State will assist in OHE in the formation of the program evaluation design and execution plan.

13. Securing Emergency Assistance and Institutional Incentive Funding

Minnesota State will assist institutional partners in designing emergency assistance strategies for the

targeted population and identifying potential institutional incentives for targeted students as described in
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the proposal (Attachment 2).

14. Securing State Matching Funds
Minnesota State will assist OHE in securing state matching funds and legislative authority for the program
as described in the proposal (Attachment 2).

Requirements: Minnesota State will deliver testimony at the Legislature in suppott of OHE’s funding
proposal, if requested by OHE and not in conflict with Minnesota State Board of Trustee legislative

priorities.

15. Reporting
Minnesota State will assist OHE in submitting required reporting to the Lumina Foundation in compliance

with conditions of the grant.

REVISION 3. Clause 3. “Consideration and Payment” is amended as follows:
3 Consideration and Payment

Minnesota State will invoice OHE for work completed as follows: ’

1. Advisory Committee
Minnesota State will be compensated for travel/mileage paid for advisory committee, direct
meeting costs, parking, and catering for working meetings. Total expenses for the Advisory
Committee expenses shall not exceed $5;6800-0 between August 1, 2017-December 31, 2017, and
$55600 3,000 between January 1, 2018-June 30, 2018, and $5.000 between July 1, 201 8-JTune 30,
2020, ; ; '

2. Program Design
Minnesota State will not be compensated by OHE for work related to program design.

3. Outreach
Minnesota State will be-compensated for Outreach expenses up to $25;060 0 between August 1,
2017-December 31, 2017 and up to an additional $56;600 0 between January 1, 2018-June 30,
2018.

4. Program staffing
a. System/Site Coordination: Minnesota State will be compensated for site coordination

including salary and fringe benefits, and related expenses. Expenses in this area shall not
exceed $69:560 157,500 between January 1, 2018-Fune-306,-2018 June 30, 2020.

b. Navigators: Minnesota State will be compensated for navigator services including salary
and fringe benefits, and related expenses. Expenses in this area shall not exceed $176;000
$442.100 between January 1, 2018-Fare30,2618 June 30, 2020. '

5. Evaluation Planning
Minnesota State will not be compensated by OHE for work related to evaluation planning,

6. Securing Emergency Assistance and Institutional Incentive Funding
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Mimnesota State will not be compensated by OHE for work related to securing emergency
assistance and institutional incentive funding,

7. Securing State Matching Funds
Minnesota State will not be compensated by OHE for work related to securing state matching
funds.

8. Reporting
Minnesota State will not be compensated by OHE for work related to required reporting to the
Lumina Foundation in compliance with conditions of the grant.

At a minimum, Minnesota State will submit invoices to OHE for work performed for the period ending

December 31, 2017 and June-30,2048 June 30, 2020. Minnesota State may choose to submit invoices

more frequenﬂy, not to exceed once per month. Minnesota State can invoice OHE for college staffing
th sation ied-upon execution of contract. Minnesota State is

required to submlt invoices to document stafﬁng costs.

The total obligation of OHE for all compensation and reimbursements to Minnesota State under this
agreement will not exceed $324;500-607,600 as described above and shown in Attachment 1.

Revision 4. Clause 4. “Conditions of Payment” is amended as follows:

4 Conditions of Payment
All services provided by Minnesota State under this agreement must be performed to OHE’s
satisfaction, as determined at the sole discretion of OHE’s Authorized Representative.

Payments under this agreement will be made from private funds obtained by OHE from the Lumina
Foundation grant #10136. If at any time such funds become unavailable, this Agreement shall be
terminated immediately upon written notice of such fact by OHE to Minnesota State. In the event of
any such termination, Minnesota State shall be entitled to payment determined on a pro rata basis for
services satisfactorily performed to the extent that funds are available.

Payments under this Agreement will be during twe three payment periods. Period one is August 1 to

December 31, 2017. Period 2 is January 1 to June 30, 2018, Period 3 is July 1, 2018 to June 30, 2020.
~ These payment periods correspond to availability of funds from the Lumina Foundation.

Revision 5. Clause 5, “Authorized Representative” is amended as follows:
5 Authorized Representative

Minnesota State's Authorized Representative is MaryRethehild;-Senier-System-Director; Wetlkdoree
Development-Paul Shepherd, System Director for Student Development and Student Services, Student

Affairs, Minnesota State Colleges and Universities, 30 7th Street East, Suite 350, Saint Paul, MN
55101, 6512011672 maryrothehild@minnstate.edn, or his/her successor.

OHE's Authorized Representative is Meredith Fergus, Manager Financial Aid Research / SLEDS
Coordinator, Minnesota Office of Higher Education, 1450 Energy Patk Drive #350, Saint Paul, MN
55108, 651-259-3963, meredith.fergus@state.mn.us, or his/her successor.
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The Original Contract and any previous amendments are incorporated into this amendment by
reference. '

1. STATE ENCUMBRANCE VERIFICATION 3. MINNESOTA STATE COLLEGES &
UNIVERSITIES :
Individual certifies that funds have been encumbered as
required by Minn. Stat. §§ 16A.15 and 16C.05.

(With delegated authority)
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Attachment 1 !
Authorized Compensation and Reimbursements

Period 1: August 1 Period 2: Period 3: July 1,
Work to December 31, January 1 to 2018 to June 30,
2017 ‘ June 30, 2018 2020

Advisory Committee $55000 0 $5,000 3,000 $5.000
Program Design $01 $0 ' $0
Qutreach $25.000 0 $50,0006 0 30
Program Staffing: -
System/Site Coordination $0 $69,500 88,000
Program Staffing; $0 $170,000 $272.100
Navigators
Evaluation Planning , $0 v $0 $0
Securing Emergency
Assistance and
Institutional Incentive : $0 $0 $0
Funding
Securing State Matching
Funds %0 $0 $0
Reporting $0 $0 $0
Total Obligation $30;,000 0 | $294;500 242,500 $365,100
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AMENDMENT #2 for Contract # 131569 143262 oo O
Contract Start Date: August 15,2017 Total Contract Amount: $642,600
Original Contract Expiration Date: June 30,2018 Original Contract: $324,500
Current Contract Expiration Date: June 30, 2020 Previous Amendment(s) Total:  $283,100
Requested Contract Expiration Date: _ June 30, 2020 This Amendment: $35,000

This amendment is by and between the State of Minnesota, through its Commissioner of the Minmesota
Office of Higher Education (“State”) and Minnesota State Colleges and Universities (“Minnesota State™).

Recitals

1. The State has a Contract with Minnesota State College and Universities identified SWIFT
CONTRACT NUMBER 131569 143262 (*Original Confract”) to provide staffing and support for a
new financial aid program, MN Reconnect which serves adults aged 25-44 who have dropped out of
college to return and complete a certificate or associate degree.

2. The agreement is being amended in order for Minnesota State to provide the State additional support for
two additional years as described in the Original Contract,

3. The State and the Grantee are willing to amend the Original Contract as stated below.
Contract Amendment

REVISION 1. Clause 1. “Term of Agreement” is amended as follows:
1 Term of Agreement
1.1 Effective date: August 15, 2017 or the date the State obtains all required signatures under
Minnesota Statutes Section 16C.05, subdivision 2, whichever is later.
1.2 Expiration date: June 30, 2020, or until all obligations have been satisfactorily fulfilled,
whichever occurs first.

REVISION 2. Clause 3. “Consideration and Payment” is amended as follows:
2 Consideration and Payment

Minnesota State will invoice OHE for work completed as follows:

1. Advisory C’ommzz‘tee :
Minnesota State will be compensated for travel/mileage paid for advisory commlttee direct
meeting costs, parking, and catering for working meetings. Total expenses for the Advisory
Committee expenses shall not exceed $0 between August 1, 2017-December 31, 2017, $3,000
between January 1, 2018-June 30, 2018, and $5,000 between July 1, 2018-June 30, 2020,

2. Program Design ‘
Minnesota State will not be compensated by OHE for work related to program design.

3. OQutreach
Minnesota State will be compensated for Outreach expenses up to $0 between August 1, 2017~
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December 31, 2017 and up to an additional $0 between January 1, 2018-June 30, 20138. Minnesota
State may be compensated up to $35.000 ($8.750 per college) for outreach expenses incurred by
the college between August 1, 2017 and June 30, 2020.

4. Program staffing

a. System/Site Coordination: Minnesota State will be compensated for site coordination
including salary and fringe benefits, and related expenses. Expenses in this area shall not
exceed $157,500 between January 1, 2018- June 30, 2020.

b. Navigators; Minnesota State will be compensated for navigator services including salary
and fringe benefits, and related expenses. Expenses in this area shall not exceed $442,100
between January 1, 2018- June 30, 2020,

5. Evaluation Planning
Minnesota State will not be compensated by OHE for work related to evaluation planning.

6. Securing Emergency Assistance and Instz’tutibnal Incentive F undihg ’
Minnesota State will not be compensated by OHE for work related to securing emetgency
assistance and institutional incentive funding,

7. Securing State Matching Funds
Minnesota State will not be compensated by OHE for work related to securing state matching
funds.

8. Reporting
Minnesota State will not be compensated by OHE for work related to required reporting to the
Lumina Foundation in compliance with conditions of the grant.

At a minimum, Minnesota State will submit invoices to OHE for work performed for the period ending
December 31, 2017 and June 30, 2020. Minnesota State may choose to submit invoices more
frequently, not to exceed once per month, Minnesota State can invoice OHE for college staffing costs
upon execution of contract, Minnesota State is required to submit invoices to document staffing-all
costs.

The total obligation of OHE for all compensation and reimbursements to Minnesota State under this
agreement will not exceed $607%600 $642,600 as described above and shown in Attachment 1,

The Original Contract and any previous amendments are incorporated into this amendment by
reference,
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1. STATE ENCUMBRANCE VERIFICATION

Individual cerfifies that ﬁmds have b_een encumbered as
§ 16A. ‘\ d 16C.05.

regquired by Minn. laiNg

| Aaouﬂ,}—". oy Menge

3; MINNESOTA STATE €OLLEGES &
UNIVERSITIE

' (Wlth delegated authority)
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Attachment 1
Authorized Compensation and Reimbursements

Period 1: August 1 Period 2: Period 3: July 1,
Work to December 31, January 1 to 2018 to June 30,
' 2017 ' June 30, 2018 2020
Advisory Committee $0 $3,000 $5,000
Program Desigﬁ %0 $0 $0
Outreach $0 $6 10,000 © $625,000
Program Staffing:
System/Site Coordination $0 $69,500 $88,000
Program Staffing: ~
Navigators $0 $170,000 $272,100
| Evaluation Planning , $0 , $0 %0
Securing Emergency
Assistance and ’
Institutional Incentive $0 $0 $0
Funding
Securing State Matching $0 $0 | $0
Funds , A
Reporting $0 $0- $0
Total Obligation $0 | $242;500252,500 ;| $365;100 390,100
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STATE OF MINNESOTA
INTERAGENCY AGREEMENT

This agreement is between the Minnesota Department of Education (MDE), 1500 Highway 36 West
Roseville, MN 55113, and the Minnesofa Office of Higher Education (OHE), 1400 Enelgy Park Drive, Suite

350, St. Paul, Minnesota 55108

1.

- Agreement
Term of Agreement
1.1 Effective date: Upon execution, the date the State obtains all required signatures under Minnesota
Statutes Section 16C.05, subdivision 2.
1.2 Expiration date: June 30 2021, or until all obligations have been satisfactorily fulfilled, whichever
* ocours first

Scope of Work
This document represents an agreement betweeri MDE and OHE for the purpose of fulfilling Executive

Order 15-14 directing implementation of the Minnesota Continnity of Government Plan at either agency’s
office. Specifically, this agreement represents the Continuity of Operations Plan (COOP), for the
continuation of state essential functions under all circumstances if an emergency arises for either state

agency.

2.1.Eithet agenocy, MDE or OHE, will:

2.1,1, Provide contacts available twenty-four (24) hours per day, seven days per week, to atrange either
state agency access to space at the other state agency’s office after hours, on weekends, or on
holidays in the event of a disaster,

2.1.1,1. MDE has approxitately 30-40 staff that would need accommodations and OHE has
" approximately 10-15 staff that would need accommodations,

2.1.2, Accept a phone call from mutually agreed upon pesson(s) listed as Authorized Representative(s)
for either state agency as an official notification/declaration of an emergency,

2.1.3. Provide access to training and/or conference rooms at either MDE, located at 1500 Highway 36
West, Roseville, MN 55113, or OHE located at 1400 Energy Park Drive, Suite 350, St. Paul,
Minnesota 55108 within 24 houx of a declared disaster,

2,1.3.1. The summary information on MDE’s available spaces is indicated in Attachment A, which -

is attached and incorporated into this agreement.
2,1.3.2, The building layout for OHE is indicated in Attachment B, which is attached aud
incorporated into this agreement.

2.1.4, Provide access to respective MDE or OHE agenocy staff to non-public areas of the buﬂdmg upon
completion of applicable security agreements for building access badges.

2.1.5. Coordinate between MDE and OHE to conduct a building familiarization walk-through at MDE
and OHE within 90 days of the execution of this agreement and upon notification of and
approval from both agencies authorized representatives,

2.1.6, Coordinate with MDE and OHE to conduct up to fwo 12-hour training exercises at both agencies

~ each year in order to test this business continuity plan: The parties® authorized representatives
and/or delegated representatives will coordinate the training exercises in order to minimize
disruption to both agencies,

2.1,7. Agencies may test their ability to utilize the network conneotivity with 30-day notification of and
approval from either agencies’ authorized representative(s) to schedule the iise of these rooms,

2.1.8. OHE may conduct up to two 12-hour training exercises at MDE each year in order to test the
OHE business continuity plan. The parties’ authorized representatives and/or delegated
representatives will coordinate the training exercises in order to minimize disruption to MDE and
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adequately test the OHE plan.
2.1.9. MDE may conduct up to two 12-hour training exercises at OHE each year in order to test the
MDE business continuity plan. The parties® authorized representatives and/or delegated

representatives will coordinate the training exercises in order to minimize disruption to OHE and

adequately test the MDE plan,

3. Secondary Plan

In the event the disaster impacts both agencies’ offices space, suppoit services at MDE will fizst be
dedicated to MDE’s operations and priorities and OHE will first be dedicated to OHE’s opetations and
priorities. Assistance to OHE will be provided when MDE opetational needs have been met and resources
become available to provide access to OHE.,

4. Internet Access and MN.IT Services

4.1 OHE will supply and support its own devices, workstations, and equipment while at MDE, To enable the
site, OHE will require;

4.1.1  Wired, throttled VLAN connectivity (at least 10MB/s constant bandwidth) for approximately
10-15 on site staff, including assistaice in configuring VPN setvices, MDE wireless network
access and passcodes provided as available,

4.1.2  OHE will contract with MNLIT as needed for any additional Information Technology (IT)
services,

4,2’ MDE will supply and support its own devices, workstations, and equipment while at OHE, To enable the

site, MDE will require: .

42,1 Adequate wired internet connectivity (at least 10MB/s constant bandwidth) for approximately
30 staff, including assistance in configuring VPN services.

422 MDE will contract with MNL.IT, as needed for Information Technology (IT) services.

4.3 Additional specifications are contained in the MN,IT Services SLA and Continuity Plan documents by

reference.

Consideration and Payment ,
5.1 The consideration for this agreement is not monetary; instead it is the mutual promises of the parties

contained herein, In the event of an actual business distuption incident requiring either agency to use the
space at the other agency’s location identified in Attachments A & B, which are attached and
incorporated into this agreement, each agency will be responsible for managing its own costs.

5.2 Nothing in this agreement obligates the other party to commit of transfer any funds, assets, or other
tesources in support of projects or activities between the two parties, It is specifically agreed that neither
party shall be responsible for costs or expenditutes incurred by the other in the conduct of the programs
contemplated hereby, except as expressly provided in this agreement. Reasonable costs associated with
activation related to employee labor, contracted vendors (i.e. telecommunications, cabling, furniture
configurations, video conferencing, equipment purchases to meet REQUESTING AGENCY needs, stc.)
will be borne by the REQUESTING AGENCY,

5.3 Should it become necessary to occupy MDE space for a period of time exceeding thirty (30) days, MDE
and OHE authorized representatives will discuss costs that may be involved with continued use of MDE
assets, Should costs be incurted by MDE, an amendment to this agreement would be required.

5.4 Should it become necessary to occupy OHE space for a period of time exceeding thirty (30) days, OHE
and MDE authorized representatives will discuss costs that may be involved with continued use of OHE
agsets. Should costs be incusrred by OHE, an amendment to this agreement would be required.

Authorized Representatives .
The following persons will be contact(s) for all matters concerning this agreement. If any of the identified

contacts of their contact information changes during the course of this agreement, notification must be
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provided to the other agency within one wotking day.

Minnesota Department of Minnésota Office of Higher MNJIT
. Edueation Education
Authorized Charlene Briner, or her Timothy Geraghty, or his Matthew Porett, or his
Representatives | successor successor - suceessor -
and Deputy Commmissioner Chief Financial Officer Chisf Information Officer
Primary .| Worl: 651-582-1145 Work: 651-259-3950 Work; 651-582-8804
Contacts; Cell: 952-456-1282 Cell; 651-319-1035 Cell: 651-271-8443
‘ Charlene. Briner@stateann.us Home: 651-459-6790 Matthew.Poiett@state. mn.us
Timothy.Geraghty@state.mn.us :
Authorized Denise Anderson, or her Diane O'Connor, or her James Kauth, or his successor
Representatives | successor successor MN.IT Operations Supervisor
“and Chief Financial Officer Deputy Commissionet Work: 651-582-8533
Primary : Worl: (651) 582-8560 Work; 651-259-3922 Cell: 612-202-9740
Contacts: Cell; 651-208-0748 Cell: 612-718-4312 James, Kauth@state.mn.us
Denise.Anderson@state.mn.us | Diane.OConnor{@state.mn.us ‘ -

7. Amendments

Any amendment to this agreement must be in writing and will not be effective until it has been executed and
approved by the same parties who executed and approved the original agreement, or their successors in

office.

8. Liability

Both agencies’ employees shall adhexe to all statewide policies and procedures as published by and
available on Minnesota Managetment and Budget’s website, OHE employees shall adhere to MDE’s
Emergency Action Plan, Attaclment C, which is attached and incorporated into this agreement. MDE will
provide OHE the most current Emergency Action Plan upon its implementation. Each party will be
responsible fot its own acts and behavior and the results theteof,

9, Termination

Either party may tetminate this agreement at any time, with or without cause, upon 30 days’ written notice

to the other party.

i, STATE ENCUMBRANCE VERIFICATION
Individual certifies that finds have been encumbered as
requived by Minn. Stat, §§ 16A.15 and 16C.05,

Signed: QWLLM A Diss
Date: S—ep* . " 1ol
BDuiPT Contruck #* WSOLY
2. MINNESOTA OFFICE OF HIGHER EDUCATION
7%,
By:

(With delegated authori}) )
Title: CFo

Date: Q/quDIE
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Attachment A
MDE’s general building information

Continuity 6f Operations Plan (COOP) for both MDE and OHE

Type of Service - . Corifisiiration & 4 EquipmeéntNeedetd: % Restrictions: 7 . - MDE Coxtact

Conference Room Capacity for up to 25 Table, Phone, Screen MDE Autherized
people Projector . Representative(s)

Conference Room Capacity up to 12 people | Table, White Board MDE Authorized

. - Representative(s)

Room Capacity for at least 18 MDE will assist in providing a designated | MDE Authorized
employees with work . | workroom. Representative(s)
stations . )

Room Capacity forup to 5 MDE will assist in providing a designated | MDE Authorized
employees with work workroom. Representative(s)
stations

Training lab with 12 — Training Labs with 12-14 | Training Labs H-2 or | Use of MDE training Labs may be MDE Authorized

14 workstations Workstations H-3 (either holds up to | scheduled in increments of up to three Representative(s)

14 workstations) ‘continuous days. Previously scheduled and, Director of
MDE events shall ot be supplanted. Communications Division
Parking Space for 25 vehicles Parldng Passes OHE Employees may park in spots MDE Authorized
reserved for visitors. OHE Employees Representative(s) and,
should not use staff parking spaces. Security (parking passes)

Building Access .| Security Passes OHE Employees must have OHE State MDE Authorized

Jdentification to obtain a Security Pass. Representative(s) and,
Security passes may only be used by the HR (building pass)
person assigned to the pass.

Continuity of Operations Plan (COOF) Interagency Agreement 4
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Aftachment B

OHE’s Office Layout

Wast Elovator & Restrooms

Minnesota Office
of Higher Education

Staff & Printer Map
Updated; July 11, 2016
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Attachment C
MDE’s Emergency Action Plan
Introduction
This plan is designed to provide guidelines for responding to emergencies within the Depattment of Education (MDE).
Remember, not all emergencies fall within the parameters of a defined plan; sometimes individual judgment wilt be your
best guide. Your preparedness, awareness and self-discipline are keys to an orderly and safe emergency response.

This plan is designed to provids the employees of MDE with the basic principles and procedures that should be used in the
event of an emergency. The plan will provide;

» A chain of command to disseminate information and coordinate anthority in time of emetgency.
»  The mechanism for training selected personnel in emergency procedures.

*  An organized routine for evacuating all or part of the building, |

e A list of alternative ideas and procedures to assist in the orderly handling of emergencies.

General Duties of Emergency Personnel

- Security Officers

»  Provide continuity of emergency administration within MDE,

¢ Primaty authority for emergencies tequiting medical, fire, or other assistance nat contamed within the individual
units, divisions or buildings.

Building Emergency Director, Human Resources

s Primary authotity for developing and mamtammg the MDE bullding emergency plan, procedmes and
communications network, :

s  Primary abthority for fire safety and evacuation requirements of the MDE building,
¢ Primary authority for issuing emergency and smergency-related information to MDE staff,

Building Emergency Coordinator: Tammy Funk, Human Resources

"« Ensure that Emergency Monitor positions are always filled.

¢  Schedule meelings of Emergency Monitors and relay information pertaining to emergency routines ot special
instructions,

»  Bnsure that the testing and checking of emergency equipment is completed accor dmg to building safety
regulations.

»  Address issues related to emergency procedures for persons with disabilities by ensuting that employees have the
opportunity to inform the agency of any special needs they may have,

»  Ensure that the Bmergency Action Plan is kept current and distributed to all employees,

Continuity of Operations Plan (COOP) Interagency Agreement 6
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.

Ensure that Bvacuation Route Maps are kept current and posted within MDE,
Schedule periodic practice drills for evacuation and relocation procedures,

Assist the Building Emergency Director in emergency situations,

Emergency Monitors

.

Serve as a contact person for their area in the event of an emergency. Attached to this plan is a current list of
Emergency Monitors,

Assist the Security Officers during medical emergencies by keeping the immediate area clear of onlookers.
Help to maintain clear aisles and stairwells during regular working hours as well as period of emergency,

Keep employees in their area informed of safety procedures.

Maintain an up-to-date roster of the employees they are responsible for and be able to account for those employees
during an emergency,

Identify and inform staff of evacuation routes and relocation areas. Designate a meeting site for employees, -

Be aware of persons with disabilities in their area and ensure they have designated “Buddies” and a plan for
evacuation/relocation,

Assist with evacuation/relocation procedures by ensurmg all individuals in their asmgncd area have safely
gvacuated/r elocated

Communicate any issues with evacuation/relocation procedures to the Building Emergency Coordinators.

“Buddicsf’ for Persons with Disabilities

»

Employees with disabilities will make the determination about how they want to be evacuated and will select two
“buddies” to provide assistance to them during an emergency.

Employees with disabilities and their “buddies” should form a plan to meet in a specific atea of the workplace for
all emergencies to eliminate lost time spent looking for each other bafore actually evacuating the area,

Employees

Respond to emergency situations in a calm and orderly fashion.

Familiarize yourself with the location of all exits from the building, Evacuation Routes are posted in vati ious
locations throughout the building and posted in the Operations Manual on the Infranet website.

Move as quickly as possible to the pr e-assxgned meeting site during evacuation or relocation.

Emergency Procednres

7 Medieal

If the situation is life threatening, designate someone in the area to call 911 (9-911) immediately, Send someone to the
Main Lobby to guide the emergency personnel to the location of the emergency.

If the situation is not life threatening, call the Lobby desk at 651-582-8625 and provide the following details:

Continuity of Operations Plan (COOP) Interagency Agreement 7
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»  The exact location in the building where the medical emergency'is taking place,
» The symptoms of the victim,
*  Your name and call back number,

+  Any other requested information,

The Security Officet will determine whether emergency petsotinel need to be notified and will notify Human Resources of
the emergency.

Support the victiin’s medical needs,

* For injury, do not move the victim; try to keep the victim still,
*  For the locations of the neatest first aid kits refer to the sighs posted by the storage cabinets.

If the emergenoy is due to a workplace injury, a First Report of Injury must be completed by the supervisor and forwarded
to the Workers’ Compensation Cooydinator,

Severe Weather Warnings

Notice of weathet-telated threats (e.g, tornadoes, severe storms or blizzards), will usually be initlated by the National
Weather Service (NWS), Both the NWS and local radio broadeasts are monitored by the Security Officers, the Building
Emergency Director and Coordinators, and designated Emergency Monitors,

s The Building Emergency Director will assign desighated Emergency Monitors to monitor weather conditions.

“+  Once they become aware of severe weather conditions they are fo stay tuned to the emergency weather radios to be
aware of curtent conditions and be prepared to assist in the relocation of staff.

'

*  The Building Emergency Director is responsible for determining the need for relocation of all employees and
. visitots to safe areas, This decision will be communicated by an urgent e-mail message sent to all agency

smployses.

e Once an emergency warning to relocate is issued within the building, the Emergency Monitors are responsible for
ensuring that this warning is communicated to staff and conference room participants located in their designated

area,
o The Security Officers ave responsible for notifying staff and visitors in Conference Center B.

»  Employees should proceed to an interior area of the building. Suggested areas in each patt of the building are
intetior offices; conference rooms; restrooms; cotridors and enclosed stairwells,

« In the EAST BUILDING on the lower level, the southern wall area (towards the front of the building) and the
hallway areas by Conference Room J-1 would be the most protected.

« Inthe WEST BUILDING the Kitchen, Wellness Center, Sick Room, Distribution Center would be the most
protected ateas.

s In CONFERENCECENTER A, the hallway area near Conference Room-12, Kitchen, Wellness Center, Sick Room
and Distribution Center or the conference rooms that do not have windows.

e In CONFERENCE CENTER B, the lobby area away from the entrance doots, or confer ence rootns that do not
have windows would be the most protected areas.

Continuily of Operations Plan (COOP) Intetagency Agreement 8
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» Due to the possibility of flying glass or debris, ‘the atrium areas should be avoided. Elevators should not be used
because of possible power outages,

¢ When the weather threat has passed, the Building Emergency Ditector or a2 Department Emergency Coordinator
will issue the “all clear” and normal operations may resume,

s In the case of winter storms, all employees are asked to monitor WCCO-Radio, 830 AM,
»  The closure of state offices will be announced on the radio prior to shift start times,
»  Closure after the start of the shift will be announced by the Building Emergency Director.

»  Emergency Monifors should ensure that deaf emiployees are made aware of the closure of state offices (e.g., ensure
that deaf employees have made arrangements with their supervisor, “buddies,” relatives or friends to be contacted
through the use of the Minnesofa Relay Service at (800) 627-3529 or some othet means).

Bomb Threat
If you receive a bomb threat, ask questions and attempt fo determine:
"o The location of the bomb,
* Time set for detonation.
» A description of the bomb.
s What type of explosive it is.
+ Why the bomb was placed. )
e Who placed the bomb (ask for the person’s name or group).

Pay attention to; ' l‘ ' A
»  Background noises such as music, people talking, cars or trucks, airplane, children or babies, machine noise,

typing, ete, -
e Voice of the caller to help identify gender, age, whether under the influence of drugs or alcohol, etc,

*  Once you have received a threat immediately call the Main Lobby Security Officer at 651-582-8625, or
Conference Center B Security Officer at 651-582-8516 to report the information you have obtained.

» Ifnecessary, the Building Emergency Director will determine the need to evacuate the building. This
determination will be communicated by an e-mail message to all employees to immediately evacuate the building,

Fire
Ifyou see fire or smoke and no alarm has been sounded, immediately call the Lobby desk at 651-582-8625 and report the

location and nature of the fire, The Security Officer will then initiate the fire alarm,
When the building fire alarm sounds, follow these procedures,

e Immediately evacuate via the nearest emetrgency exit, Do not use elevators, Do not try fo refurn to your office.

¢ Close all doors,

» Emergency Monitors are to assist with evacuation and ensure that all individuals in their assigned area bave safely
evacuated,

Continuity of Operations Plan (COOP) Interagency Agreement 9
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¢ “Buddies” ate to ensure that employees with disabilities ave aware of the emergency and will provide assistance to
thern in evacuating the building,

e The Building Emergenoy Director or Coordinator will issue an all-clear when informed by the fite department,

Building Security

Building Security Officers ate available during the following hours:
Monday through Friday, 6 a.in.- 6 p.m.
Main Lobby Security Officer: 651-582-8625
Conference Center A Security Officer: 651-582-8762
Conference Center B Security Officer: 651-582-8516

Continuity of Operations Plan (COOP) Interagency Agreement 10
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INTERAGENCY AGREEMENT FOR WORK AREA

“This dopurivent represents an agreement between the Offjce of Higher Eduecation; hereinafter reforred to as-the

PROVIDING AGENCY and the Minnesota State Lottery, heremaﬁet‘ referred 1028 the RE QUEST]NG AGERQY for

the purpose of settmg forth terms and Sonditions that.apply 10 providing training and/or conferetice rooms for use ag

work arsatecovery.

1.

RESPONSIRILITTES OF THE PARTIES: The two.parties recognize that-the implementation of any: agreed upen'
activity will depénd upon the-interests.and availability of spaces and other resources, The- work arsas will be:
available to the REQUESTING AGENCY until other more permanent work areas can be identified and setup,

A,

The PROVIDING AGBNCY agrees.io provide access to training vooins, confererieé rooms, computer labg and
equipnient resources jfavaildble including: workstitions and computers and network-acesss, n the buﬂdmg
located ar 1450 Energy Park Drive, Suite 350, St. Paul, MN 55108~5227, ag.available i the eventof d ndjor
interruption for continuity-ofoperations and. work area recovery within'24 hotrs after the REQUESTING
AGENCY déclares adisaster. The REQUESTING AGENCY decfares. a disasterfor the divisions within
REQUESTING AGENEY, ns follows:

Minnesota.State Lottery Fayroll Staff’

For the ptrposes of this agreement, a disaster of major sork mtemxgtmn isdefined

s any interruption that wouki refifer the Minnesafa Staté Lottery headquarters facility unusaple foran
ektended period of time, dssrupts typicdl normal operations, and hinders the ablity of the Departmentto
deliver.crifical priority services to the state.

(CONTACTS: PROVIDING AGENCY shall appoint ¢antact personnel whi will accept’a phone call froma
mutually agreed-upon person from the REQUESTING AGENCY as an official fotification/declaration of a
disasfer. The pérson calling Wwilt provide their name, pliofie nithber and the nafueg of the incident. PROVIDING:
AQGENCY sgreesto have contaet sfaff available 24 hours/day, seven daysfweek. T Tse f‘o]lowmg persons-wiil bethe.
primaty contact(s) for all mafters congerning this agréement,

PROVIDING AGENGY , REQUESBTING AGENCY.
Tim Geraghty, Chief Tinancial Officer Carrie Nelson, Secutity Analyst
651-259-3950 (Work) 651-635-8258 (Work)
651-319-1035 (Cell) ~ 68 1—635~8255 (Guard Station)
612-642-0675 (Fax) 651=592-3849 (Cell)
(Name/tlﬂe) , ‘Anton Townie, CISO
{(Work) 651-635:8212 (Work)
(Home) 651-635-8253 (Guard Station)
Cell}y . ___ 651-785-6425 (Cell)

. 'The PROVIDING AGENCY representative will then begin preparing the site(s) for the REQUESTING

AGENCY with guldancs from the REQUESTING AGENCY.

The PROVIDING AGENCY shall provide access to REQUESTING AGENCY staff to-non-public areas df the
building upon completion of applicable informiation security confidentiality agreerents,

To the extent feasible, the PROVIDING AGENCY shall provide supportio the REQUESTING AGENCY.

Tn the event the disaster xmpacts both the PROVIDING AGENCY and the REQUESTING AGENCY, space
and support services will be, de,du:ated firgt to the- PROVIDING AGENCY operations gnd prioridies. Assistance
fo the REQUESTING AGENCY will be provided when PROVIDING AGENCY operational needs have begh
met and resourees become available,




BFFECTIVE DATES: T hxs agreethent is effective upori the date it s szgned by hoth parties and will antomatically
renéiv on July T of every year, unless one of the parties indicates by written notics to the other parties not Jess than
thirly {30) days prior to Jaly 1 that it does not intend to renew,

'INTERAGENCY AGREBMENT AUTHORIZATION: Pursuant to Minnesota. Stamtes 1992, Section 471 .59,
Sedtions 16B.48, subd. 2(7), REQUESTING and PROVIDING AGENCIES are authorized fo anter. into
" interagency agtedments.

AMENDMENTS: Any amendments to-thls. agreement will be In writig and will be executed by | the same parties
who-executed the original agreement, or their successors'in office,

CANCELATION: The parties may cancel this agreement. at ahy time, with or- without gavse, npon thirty (30) days
wiitten noticé-to the oflier party.

FACILITIES AND SERVICES TO.BE PROVIDED: The PROVIDING AGENCY shall provide the
following at the Work:-Area Recovery Site:

A. Room Needs;
= Capacity for up 10,2 persons (Humbers will viry based on lécation of mcxdent)
»  Confererice fodm space

B. Se‘burity Needs: PROVIDENG AGENCY will work with thie REGUESTING AGENCY to meet thelr security
tizéds

C. Technology and Support Needs?
YOI phones if available
#1 PC
.Access to varions printer / fax / copier models
- Access to SWIFT application
Electrical capdsity, for personal cormputers and piiniters.
Allow cellular phone use.

b ¢ ¢ ¢ o &

D. General Needs:
»  Access to theardag of the building whem the alternate work areas are located, and will provide badges or
- door keys to the REQUES’I’ING AGENCY:to secureflock the work ares provided.

- ‘Willallowonly REQUESTING AGENCY authorized personnel into work areas designated for-use by the
REQUESTING AGENCY.
‘Proyide-aceess to restroom and cafeteria

»  Access to available parking

v Tothe extent feasillé and so as not to distupt fiorrnal business fimetions, the PROVIDING INSTITUTION
mdy provide any othér availablé public or non-réstricted work areas and operational support the.
REQUESTING AGENCY(S) may. need during the disaster.

E. Other Needs and Consideratians:

TESTING; The PROVIDING INSTITUTION, as mutually agreed with the REQUESTING AGENCY, shall allow

for-one test—up o six {6) hours in duration to pérform test récovery per year. Tfmore test lime is needed, the

PROVIDING INSTITUTION will iry to accommodate the request The PROVIDING INSTITUTION wiil require

30 day notification for use of the confersnce room(s) or oftier space in réomis) that at a time-in when the room(s)
are available to be scheduled fortesting by the REQUESTING AGENCY.

COSTS: The consideration for this agreement is not monetary; jnstead it is the mutual pfomxscs of the parties
contairied herein. Each institutidn will be résponsible for managing its own costs, Nothing in-this MOU obligates
ttie other party to comnmil or transfer any fuids, aSsets; ar 6thef Tesources In support of projects or activitics
between the twb parties, It is.specifically, ngreed that neither party shall betesponsible for costs or expenditures
inesrred by the other in the cohiduét of the programs coritémplated hereby, exceptas expressly provided in this




contracted vendors {ie. telecommumcamons cabhng, fumlture conf‘ gurations video conferencmg, equipment
purchases to meet REQUESTING AGENCY(S) needs, etc.) will be horne by the REQUESTING AGENCY.

10. LIABILITY: Each party will be responsible for-its own acts and the résults thereof to the extent authorized by law
and shall not be responsible for the acts of the other party and the results thereof. The PROVIDING INSTITUTION
and the REQUESTING AGENCY's lighilities shall be. governed by the provisiong of the Minnesota Tort Claims
Act, Minn. Stat. § 3,736, and other applicable law.

11. GENERAL TERMS:

A

C.
- advertisement without the express written approval of the other party of this MOU.
D.

To the extent that the 1mplementatxon of any agreed upon activity tequires an-additional commitment of
TE50ULCes, personnel equ ipment and/or supphes a supplementary agreement must be negotiated and approved
by the two parties in writing, as an addendum to this MOU, before work onany of the projects can commence,
This MOU is not infended to, and does not create any right, benefit, or trust mspcnsxbxhty, substantive or
procedure, enforceable at law or equity, by either party its officers, employees, of agents against the other
party, its officers, employées or agents. Nothing in this MOU is intended or should be construed as creating
the relationship of co-partners, joint ventures, or an association among the pames, nor shall any party, its
employees, agents, students or representatives be considered employees, agencies or represéntatives of any

other party.
Neither party will use the name of the other, either expressly or by implication, in any publicity, so xcxtatron or

Neither the PROVIDING INSTITUTION nor the REQUESTING AGENCY shall, in‘connection with this
MOU, discriminate on the basis of race, religion, creed, color, sex, national origin, disability, age, marital
status, public assistance status, veteran status, or sexual prientation.

SIGNATURES: IN WITNESS WHEREOF, the parties have caused this MOU to be duly executed intending to be
bound thereby APPROVED:

PROVIDING AGENCY
(_(9H £ )STATEOF MINNESOTA

ij;j My g/bwéﬁ\"

. Authorized PROVIDING Repres)entatzve - ,Authorgg:ed REQUESTING Representatwe

Title

Date

CFO____ | S e [ S0

3};‘-’2!/%5? Date fﬁg,/ﬁ:{i/‘%/i%
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Introduction

Service Level Agreement

A service level agreement is a negotiated agreement that records the common understanding
about services, priorities, responsibilities, guarantees and warranties between two parties,
where one is the customer and the other is the service provider. The purpose of the
Comprehensive IT Service Level Agreement (Agreement or SLA) is to spell out the relationship

and expectations of the consolidated executive branch IT organization — the Office of MN.IT
Services — and each of its individual executive branch agency customers.

Documenting a Cooperative Relationship

The SLA is, by nature and intent, the articulation of a vital cooperative relationship between
information technology and the state government business that it serves. It is a living document
that serves as a tool for defining expectations, roles and responsibilities, processes and
procedures that will help the very diverse and complex executive branch function successfully
within a centralized IT environment.

The goal of this document is to:

« Define services in terms that make sense to the customers

< Match the dollars, currently budgeted by the state agency for information
technology with the services currently received from MN.IT Services

< Identify the processes by which agency business leadership can, with help from
MNLIT Services, make business decisions and set priorities for information
technology

« Clarify roles so that agencies know what IT delivers and who does what

« Quantify metrics and accountability so that agency business leadership knows that
the documented expectations are being met.

To reinforce the nature of this Agreement as a planning tool and a covenant between two
entities that co-exist under the jurisdiction of the executive branch and the leadership of the
Governor of Minnesota, this Agreement is a document that requires neither a signature nor a
“lock” on its content.

While the Agreement documents a set of expectations and warranties by which the individual
agency customers can measure MN.IT’s service performance, it is also — more importantly - a
vital planning tool for the agencies to set priorities and work with MN.IT Services in order to
establish services and systems that have a high business value and meet the ever- changing
program needs of the agency and its citizen customers.

MN.IT SERVICES: Information Technology for Minnesota Government



COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

For MNL.IT Services, this document represents an opportunity to articulate and confirm its
understanding of agency needs and expectations. It also serves as a baseline by which MN.IT
can normalize and standardize roles, service levels, budgets, processes and procedures
among its agency-based offices. It also allows the organization to identify centers of
excellence, investment priorities, gaps and issues, and opportunities for leveraging resources
and economies of scale.

In sum, this Agreement serves as the primary tool for an ongoing cooperative
relationship that promises effective information technology management and enhanced
government innovation to meet complex agency business needs in the decades ahead.

Substantiating Documentation

MN.IT Services intends to use five documents as the foundation for the direction of the State’s
IT program and the parameters of the Agency’s goals and service management practices:

« This comprehensive Agreement focuses on the “nuts and bolts” of agency
expectations and service accountability.

« The State of Minnesota Information and Telecommunications Systems and Services
Master Plan that articulates the higher-level business goals and ambitions for
technology at the State.

- The Agency Centralized IT Reference Model that sets the foundational direction for
agency-based service delivery and customer relationships and facilitates MN.IT
Services’ ability to deliver consistent IT services and maintain accountability and
responsiveness to all agencies, regardless of the diversity of business, resources
and physical location.

- The Minnesota IT Governance Framework, that outlines the governance processes
by which IT direction and priorities are set and how agencies participate and provide
input.

« The MNL.IT Services Tactical Plan, which details the goals and milestones of a multi-
project effort to optimize IT services and maximize efficiencies in order to better service
its customers.

MN.IT SERVICES: Information Technology for Minnesota Government
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Copyright (¢) 2012 Minnesota Office of MNL.IT Services. Please distribute with caution; this document
may contain not public data under Minnesota Statutes chapter 13, including possible security

information pursuant to Minnesota Statutes section 13.37, and is also copyright protected. Upon
receiving a third-party request, including those pursuant to the Minnesota Government Data Practices Act
(Minnesota Statutes chapter 13), immediately contact MN.IT Services.
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Office of Higher Education Service Agreement

Introduction

The aim of this Agreement is to provide a basis for close co-operation between the Office of
MN.IT Services (MN.IT) and Office of Higher Education (Agency), for support services to be
provided by MN.IT to the Agency, thereby ensuring timely, cost effective and efficient
support services are available to Agency end users.

The primary objective of this document is to define the service delivery items that will govern
the relationship between MN.IT and the Agency. The SLA documents the required
business facing information technology (IT) services that support the existing Agency
business processes at the existing service levels. This SLA determines the IT service
delivery performance baseline from which any desired future changes will be negotiated.

This SLA, and all appendices which are incorporated herein by reference, supersede in their
entirety any previous agreements between the Office of MN.IT Services and the Agency
relating to Laws of Minnesota 2011, First Special Session chapter 10, article 4 (the IT
Consolidation Act). This SLA is authorized by and implements the requirements set forth in
the IT Consolidation Act. This SLA is intended to serve as a transitional agreement
delineating the parties’ responsibilities until superseded by future amendments.

For purposes of this SLA, “information technology” is defined as the acquisition, storage,
communication, and processing of information by computers, telecommunications,
applications and other software. This information includes, but is not limited to business
data, voice, images, and video. IT provides businesses with business process automation,
productivity tools and information delivery services to help execute the business strategy.
Specific components of IT include, but are not limited to, all enterprise and agency-specific
(unique) applications (business application software and related technical support services),
system software, networks, databases, telecommunications, data centers, mainframes,
servers, desktops and monitors/laptops/mobile computing devices, output devices such as
printers, electronic mail, office systems, reporting, and other standard software tools,
helpdesk, upgrades, security and continuity, and maintenance and support of these
systems.

The success of this SLA and the cooperative relationship created is dependent on each
party understanding and fulfilling their responsibilities and generating an environment
conducive to the achievement and maintenance of targeted service levels.

MN.IT SERVICES: Information Technology for Minnesota Government
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Objectives of Service Level Agreements

e« To create an environment that is conducive to a cooperative relationship between
MN.IT and the Agency to ensure the effective support of end users who conduct state
government business

e To document the responsibilities of all parties taking part in the Agreement

e To ensure that the Agency achieves the provision of a high quality of service for end
users with the support of MN.IT

o To define the start of the Agreement and the process for reviewing and amending the
SLA

e To define in detail the services to be delivered by MN.IT and the level of service and
anticipated costs that can be expected by the Agency, thereby reducing the risk of
misunderstandings

e To provide a common understanding of service requirements/capabilities and of the
principles involved in the measurement of service levels/objectives

e To provide the parties to the SLA a single, easily referenced document that addresses
the objectives as listed above

Agreeing Parties

The Office of MN.IT Services (MN.IT)
Office of Higher Education (Agency)

Agreement Schedule

Start Date: July 1, 2012

Review Process

This Agreement will be reviewed no less frequently than annually on a mutually agreed upon
date, by the Agency and MN.IT. The review will include an evaluation of the services
provided and service levels required by the Agency as of the date of the review. To the extent
reasonably necessary to meet the business needs of the Agency, the parties to this SLA agree
to use best efforts to amend the SLA to change and update the Agreement to reflect the
Agency’s business needs.

MN.IT SERVICES: Information Technology for Minnesota Government
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Contact Details

The following contacts are responsible for the monitoring and maintenance of this Agreement.
Please refer to Section 2 for how to make operational requests.

Name Phone Email address
Agency Primary Diane O'Connor 651/259-3922 diane.oconnor@state.mn.us
Contact:
MN.IT Services Matthew Porett 651/582-8804 matthew.porett@state.mn.us
Contact:

Responsibilities

MN.IT and the Agency will establish a cooperative relationship to achieve efficiencies and
improve the delivery of technology services in state government and to citizens, in which
MNL.IT will act as the IT service provider and the Agency will act as the customer.

In consideration of the mutual promises set forth in this SLA, MN.IT and the Agency agree to
all terms in this SLA, including as follows:

In conjunction with state agencies and others stakeholders, MN.IT will establish and maintain
a formal governance process (Minnesota IT Governance Framework) that includes agency
business participation and incorporates agency input into overall IT strategy and direction.

All Agency-based IT-related employees are accountable to the Agency-based chief
information officer (ClO) and, through the Agency-based CIO, report to the State CIO or
designee. All Agency-based IT-related employees are MN.IT employees, but the Agency will
continue to provide a portion of the support services, as agreed upon and as needed.
(Hereinafter Agency-based IT-related employees are referred to as Agency-based MN.IT
employees.)

MN.IT reserves and may exercise, during the term of the SLA, the right to assume the salary
and other costs, provision of support services and administrative responsibility for
Agency-based MN.IT employees for the purposes of complying with the IT Consolidation Act
and improving Agency IT services, reassigned roles and/or service consolidation. Itis
anticipated that some of these changes will commence in fiscal year 2013.

MN.IT’s oversight authority includes, but is not limited to, IT-related planning activities,
budget management, purchasing, policy development, policy implementation, and direction of
Agency-based MN.IT employees. MN.IT’s oversight authority does not extend to the non-IT
portions of the Agency’s business operations.
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Pursuant to Minnesota Statutes section 16E.016, MN.IT has the authority and is responsible
for the provisioning, improvement, and development of all Agency IT systems and services
as directed and delegated by MN.IT to the Agency-based CIO. In performing these duties,
MN.IT will take into consideration all of the Agency’s concerns and requests, as reasonably
required to address the Agency’s business needs.

All IT-related funds remain under the control of the Agency for accounting and administrative
purposes, and MN.IT will direct and delegate authority for the management of those funds to
the Agency-based CIO. All IT-related resources, regardless of funding source, constitute the
Agency budget for IT (IT Budget). The Agency’s total IT Budget includes, but is not limited
to, budgets/funds for: Agency-based MN.IT employee salaries and fringe benefits; IT-related
hardware, software, equipment, and asset maintenance; IT-related space rental,
maintenance, and utilities; and IT-related professional internal and external services and all
other IT-related contracts. The IT Budget includes, but is not limited to, the resources
supporting the Agency IT-related activity or service components in all Agency divisions or
units. The IT Budget will be considered to constitute the full and complete Agency budget for
all IT activity at the Agency. The IT Budget does not include Agency resources that are
outside the IT Budget.

MN.IT, through the Agency-based CIO and in consultation with the Agency, and the Agency
chief financial officer (CFQO), agrees to manage existing Agency-based IT resources
consistent with this SLA. MN.IT intends to comply with all legal restrictions and requirements
on those resources, if any.

MNLIT Services Roles and Responsibilities

MN.IT will exercise all authority and responsibilities in a manner that assures the best interests
of the State and the Agency it serves while meeting the intent of the IT Consolidation Act as
interpreted by the State CIO.

MN.IT is responsible for:

e Managing all IT strategic planning and establishing the State’s IT direction in the form
of policies, standards, guidelines and directives.

¢ Developing and determining delivery strategies for all executive branch state agency IT
activity and services consistent with the Minnesota IT Governance Framework.

¢ Managing IT resource deployment at the executive branch level based on strategic
planning, service delivery strategies, Agency and executive branch business needs
and legal restrictions and requirements on IT resources and IT resource funding.

e Performing human resources services for the Agency-based MN.IT employees. MN.IT
Human Resources (HR) has authority with regard to IT related employment including,
but not limited to, transactions, classification, compensation, staffing, labor relations,

MN.IT SERVICES: Information Technology for Minnesota Government
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unemployment, workforce planning, recruitment, training & development, and safety &.
MN.IT HR will work closely with the agency based HR offices on employment matters
that were pending prior to this SLA.

o Delegating appropriate authority to the Agency-based CIO and providing direction and
guidance to the Agency-based CIO in Agency IT business operations including, but not
limited to, IT-related planning, budgets, purchasing, service strategy, policy
development and implementation, and personnel management of Agency-based MN.IT
employees.

o Determining responsibility, role, and compensation for the Agency-based CIO; creating
a position description, completing performance appraisals of the Agency-based CIO
and implementing performance-related measures including performance management,
in consultation with the Agency.

e Providing guidance on the roles and responsibilities of MN.IT, the Agency-based CIO
and the Agency related to the management and responses to data requests made
under Minnesota Statutes chapter 13 for Agency data or information that resides on
MN.IT-managed technology equipment. Agency data or information that resides on
MN.IT-managed technology equipment is subject to Minnesota Statutes chapter 13
and MN.IT will comply accordingly.

¢ Promptly notify Agency, through the Agency-based CIO, of a known or suspected IT
security breach of Agency’s not public data. MN.IT will work with Agency to comply
with notice and regulatory requirements under Minnesota Statutes chapter 13 and
other applicable state and federal laws, rules and regulations. MN.IT and
Agency-based CIO will work to identify the deficiency that led to the breach and to
correct, mitigate and remediate the deficiency, which may require additional resources.
Additional details regarding the requirements and coordination of IT security data
breaches are included in the Enterprise Information Security Incident Management
Standard (available on the MN.IT website).

e Working with Agency-based CIO and Agency regarding implementation of a MN.IT
employee training program to satisfy applicable federal and state requirements for
Agency data access and handling, if any. Additional details regarding the
requirements and coordination of data training are included in the Enterprise
Information Security Training and Awareness Standard (available on the MN.IT
website).

e Implementing and maintaining appropriate IT internal controls for all IT-related
business in accordance with MN.IT, Agency, and MMB policies, standards, and
guidance. MN.IT is not responsible for maintaining internal controls for Agency non-IT
related business.

¢ MN.IT, through the Agency-based CIO, intends to and will work in good faith with
Agency to comply with all applicable state and federal laws, rules and regulations.
MN.IT intends to and will work with Agency to comply with the additional
Agency-specific legal and/or regulatory requirements located in Appendix A. If the
Agency is not in compliance at the time of transition (July-August 2012) then additional
resources may be required to bring Agency into compliance.
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The Agency-based Chief Information Officer Roles and
Responsibilities

The Agency-based CIO represents MN.IT at the Agency and has delegated oversight over all
Agency-based MN.IT resources and employees. The Agency-based CIO has the authority
and responsibility to:

Manage the centralized reporting structure for all Agency-based MN.IT employees in
consultation with the Agency and under the direction of MN.IT.

Manage the Agency IT Budget, including the determination of service delivery
strategies for IT services.

Hire and manage Agency-based MN.IT employees, in coordination with human
resources personnel, including, but not limited to, managing the work direction,
selection, evaluation, reallocation, promotion, recognition, and coaching; administering
disciplinary actions when necessary; and responding to any disputes or grievances
filed by MN.IT employees.

Manage and approve all IT purchasing consistent with Minnesota Statutes Chapter
16C and other applicable laws, and in consultation with the Agency.

Represent the Agency’s strategic IT direction, planning, business needs and priorities
to MNLIT.

Comply with and implement at the Agency all MNLIT IT policies, standards, guidelines,
direction, strategies, and decisions.

Comply with and implement at the Agency all Agency policies, standards, guidelines,
direction, strategies, and decisions, unless in conflict with MN.IT IT policies, standards,
guidelines, direction, strategies, and decisions.

Report directly to and be held accountable by MNLIT for IT operational direction
including, but not limited to, IT-related planning activities, budget management,
purchasing, policy development, policy implementation and management of
Agency-based MN.IT employees.

Manage the oversight and authority for Agency IT-related activities - including, but not
limited to, performance and functionality of Agency IT systems and applications - in a
manner that supports statewide direction and policies established by MN.IT; enables
appropriate technology, methodology, and industry best practices as directed by
MN.IT; and advances the vision, mission, goals, and business needs of the Agency.
Assist Agencies, as requested, with the prompt fulfillment of requests made pursuant
to Minnesota Statutes chapter 13 for Agency data or information that resides on
MN.IT-managed technology equipment. The responsibilities of MN.IT, the
Agency-based CIlO, and the Agency related to these requests are further delineated in
MN.IT’s data practices requests guidance document (issued Jan 3, 2012, revised April
3, 2012).

Notify MN.IT of a known or suspected IT security breach of Agency’s not public data,
and promptly notify Agency of a known or suspected IT security breach of Agency’s

MN.IT SERVICES: Information Technology for Minnesota Government
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not public data. Agency-based CIO will work with MN.IT and Agency to comply with
notice and regulatory requirements under Minnesota Statutes chapter 13 and other
applicable state and federal laws, rules and regulations. Agency-based CIO will work
with MNLIT to identify the deficiency that led to the breach and to correct, mitigate and
remediate the deficiency. Additional details regarding the requirements and
coordination of IT security data breaches are included in the Enterprise Information
Security Incident Management Standard (available on the MN.IT website).

e Consult and coordinate with MN.IT and the Agency regarding implementation of a
MN.IT employee training program to satisfy applicable federal and state requirements
for Agency data access and handling, if any. Additional details regarding the
requirements and coordination of data training are included in the Enterprise
Information Security Training and Awareness Standard (available on the MN.IT
website).

e« Work in good faith with MN.IT and Agency to comply with all applicable state and
federal laws, rules and regulations. Additional Agency-specific legal or regulatory
requirements may be located in Appendix A.

All Agency-based CIO decisions made and discretion exercised pertaining to this SLA are
subject to the authority of MN.IT.

The Agency Roles and Responsibilities

In matters related to this SLA, the Agency is responsible for the following:

e Maintaining the Agency-based CIO in a role within the Agency that directly
communicates with the Commissioner, Deputy Commissioner, or equivalent
incumbent.

¢ Including the Agency-based CIO as a regular attendee of Agency executive team
meetings to provide IT-related reports and ensure that the MN.IT IT strategy supports
the business needs of the Agency.

e Communicating with the Agency-based CIO regarding all important Agency IT
developments.

e Affording the Agency-based CIO with the authority appropriate to an Agency employee
that will enable the Agency-based CIO to manage the IT Budget on the Agency’s
behalf in cooperation with Agency. This includes, but is not limited to, Agency IT
purchasing authority.

e Determining and communicating new service requirements to the Agency-based CIO
based on program needs, including, but not limited to, changes in service volumes and
IT projects, identifying funds for new services, and initiating a change to this SLA
and/or the IT Budget, as prescribed by the SLA and this Section.

¢ Providing input to the State CIO on performance appraisals and performance
management for the Agency-based CIO.

¢ Continuing to perform all financial accounting services for the Agency’s total IT
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Budget, including, but not limited to, providing the Agency-based CIO with regular
financial reporting sufficient to plan, manage and commit funding for Agency IT
services, as well as fiscal operations and functions related to the Agency-based CIO
and Agency-based MN.IT employees.

e Agency-based HR offices retain responsibility for any legal matters involving an
Agency-based MN.IT employee initiated prior to this SLA, and will work closely with
MN.IT HR.

e Continuing to perform a portion of the other administrative services, including
responding to data requests under the Minnesota Government Data Practices Act
(Minnesota Statutes chapter 13) and legislative functions, as needed and agreed upon
by the parties to this SLA.

¢ As the “responsible authority” for Agency data or information, the Agency must
respond to requests made pursuant to Minnesota Statutes chapter 13 for Agency data
or information that resides on MN.IT-managed technology equipment. The
responsibilities of MNL.IT, the Agency-based CIO, and the Agency related to these
requests are further delineated in MN.IT's data practices requests guidance document
(issued Jan 3, 2012, revised April 3, 2012).

« Notifying Agency-based CIO of any suspected or known IT security breach of
Agency’s not public data. Agency will work with MN.IT to comply with notice and
regulatory requirements under Minnesota Statutes chapter 13 and other applicable
state and federal laws, rules and regulations. Agency is responsible for providing any
required notifications under Minnesota Statutes section 13.055 and other applicable
state and federal laws, rules and regulations. Additional details regarding the
requirements and coordination of IT security data breaches are included in the
Enterprise Information Security Incident Management Standard (available on the MN.IT
website).

e Working with Agency-based CIO and MN.IT regarding implementation of a MN.IT
employee training program to satisfy applicable federal and state requirements for
Agency data access and handling, if any. Additional details regarding the
requirements and coordination of data training are included in the Enterprise
Information Security Training and Awareness Standard (available on the MN.IT
website).

e Working in good faith with MN.IT and the Agency-based CIO to comply with all
applicable state and federal laws, rules and regulations. Additional Agency-specific
legal or regulatory requirements may be located in Appendix A. If the Agency is notin
compliance at the time of transition (July-August 2012) then additional resources may
be required to bring the Agency into compliance.
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Acceptance, Amendments, and Termination

MN.IT’s provision of services under this SLA and the Agency’s use of those services
constitutes acceptance by both parties of all terms in this SLA.

Any amendment to this Section 1, Appendix A , or Appendix B, or termination of this SLA,
must be in writing and will not be effective until it has been approved by the State CIO and the
Agency Primary Contact identified above. Either party may request an amendment to this
Section in writing, with full documentation of purpose and justification.

To make a change to the IT Budget, the Agency’s CFO must provide notice, and a reason for
the change, to MN.IT’s CFO and the Agency-based CIO, and MN.IT’s CFO will consult with
MMB. A change to the IT Budget may also require a change to the SLA.

Except for Section 1 and Appendices A and B, any other changes to the SLA, including
service levels, must be in writing and will not be effective until approved by the State CIO, or
designee, and the Agency Primary Contact identified above, or designee. The State CIO, or
designee, and the Agency Primary Contact identified above, or designee, may agree to
establish a more efficient process to change the SLA (other than Section 1 and Appendices A
and B) but all changes must be in writing. A change in service levels may also require a
change to the IT Budget, which must follow the process in the preceding paragraph.

Dispute Resolution

The parties agree to cooperate with each other in the performance of the duties and
responsibilities under this SLA. Each party to this SLA will make every effort to avoid disputes
by clearly documenting communications and engage the applicable chain of command, as
necessary. If the parties are unable to reach an agreement with respect to any dispute related
to the services, terms and provisions of this SLA, the Agency’s Primary Contact and the
State’s CIO will meet to determine further action.

Liability

Each party shall be responsible for claims, losses, damages and expenses which are
proximately caused by the wrongful or negligent acts or omissions, including lack of funding,
of that party or its agents, employees or representatives acting within the scope of their duties.
Nothing herein shall be construed to limit either party from asserting against third parties any
defenses or immunities (including common law, statutory and constitutional) it may have or be
construed to create a basis for any claim or suit when none would otherwise exist. This
provision shall survive the termination of this Agreement.

MN.IT SERVICES: Information Technology for Minnesota Government
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Additional Provisions

The terms of this SLA are not meant to supersede or violate any applicable bargaining unit
contracts, state laws, or federal laws. If any provision of this SLA is determined to be
unenforceable, then such provision will be modified to reflect the parties' intention. All
remaining provisions of this SLA shall remain in full force and effect.

Law to Govern

This Agreement shall be governed by the laws of the State of Minnesota. Venue for all legal
proceedings arising out of this Agreement, or breach thereof, shall be in the state or federal
court with competent jurisdiction in Ramsey County, Minnesota.

Assignment

Neither MN.IT nor the Agency shall assign or transfer any rights or obligations under this SLA
without the prior written consent of the other party. This provision must not be construed to
limit MN.IT’s ability to use third party contractors or products to meet its obligations under this
SLA.
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Service Operations

Customer Service

Customer Relations

Agency-based MN.IT Chief Information Officer (CIO)

The Agency-based CIO has been and will continue to be an integral part of the Agency
management team and the primary agency partner for the development of IT plans and the
manager of IT solutions that meet the Agency’s business needs. Working with Agency business
leaders, MN.IT’s Agency-based CIO will plan, design, create and maintain IT solutions and work
with the Agency to meet service levels, budgets and priorities.

Specifically, the MN.IT Agency-based CIO:

« Leads technology planning, needs assessment, design, and procurement of IT for the
Agency

- Partners with Agency business leaders to design create and maintain applications to
meet business requirements

« Manages delivery and ongoing operational support of IT at the Agency level

- Provides and reviews with Agency leadership all service level reporting.

MN.IT Services Account Team

Each MN.IT customer also has a designated Account Team for those services that are provided
centrally by MN.IT Services. The Account Team is comprised of a primary and backup Account
Manager to work with the Agency-based CIO on provisioning and sourcing the central services

the Agency needs.

Specifically, the Account Manager:

« Provides consultation; needs assessment; analysis and design of cost-effective centrally
provided solutions to meet business needs

« Leverages the full resources of MN.IT’s technical expertise to deliver centrally provided
solutions to Agency business needs and/or to source them from private partners

« Develops proposals and service agreements for utility and other MN.IT centrally
provided services

< Provides service level reporting and reviews, jointly with the Agency-based CIO, on
utility and other MNL.IT centrally provided services.
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The Agency-based CIO and Account Manager are integral parts of the MN.IT team working to
bring the Agency the best technology to meet the Agency’s needs at the best price performance
possible.

Service Level Reporting

Reporting

Recurring service performance reports will be run against the service level targets defined in
Section 4. This performance report will be in the form of a monthly IT dashboard with the
following attributes:

« Availability

« Capacity

« Service Support
* Recoverability

Reviews

Service reviews will be conducted on a quarterly basis and facilitated by the Agency-based CIO
through the service level management process.

Requesting Support for MN.IT Services

While every Agency-based office currently manages individual processes and procedures for
the support of Agency-based IT services, MN.IT Services, in this document, sets forth standards
for service management based on the standard for current centrally delivered services. These
standards apply to all service desks, regardless of location, unless otherwise noted.

Following the standards in this section, are the processes and exceptions that are currently in
effect at the Agency.

Agency-based CIOs, as a group, are working to define common service management
processes that will bring all MN.IT services into alignment with enterprise-wide standards in the
future. This SLA will be amended by the Agency-based CIO as changes are made to the
specific procedures at the Agency.

MN.IT Service Desk

The MNL.IT Service Desk acts as the central point of contact for all IT services. It is the focal
point for reporting all service incidents and for all service requests. The MN.IT Service Desk is a
skilled, 24x7 on-site operation that performs the first line support for all IT services, fuffilling a
large percentage of incidents and requests without escalation.
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Definitions

Incident: An incident is any event which is not part of the standard operation of service and
which causes, or may cause, an interruption or a reduction in the quality of that IT service.

Service Request: A user request for support, delivery, information, advice, documentation, or a
standard change. Service requests are not service disruptions.

Service Desk Activity

Ownership, monitoring, and tracking of all incidents and requests: 100% logging of
incidents/ requests; request managed throughout their lifecycle.

Customer-facing first level support for all services: Response to all submitted incidents &
requests through incoming calls, email, online and system monitoring alerts in a prompt &
efficient manner; provision of customer status.

Escalation: Intensify the response to the incident or request; Coordinate handoff to second-line
or third-party support groups, if necessary.

Communications: Communication of planned and unplanned service outages.

Critical Success Factors
The purpose for and criteria for measuring the success of the Service Desk include:

« Maintaining IT service quality —as documented in individual Service Level Agreements

« Maintaining customer satisfaction — per customer survey metrics

» Resolving incidents within established service times — See Service Level Objectives
in table below

< Fulfilling requests within established service times — See Service Level Objectives
in table below

Prioritization

All incidents and service requests will be assessed and assigned a priority based on two
criteria: urgency and impact. Priority drives the incident resolution and request fulfillment
process and associated procedures.
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Priority Level Definition

Any incident that has “massive impact,” and
is highly visible, impacts a significant

Critical-1 number of users, a major agency,
application or service and has no
redundancy or alternate path.

Any incident that impacts a significant
number of users, a major agency application
or service, but has redundancy, or an
alternate path or bypass.

High-2

Any incident that impacts a limited number
Medium-3 of users with a resource or service down or
degraded.

Any incident that impacts a small number or
a single user in which a resource or non-
critical service is down or degraded and a
deferred fix or maintenance is acceptable.

Low-4

*Business Day = Monday — Friday 8:00 AM - 5:00 PM

Critical-1 Procedures

Incident Management and
Request Fulfillment
Service Objectives

2 Hours (24x7)

8 Hours (24x7)

2 Business Days*

*

5 Business Days

The MNL.IT Service Desk follows Critical-1 escalation and notification procedures 24 hours a

day, seven days a week, 365 days a year.

A master incident ticket serves as the source document throughout the event and this ticket

number is referenced in all updates regarding the incident.

.. Agency Notification
Stages L Communications Objectives
Agency is notified that a Email sent to Critical-1 Within 20 minutes of
Critical-1 Critical-1 incident is in progress | distribution list Critical incident being
Ilrll(::fnr“lfalc? Service Desk ACD identified
(Automated Call

Distributor) is updated
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The Service Desk updates

CDL!r_lng a Agency regularly while the
ritical-1 o I . .
Incident Critical-1 incident is occurring
Critical-1 Agency is notified of resolution
Incident is

resolved

Problem Management holds an
after-action meeting within 3
business days to review the
root cause and define process
improvements that can mitigate
or prevent future occurrences

After-Action
Analysis and
Agency
follow-up

Email to the Critical-1
distribution list

Service Desk ACD
message updated

Email to the Critical-1
distribution list

Service Desk ACD
message updated.

A Root Cause Analysis
(RCA) report is emailed
to the Critical-1
distribution list.

MN.IT Central Service Desk Contact Information

Every hour, on the hour
or as pertinent
information becomes
available

Within 10 minutes of
resolution

Within 2 business days
of the after-action
meeting.

(See following pages for information on the Agency-based MN.IT Service Desk)

Business Hours
Contact Name
Phone Number
Email Address

Web Site and Service Catalog

24 x 7 x 365

MNL.IT Service Desk

651-297-1111

Service.Desk@state.mn.us

www.MN.gov/oet

Scheduled Maintenance and Changes for MN.IT Services

To ensure the stability, service levels, and availability of services, MN.IT Services uses change
windows to implement planned changes and maintenance that carry a risk of or are known to
impact a service. Requests for maintenance or changes are planned, reviewed, authorized,
scheduled and controlled to occur during these windows in order to ensure that they are
successful and fully completed within the scheduled change window.

Each request for maintenance or change is:

« Planned to ensure prior testing, where possible, proper time estimates, successful
change validation testing, and allowance for time to back out the change if problems

cannot be resolved.

MN.IT SERVICES: Information Technology for Minnesota Government

21



COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

- Reviewed to ensure the plan is appropriate, complete and doesn’t conflict with other
changes.

- Authorized after having had proper levels of approvals, risk assessments, and plans.

« Scheduled to avoid conflicts with other changes, mitigate risks and minimize disruption
to business.

< Controlled to ensure proper process, resources, and execution.

« Logged/tracked to ensure that changes are documented in order to facilitate review and
control.

Following these procedures ensures the highest success rate with appropriate risk, and
minimizes the potential for any interruption in service. In the event the authorized work cannot
be successfully completed in the scheduled window, it will be backed out, the service /
technology infrastructure will be returned to the previous baseline, the cause for failure will be
determined, an implementation plan will be updated, and the change will be authorized for a
subsequent window.

Scheduled Maintenance / Change Windows

MN.IT will provide Agency a 5-day advance notice of Scheduled Maintenance. All prescheduled
systems maintenance, unless otherwise agreed upon in advance by Service Operations, shall
be during the time specified in the scheduled maintenance/change window as follows:

Monday thru Friday: 2:00AM to 6:00AM
Saturday: 2:00 AM to 12:00 PM (NOON)

The service unavailability for scheduled maintenance windows is excluded from uptime
(availability) calculations. The maintenance is performed during the time specified in the
scheduled maintenance/change window.

Emergency Maintenance and Changes

Emergency changes are typically to resolve an ongoing service outage or degradation or
address an emerging security vulnerability, in which case the risks and potential business
impact are so high that it is not prudent to wait for the next regularly scheduled change window.

Under certain unforeseen circumstances, MN.IT may need to perform emergency maintenance
or changes, such as security patch installation or hardware replacement. If MN.IT is unable to
provide customers with advanced notice in cases of emergency maintenance, MN.IT will
provide after-the-fact follow-up for the event.
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Office of Higher Education Service Operations Details

MN.IT @ Office of Higher Education Service Desk

The MN.IT@ Office of Higher Education Service Desk has the following exceptions to the standards
identified in Section 2: Service Operations.

General Information

A formal Service Desk is not available at the Office of Higher Education. The
functions associated with a Service Desk are provided cooperatively by all
MN.IT @ Office of Higher Education employees. The primary contacts for
incidents are Greg Haux and Debbie Vranyes. Incidents may be reported to
them in person, by phone or through email. Incidents may also be reported to
any member of the IT staff on those occasions when both Greg Haux and
Debbie Vranyes are unavailable,

Contact Information

Service Desk Name MN.IT @ Office of Higher Education
Business Hours Monday through Friday: 7:30 AM to 4:30 PM
Contact Name Greg Haux

Phone Number 651/259-3946

Email Address ITS.OHE@state.mn.us

Web Site and Service Catalog NA
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Prioritization

MN.IT@ Office of Higher Education Service Desk uses the following prioritization criteria:

Priority Level

Definition

Incident Management and Request
Fulfillment Service Level Objectives

Critical-1

Any incident that has a massive and highly
visible impact on a significant number of
agency staff or customers and for which there

is no redundancy or satisfactory alternate path.

Two hours within the business day

High-2

Any incident that impacts a significant number
of users or customers but which has
redundancy or a satisfactory alternate path.

Eight hours within a business day

Medium-3

Any incident that impacts a limited number of
users when the resource or service is down or
degraded.

2 business days

Low-4

Any incident that impacts a small number of
agency staff or customers when a resource or
service is down or degraded and a deferred fix
or maintenance is acceptable.

5 business days

MN.IT SERVICES: Information Technology for Minnesota Government

24



COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Critical-1 Procedures

MN.IT@ Office of Higher Education Service Desk uses the following Critical-1 Procedures:

Stages Activity Agency Communications Notification Objectives
Critical-1 Agency staff is notified that a By email or in person Within half an hour of Critical
Incident is Critical-1 incident is in progress incident being identified
identified

. . . By email or in person i
During a Staff is updated regulary while the Every hour or as pertinent
Critical-1 incident is occurring information becomes
Incident available
Critical-1 Staff is notified of resolution By email or in person Within 20 minutes of

|_|ca - resolution
Incident is
resolved

After-Action
Analysis and
Agency
follow-up

An after-action problem
management meeting is held
within 3 business days of the
event to review the root cause
and examine process
improvements that can mitigate
or prevent futue occurrences

A summary of the problem
management findings is sent to
the agency deputy
commissioner

Within two business days of
the problem management
meeting

Scheduled Maintenance / Change Windows

All prescheduled systems maintenance, unless otherwise agreed upon in advance by Service
Operations, shall be during the time specified in the scheduled maintenance/change window as

follows:

Monday thru Friday:

Saturday:

Sunday:

and between 5:00 PM and midnight in the evening.

Maintenance may be performed between midnight and 7:30 AM in the morning

Standard maintenance may be performed at anytime on Saturday.

The service unavailability for scheduled maintenance windows is excluded from uptime (availability)

calculations. The maintenance is performed during the time specified in the scheduled
maintenance/change window.
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Standard IT Services

Introduction

MN.IT Services provides a wide range of technology solutions to agencies. These solutions can
be grouped into four broad categories:

1. Standard IT Services
Information technology solutions that facilitate day-to-day agency business
operations. Examples include email, web sites, and telephone service. These
services are listed in this section.

2. Agency Applications
Information technology solutions and Agency business applications that support
Agency specific business requirements and related Agency business programs.
These services are listed in Section 4.

3. Projects and Initiatives
Services that deliver a specific outcome. These services are listed in Section 5.

4. Enabling IT Services
IT solutions that enable the delivery of Standard IT Services and Business Services.
Examples include local area networks, firewalls, and help desk services. These
services are listed in Appendix D.

Standard IT Services

This section provides an overview of each Standard IT Service area and sets specific
expectations regarding the performance parameters, delivery, and support of each service. The
following Standard IT Services are described in detail on the following pages:

- Connectivity and Mobility - wireless access within state locations, virtual private
network (VPN) access to state networks, and cellular service plans and devices.

< Enterprise Unified Communications and Collaboration - email accounts, email
archiving, BlackBerry, ActiveSync, SharePoint, instant messaging, audio/video/net
conferencing.

- Facility Services - audio-visual equipment and design services for conference rooms,
training facilities, and laboratory areas.

« Minnesota Geospatial Information Office (MnGeo) — geospatial coordination services
and geospatial professional services.
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« Security Services — security program management, user identity management,
access control, auditing, password policies, forensics, incident management and IT
service continuity. All security enabling services are embedded in business
services as mandated by state security policies, standards and compliance.

« Voice Services - "classic" and voice over IP (VOIP) telephones, long distance, toll free
numbers, calling cards, and other telephone-related services.

- Web Management - web server management, content delivery and migration, user
interface design, information architecture, accessibility, Minnesota Geospatial
Information Office (MnGeo) and search.

- Workstation Management - operating systems, hardware, software, accessories,
peripherals, and security services related to desktop and laptop computers.

Support Hours and Service Availability

MN.IT Services’ definition of service levels are designed to give agencies clear expectations for
the quality of the services MN.IT provides. The following service documentation outlines the
standard service levels for each MN.IT Standard Service, with exceptions noted for any
anomalies at the individual agency level. These anomalies will be based on available resources
and/or particular Agency business needs that have been identified by the Agency. The
documented service levels and exceptions as described in this section reflect the “as is” level of
service for Standard IT Services.

The support hours and level of service availability associated with each service are typically
indicators of how critical the service is to agencies. In addition, the complexity and configuration
of specific Standard IT Services will vary with each implementation. In most cases, the cost of a
service is directly related to the level of service availability and reflects the resources necessary
to achieve the desired level of service. Delivering a high level of support and availability
requires that all resources associated with the service are available at equal levels. For
example, a web hosting service depends on many factors including staffing hours, electrical
power, networking, hardware, and software. If any one of these items is only available 99% of
the time, then the overall service availability cannot exceed 99%. Different service availability
levels can be described as follows:

e 99.9% - Maximum of 8 hours, 45 minutes of downtime per year. This level requires 24 x
7 staffing, “High Availability” (HA) system design, and redundant components.

e 99.5% - Maximum of 43 hours, 48 minutes of downtime per year. This level requires
having staff “on call,” spare parts, and/or maintenance contracts for parts delivery.

e 99.0% - Maximum of 87 hours 36 minutes of downtime per year. This level requires
having staff “on call,” well-defined system recovery procedures, and business hour
staffing.
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« Measuring a service availability level is very different from measuring reliability. A
particular piece of equipment may operate 99.9% of the time - until it fails. If it takes 48
hours to implement a replacement when it fails, the service availability metric cannot
exceed 99.5%.

In some cases, MN.IT Services contracts with external vendors to deliver services. The service
metrics and availability for the contracted services reflect the reported and/or measured
capabilities provided by the vendor.

In all cases, MN.IT staff provides support for contracted Standard IT Services. Agencies can
call the MN.IT Service Desk 24 hours a day, seven days a week. The support hours for
individual Standard IT Services may vary (and are listed in the following sections).

Depending on the stated service availability level, MN.IT staff may record the service request,
but the information presented for each of these service areas sets a baseline level of
expectations for service delivery.

When individual MN.IT services are mapped to specific Agency business requirements and
Agency capabilities, the service metrics and key deliverables may be modified.
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Connectivity and Mobility

Service Description Overview

MN.IT’s Connectivity and Mobility services consist of 1) wireless access; 2) VPN remote access;
and 3) cellular service plans and devices. This section provides a high-level description of these
services.

« Wireless access: Allows laptops, tablets and other wireless capable devices to access
MN.IT-managed wireless networks operating within State locations. This service can
provide connections that are temporary (“guest” access for visitors while on-site) or can
be subscribed for regular wireless network access. Guest wireless is configured for
public internet access. Subscribed regular wireless access can be public internet access
or connected to an internal (non-public) secure network.

« VPN Remote Access: A virtual private network (VPN) is a network that uses an internet
based connection, to provide remote end users with secure access to their
organization's network. A VPN user typically experiences the central network in a
manner that is identical to being connected directly to the central network (e.g., access
to files share and printers).

e Cellular Service Plans and Devices: MN.IT Services provide a number of cellular-based
services to end users. Mobile devices range in size and weight and come in a number of
form factors including cell phones, smart phones, tablets and pagers. Also included in
this category are mobile “hotspots” which create a small area of Wi-Fi coverage off a
cellular network connection, thus allowing nearby Wi-Fi devices to connect to the
internet.

Service Metrics

Support Hours

* Wireless Access: normal business hours
« VPN Remote Access: 24 x 7 x 365
e Cellular Service Plans and Devices: normal business hours

Service Availability

Wireless Access

Service availability for Wireless Access is 99.9% and excludes time to perform routine or
scheduled maintenance. Wireless Access service availability is calculated as follows:

[Applicable days in calendar month x 24 x 60] minus [Minutes of outage in calendar month] x 100

Applicable days in calendar month x 24 x 60
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Scheduled downtime means those times where MN.IT Services notifies agencies of periods of
Downtime for Scheduled Maintenance at least five days prior to the commencement of such
Downtime. There will be no more than fifteen hours of Scheduled Downtime for Wireless Access
per calendar year, and no more than two hours per month. Scheduled Downtime is not
considered Downtime for purposes of this SLA, and will not be counted towards any Downtime
Periods.

Downtime period is a period of ten consecutive minutes of Downtime. Intermittent Downtime for
a period of less than ten minutes will not be counted towards any Downtime Periods.

Scheduled Downtime will be announced every month and be available to agencies. If a
Scheduled Downtime conflicts with other activities/operations of a Agency, the Agency can
request an alternate date for the Scheduled Downtime thru the MN.IT Service Desk. MN.IT
Services will work with agencies to find a date that balances the needs/priorities of all.

VPN Remote Access

Service availability for Virtual Private Network (VPN) remote access is 99.9% and excludes time
to perform scheduled maintenance. VPN remote access service availability is calculated as
follows:

[Applicable days in calendar month x 24 x 60] minus [Minutes of outage in calendar month] x 100

Applicable days in calendar month x 24 x 60

Scheduled Downtime means those times where MN.IT Services notifies agencies of periods of
Downtime for Scheduled Maintenance at least five days prior to the commencement of such
Downtime. There will be no more than fifteen hours of Scheduled Downtime for VPN per
calendar year, and no more than two hours per month. Scheduled Downtime is not considered
Downtime for purposes of this SLA, and will not be counted towards any Downtime Periods.

Downtime Period is a period of ten consecutive minutes of Downtime. Intermittent Downtime for
a period of less than ten minutes will not be counted towards any Downtime Periods.

Scheduled Downtime will be announced every month and be available to agencies. If a
Scheduled Downtime conflicts with other activities/operations of a agency, the agency can
request an alternate date for the Scheduled Downtime thru the MN.IT Service Desk. MN.IT
Services will work with agencies to find a date that balances the needs/priorities of all.

Incident Response Levels

The incident response levels associated with Connectivity and Mobility services match those
identified in the Service Desk “Incident Management Quick Reference.” The following table lists
examples of service incidents and the priority levels associated with them.
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Table 1: Incident Response Levels for Connectivity and Mobility

Level

Priority 4: Low

Example

» Wireless Access — implement wireless access in a new location
« VPN Remote Access — software installation and/or token replacement
« Cellular Service Plans and devices — new device order

Priority 3: Medium

« Wireless Access — wireless access for an individual user is non-functional
« VPN Remote Access — VPN access for an individual user is non-functional
« Cellular Service Plans and devices — replacement device order

Priority 2: High

» Wireless Access — access for a group of users is non-functional
« VPN Remote Access — VPN service is non-functional for multiple users
= Cellular Service Plans and devices — localized service outage

Priority 1: Critical

» Wireless Access - access for a large group of users is non-functional
« VPN Remote Access — VPN service is non-functional for all users
« Cellular Service Plans and devices — widespread service outage

Service Level Objectives

The table below contain the Service Level Objectives for services within Connectivity and

Mobility.

Table 2: Service Level Objectives for Wireless Access

Metric

Service Availability

Definition Threshold

99.9% availability*
*not including Downtime for
scheduled maintenance

Measures the wireless infrastructure
service availability

Customer Satisfaction

Measures how the customer 80% positive approval rating through
perceives the value customer surveys

Support Resolution

Priority 4: Low - 5 business days

Service Response

Measures the speed of incident Priority 3: Medium - 2 business days
resolution by MNL.IT Services Priority 2: High - 8 hours

Priority 1: Critical - 2 hours
Measures the speed of request 30 minutes for “guest” access; 2
resolution by MNL.IT Services business days for all other requests
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Table 3: Service Level Objectives for VPN Remote Access

Metric

Service Availability

Definition

Measures the VPN Remote Access
service availability

Threshold

99.9% availability*
*not including Downtime for scheduled
maintenance

Customer Satisfaction

Measures how the customer
perceives the value

80% positive approval rating through
customer surveys

Support Resolution

Measures the speed of incident
resolution by MNL.IT Services

Priority 4: Low - 5 business days
Priority 3: Medium - 2 business days
Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

Service Response

Measures the speed of request
resolution by MNL.IT Services

2 business days

Table 4: Service Level Objectives for Cellular Service Plans and Devices

Metric

Customer Satisfaction

Definition

Measures how the customer
perceives the value

Threshold

80% positive approval rating through
customer surveys

Support Resolution

Measures the speed of incident
resolution by MNL.IT Services

Priority 4: Low - 5 business days
Priority 3: Medium - 2 business days
Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

Service Response

Measures the speed of request
resolution by MNL.IT Services

5 to 7 business days after Purchase
Order (PO) creation

Reporting

Reports for Connectivity and Mobility services are created monthly and made available
to agencies. Specific reporting deliverables are listed below:

Wireless Access

- Service Availability (monthly): Percent of service availability for the month
- Service Availability (12-month average): Average percent of service availability for
the prior 12 months

VPN Remote Access

- Service Availability (monthly): Percent of service availability for the month
- Service Availability (12-month average): Average percent of service availability for
the prior 12 months

Cellular Service Plans and Devices

= Number of devices (monthly): Number of cellular devices within the business
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Enterprise Unified Communications and Collaboration

Service Description Overview

Enterprise Unified Communication and Collaboration (EUCC) services delivered by MN.IT
Services contain four distinct service offerings:

- EUCC Email

« EUCC SharePoint (Web Collaboration)
« EUCC Instant Messaging

« Audio, Video and Net Conferencing

A high-level description of these services is included here.

EUCC Email

< Email Service: EUCC Email is a single Enterprise Email and calendaring system that
integrates existing state directories to preserve a single sign-on authentication. The
EUCC Email service provides a “Standard” mailbox storage size of 5 Gigabytes (GB) per
user.

- BlackBerry Gateway: Support the interface to the email system which utilizes the
BlackBerry gateway.

- Email Storage: Agencies can increase the standard mailbox storage size to 25 GB on a
per-user basis, by changing the mailbox type from “Standard” to “Executive” (thus
providing 20 GB of additional storage to the standard mailbox). Changing the mailbox
type will result in additional storage fees. The user is responsible for managing his/her
mailbox within the assigned mailbox storage maximum.

< Email Archiving: Email archiving is the management and long-term storage of important
emails - including attachments - independent from an individual user’s mailbox.
Depending on specific business and legal requirements for data retention, each Agency
may choose to utilize the archiving service differently.

EUCC SharePoint

< Collaboration: EUCC SharePoint provides a flexible, web-based solution that includes
tools and services to help users manage information, collaborate effectively, share
documents, search for information, define workflow process, and develop custom
applications.

« Integration: The EUCC SharePoint environment leverages the state’s infrastructure of
co-located Domain Controllers to provide all users with integrated single sign-on, cross-
organization information sharing, and full Microsoft Office connectivity.

« Administration: Agencies receive full Administrator control of their Site Collections.
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« Secure Access: SharePoint web applications deliver content via 128-bit SSL encryption.

« “Connect” site collections are intended for cross-organizational sites composed of users
from multiple organizations.

« ‘“Inside” site collections are intended for intranet sites governed by a single organization.
« “People” sites provide My Sites functionality for all SharePoint users.

- Site Collections: The EUCC SharePoint service can provide both “Standard” 100 GB
and “Extra Large” 400 GB site collections on the “Inside” and “Connect” web
applications. Personal sites (My Sites) are supported with a storage limit up to 7
GBluser.

- Storage: Agencies are allocated 500 MB per user, aggregated across the Agency’s
organization. Additional storage is available for a fee.

EUCC Instant Messaging

« Instant Messaging: Instant Messaging (IM) is a growing communications method for
short, "bursty" conversations which are too time-consuming for email. Instant Messaging
enables users within organizations and across organizations to communicate in a faster,
more real-time conversation, thus enhancing efficiency. EUCC IM also has the ability to
facilitate person-to-person or group audio, video and net conferences. These conference
functions use the audio components of PCs and can be enhanced with USB video
cameras and audio headsets. As an added benefit, instant messaging is tightly
integrated with EUCC Email which allows users to determine the "presence" of other
users. Presence indicates a person's availability to establish communication (away,
available, busy, in a meeting, etc.)

« Instant Messaging Federation: Instant messaging federation enables separate Office
Communications Server installations to communicate with each other. All federated
communications are encrypted between the IM systems using access proxy servers.
MN.IT Services has no control over encryption after messages are passed to the
federated partner's network.

Audio, Video and Net Conferencing

« Audio Conferencing: An audio conference account with MN.IT provides agencies with
access to a suite of conferencing solutions. This service includes options that allow the
participants to dial-in to a designated central number or be a part of Operator-Assisted
calls. Audio conferences can be reservation-less (agencies are given a permanent
conference code that can be used at any time) or reserved; reservation-less
conferencing is the typical user tool, whereas reserved conferences are generally for
large and/or high-profile events. Toll, toll-free, dial-in and dial-out calling options are
also available, as are recording, transcription and other advanced services.

« Video Conferencing: Video conferencing services are supported by MN.IT at several
operational levels:
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o Video Conference Room Support Services: MN.IT staff work collaboratively with
the Agency to support their conference planning, connection set-up and
participant training (to provide basic operational support during calls such as
positioning cameras, or muting microphones).

o Desktop Video Client Accounts can be installed on PCs and some mobile
devices and registered to MN.IT infrastructure to enable person to person calls,
person to video conference room calls, or group (multi-site) calls.

o Video Conference Network Services help agencies deploy and operate rooms or
PC clients with a suite of video conferencing network services including Quality
of Service (QoS) network management, statewide dialing plan, conference
scheduling systems, bridging, event recording, and streaming options.

« Net Conferencing: A net conference account with MN.IT provides agencies with access
to a set of conferencing solutions that support a wide variety of use cases, event
configurations and needs. Net conferencing accounts are available in two ways: by
subscription, or by per-minute usage. The per-minute usage capability is part of the
contracted audio conferencing service.

o Subscription services provide access to specialized net conferencing
environments to support meetings, training, large events, and technical support
needs, with presenter and participant options tailored to unique requirements of
the different situations.

o Per-minute usage services are used only for the meeting tools, which tend to be
more than adequate for the typical user who does not run or stage training, large
events or do technical support for end-users.

During a net conference of any type, audio usage charges may also apply if using the
integrated audio services available with the net conference account. Recording and
editing functions are also available.

Note: EUCC Instant Messaging also provides net conferencing services. See EUCC
Instant Messaging within this document for additional information.

Service Metrics

Support Hours

Support hours for EUCC Email, EUCC SharePoint and EUCC Instant Messaging services are
provided 24 x 7 x 365.

Support hours for Audio, Video and Net Conferencing services are provided during normal
business hours.
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Service Availability

Service avalilability for all Enterprise Unified Communication and Collaboration services is
99.9%. This excludes time to perform routine or scheduled maintenance. EUCC service
availability is calculated as follows:

[Applicable days in calendar month x 24 x 60] minus [Minutes of outage in calendar month] x 100

Applicable days in calendar month x 24 x 60

Scheduled downtime means those times where MN.IT Services notifies agencies of periods of
Downtime for Scheduled Maintenance at least five days prior to the commencement of such
Downtime. There will be no more than fifteen hours of Scheduled Downtime per calendar year,
and no more than two hours per month. Scheduled Downtime is not considered Downtime for
purposes of this SLA, and will not be counted towards any Downtime Periods.

Downtime period is a period of ten consecutive minutes of Downtime. Intermittent Downtime for
a period of less than ten minutes will not be counted towards any Downtime Periods.

Scheduled Downtime will be announced every month and be available to agencies. If a
Scheduled Downtime conflicts with other activities/operations of an agency, the Agency can
request an alternate date for the Scheduled Downtime thru the Service Desk. MN.IT services
will work with agencies to find a date that balances the needs/priorities of all.

Service availability is focused on the following elements within each EUCC service area.

« EUCC Email: Service availability includes Outlook Web Application (OWA), the full
Outlook Client, Microsoft ActiveSync service and BlackBerry services.

« EUCC SharePoint: Service availability includes one or more SharePoint site collections.
Agencies select their own site collection administrators who in turn define and delegate
the specific features and permissions available to their users. Most SharePoint Standard
and Enterprise features are available for use within site collections. Some EUCC
SharePoint features and functionality must be enabled through a change request process
managed by MN.IT Services. Details about individual EUCC SharePoint features are
contained in the “EUCC SharePoint Service Description” document.

« EUCC Instant Messaging: Service availability includes Communicator Web Access, the
Microsoft Lync Instant Messaging client.

« Audio, Video and Net Conferencing: Service availability includes audio conferencing,
video conference network infrastructure and net conferencing.
Incident Response Levels

The incident response levels associated with Enterprise Unified Communication and
Collaboration services match those identified in the Service Desk “Incident Management Quick
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Reference.” The following table lists examples of service incidents and the priority levels
associated with them.

Table 5: Incident Response Levels for Enterprise Unified Communication and

Collaboration
Level Example

- EUCC Email — Delegation assignment; Free/busy not updating
» EUCC SharePoint — Alert notification not working for individual users
Priority 4: Low « EUCC Instant Messaging — audio and video hardware issue for individual users

« Audio, Video and Net Conferencing — software incompatibility on individual user
workstation

» EUCC Email — Mobile device not sending/receiving messages; user cannot login
» EUCC SharePoint — Individual user cannot access SharePoint site.

Priority 3: Medium | * EUCC Instant Messaging — IM, desktop sharing, presence or login not working
for individual users

« Audio, Video and Net Conferencing — Cannot start audio, video, or net
conference

« EUCC Email — access or functionality for a group of users is non-functional
« EUCC SharePoint — access or functionality for a group of users is non-functional

EUCC Instant Messaging — access or functionality for a group of users is non-
functional

Priority 2: High

» Audio, Video and Net Conferencing — access or functionality for a group of users
is non-functional

« EUCC Email — access for a large group of users is non-functional

« EUCC SharePoint — access for a large group of users is non-functional
Priority 1: Critical

EUCC Instant Messaging — access for a large group of users is non-functional

Audio, Video and Net Conferencing — access for a large group of users is non-
functional

Service Level Objectives

The tables below contain the Service Level Objectives for the specified EUCC services.

Table 6: Service Level Objectives for EUCC Email Services

Metric Definition Threshold
Measures service availability. 99.9% availability*
Combined with other metrics, gives | "not including Downtime for

Service Availability X .
an end-to-end view of EUCC as a scheduled maintenance

managed service
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Metric

Customer
Satisfaction

Definition

Measures how the customer
perceives the value

Threshold

80% positive approval rating through
customer surveys

Support Resolution

Measures the speed of incident
resolution by the MNL.IT Service
Desk

Priority 4: Low - 5 business days
Priority 3: Medium - 2 business days
Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

Service Response

Measures the speed of request
resolution by the MN.IT Service
Desk

All requests will be entered as
“Medium” with 2 business days for
resolution, unless specifically listed.
Requests can be escalated on a
case-by-case basis.

BlackBerry device -

In the event a BlackBerry device is

Escalated cases will be done within 1

disable/wipe lost or stolen, it can be disabled and | hour of request; all others are
requests remotely “wiped”. completedin 1 business day.
Measures the amount of time it takes | 90% of messages received in less
Mail Flow to deliver a synthetically generated than 90 seconds
message
Table 7: Service Level Objectives for EUCC SharePoint Services
Metric Definition Threshold

Service Availability

Measures service availability.
Combined with other metrics, gives
an end-to-end view of EUCC as a
managed service

99.9% availability*
*not including Downtime for
scheduled maintenance

Customer
Satisfaction

Measures how the customer
perceives the value

80% positive approval rating through
customer surveys

Support Resolution

Measures the speed of incident
resolution by the MN.IT Service
Desk

Priority 4: Low - 5 business days
Priority 3: Medium - 2 business days
Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

Service Response

Measures the speed of request
resolution by the MN.IT Service
Desk

All requests will be entered as
“Medium” with 2 business days for
resolution, unless specifically listed.
Requests can be escalated on a
case-by-case basis.
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Metric

SharePoint Site
Access request

Definition

Determined by automated
monitoring that attempts to render
SharePoint sites every minute.

Threshold

Customers have continuous access to
all SharePoint sites for which they
have appropriate permissions. Does
not include scheduled downtime
within pre-established maintenance
windows

Table 8: Service Level Objectives for EUCC Instant Messaging Services

Metric

Service Availability

Definition

Measures service availability.
Combined with other metrics, gives
an end-to-end view of EUCC as a
managed service

Threshold

99.9% availability*
*not including Downtime for
scheduled maintenance

Customer
Satisfaction

Measures how the customer
perceives the value

80% positive approval rating through
customer surveys

Support Resolution

Measures the speed of incident
resolution by the MNL.IT Service
Desk

Priority 4: Low - 5 business days
Priority 3: Medium - 2 business days
Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

Service Response

Measures the speed of request
resolution by the MN.IT Service
Desk

All requests will be entered as
“Medium” with 2 business days for
resolution, unless specifically listed.
Requests can be escalated on a
case-by-case basis.

Table 9: Service Level Objectives for Audio, Video and Net Conferencing

Services

Metric

Service Availability

Definition

Measures service availability.

Threshold

99.9% availability*
*not including Downtime for
scheduled maintenance

Customer
Satisfaction

Measures how the customer
perceives the value

80% positive approval rating through
customer surveys

Support Resolution

Measures the speed of incident
resolution by the MNL.IT Service
Desk

Priority 4: Low - 5 business days
Priority 3: Medium - 2 business days
Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

Service Response

Measures the speed of request
resolution by the MN.IT Service
Desk

All requests will be entered as
“Medium” with 2 business days for
resolution, unless specifically listed.
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Metric Definition Threshold

Requests can be escalated on a
case-by-case basis.

Reporting

Reports for EUCC services are created monthly and made available to agencies. Specific
reporting deliverables are listed below:

EUCC Email

Service Availability (monthly): Percent of service availability for the month.

Service Availability (12-month average): Average percent of service availability for the
prior 12 months.

Percentage of Spam and Virus detected: Percent of email from the intermet which are
rejected because they contained spam or a virus.

Number of Mailboxes: Total number of mailboxes in EUCC Email.

Number of BlackBerry devices: Total number of BlackBerry devices connecting to
EUCC Email.

Number of ActiveSync devices: Total number of ActiveSync devices connecting to
EUCC Email.

Email Volume (total): Total number of emails received from the internet.

Email Volume (spam/virus rejected): Total number of emails rejected from the internet
because they contained spam or a virus.

EUCC SharePoint

Service Availability (monthly): Percent of service availability for the month.
Service Availability (12-month average): Average percent of service availability for the
prior 12 months.

EUCC Instant Messaging

Service Availability (monthly): Percent of service availability for the month.
Service Availability (12-month average): Average percent of service availability for the
prior 12 months.

Audio, Video and Net Conferencing

Service Availability (monthly): Percent of service availability for the month.
Service Availability (12-month average): Average percent of service availability for the
prior 12 months.
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Facility Services

Service Description Overview

MN.IT Service’s portfolio of Facility Information Technology Services (FIT Services) supports
business requirements for the provisioning and management of IT equipment and services in
areas such as:

« Common areas — including reception areas, lobbies, elevator areas and hallways

« Conference rooms — including specialized meeting spaces such as board rooms,
collaboration spaces, video conference rooms, press conference rooms or
demonstration areas

< Training rooms and laboratory areas

FIT Services are focused on:

Facility IT Operations - MN.IT staff supports hardware, software, network, security, and
programming features of audio-visual (A/V) technology used to meet Agency business
requirements.

Facility IT Design and Development - MN.IT staff works collaboratively with Agency business
units and/or vendor-partners to analyze needs, goals, and budget in order to define the best
facility IT solutions for the Agency.

In support of its services, MN.IT will develop and maintain Minnesota standards and vendor
contracts for A/V products in major categories that can be used when selecting the facility’s IT
products. MNLIT will also maintain professional service contracts with vendors that specialize in
design and development of A/V systems.

Service Metrics

Support Hours

FIT Service Support is provided during normal business hours.

Service Availability

Due to the wide variety of service components, FIT Service availability is not measured on an
overall basis. Availability metrics are defined for individual FIT components based upon Agency
business requirements.

Incident Response Levels

The incident response levels associated with FIT Services match those identified in the Service
Desk “Incident Management Quick Reference.” The following table lists examples of service
incidents and the priority levels associated with them.
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Table 10: Incident Response Level Examples for FIT Services

Level

Priority 4: Low

Example

» The service is not operational for one or more users outside of the hours of
availability.

Priority 3: Medium

= A major function of the service is reported as non-operational during Downtime
Period.

« Enhancementrequests

Priority 2: High

= A minor function of service is not operational for one or more users (who can
continue to use other service functions).

« A user has questions about the service functionality or needs assistance in
using the service.

« A user needs administrative assistance.

Priority 1: Critical

» The service is not operational for multiple users during scheduled availability.

« A major function of the service is not operational for multiple users during the
hours that the service is scheduled for availability.

Service Level Objectives

The tables below contain the Service Level Objectives for the FIT Operational Services.

Table 11: Service Level Objectives for FIT Operations Service

Metric

Definition Threshold

Measures service availability.

Service Availability *Does not include downtime for Does not apply
scheduled maintenance
. . 9 iti [ rating th h
Customer Satisfaction Measyres how the customer 80% positive approval rating throug
perceives the value. customer surveys

Support Resolution

Priority 4: Low - 5 business days
Measures the speed of incident Priority 3: Medium - 2 business days
response by the Service Desk. Priority 2: High - 8 hours

Priority 1: Critical - 2 hours
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Table 12: Service Level Objectives for FIT Design and Development Services

Metric

Service Response

Threshold

2 business days

Definition

Measures the time necessary to respond
to a typical inquiry regarding the
capabilities and availability of
professional services staff.

Customer Satisfaction

80% positive approval rating
through customer surveys

Measures how the customer perceives
the value

Reporting

MN.IT staff for FIT services will develop and support a FIT service reporting process that
reflects the needs and resources of the Agency.

Reporting for FIT Design and Development will include:

« Project Hours: Project hours completed and project hours remaining.
« Project Deliverables: Project management tracking via deliverable reporting.

« Project Status/Schedule: Overall project management status and schedule adherence.
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Minnesota Geospatial Information Office (MnGeo)

Service Description Overview
The MnGeo Services delivered by MNL.IT Services consist of two distinct offerings:

< Geospatial Coordination Services
» Geospatial Professional Services

The sections below provide a high-level description of these services.

Geospatial Coordination Services

As specified in legislation and supported by a legislative appropriation, MnGeo provides
coordination services that support the development, implementation and use of geospatial
technology in Minnesota. Guided by state agencies, other government and non-government
stakeholders, its coordination activities focus on six core activities: community outreach,
communications, geospatial data and technology coordination, data and web services, training
and technical guidance

Geospatial Professional Services

For more than 30 years — first as LMIC, MnGeo has offered a diverse set of GIS
professional services on a fee-for-service basis. MnGeo staff work closely with its
clients to define a suitable scope for the service, identify tasks and deliverables,
create and refine a work plan and budget, execute and manage the defined effort to
completion. Typically client needs require a mix of project design, database
development, applications development, spatial analysis and map production.
Efforts vary in length and complexity, with some taking a few hours and costing little
and others extending over several years and involving significant expenditures.
Core geospatial services include providing assistance for developing business
requirements, designing solutions, system development/implementation and system
operations/maintenance. Professional map printing is also available for existing
content.

Service Metrics

Support Hours

MnGeo provides geospatial support during normal business hours..
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Service Availability

Service availability describes the time professional services are available to the Agency.
Service availability for professional services varies with staffing levels and project
commitments. MN.IT provides clear and timely information on when professional services staff
are available.

Incident Response Levels

The incident response levels associated with Security Services match those identified in the
Service Desk “Incident Management Quick Reference.” The following table lists examples of
service incidents and the priority levels associated with them.

Table 13: Incident Response Levels for MnGeo Services
Level Example

« The service is not operational for one or more users outside of the hours of

Priority 4: Low N
availability

= A major function of the service is reported as non-operational during Downtime
Priority 3: Medium Period

- Enhancementrequests

= A minor function of the service is not operational for one or more users (who can
continue to use other application functions)

» A user has questions about the service functionality or needs assistance in using
the service

Priority 2: High

« A user needs administrative assistance

» The service is not operational for multiple users during scheduled availability

« A major function of the service is not operational for multiple users during the

Priority 1: Critical o e
hours that the service is scheduled for availability

« Security Services has identified a breach of a critical system

Service Level Objectives

Service Level Objectives are focused on the following elements within each Security Service
area. The tables below contain the Service Level Objectives for the specified Security Services.
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Table 14: Service Level Objectives for MnGeo Services

Metric

Customer Satisfaction

Definition

Measure how the customer
perceives the value

Threshold

80% positive approval rating through
customer surveys

Service Response

Measure the speed of incident
response by the MN.IT Service Desk

Priority 4: Low - 5 business days
Priority 3: Medium - 2 business days
Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

Service Request

Measure the maximum time required
to respond to a request.

Typical — 1 business day
Critical — 4 hours

Table 15: Service Level Objectives for MnGeo Services

Metric

Support Resolution

Definition

Measure the time necessary
to respond to a typical
inquiry regarding the
capabilities and availability of
professional services staff

Threshol

Target: Next business day

Customer Satisfaction

Measure how the customer
perceives the value

80% positive approval rating
through customer surveys

Reporting

MN.IT MnGeo Services creates reports that meet business requirements. Reports generated

from MnGeo Services are made available to customers quarterly.

MnGeo Project Coordination/Professional Services

« Project Hours: Project hours completed and project hours remaining
- Project Deliverables: Project management tracking via deliverable reporting

« Project Status/Schedule: Overall project management status and schedule adherence
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Security Services

Service Description Overview

The Security Services delivered by MN.IT Services contain five distinct service offerings:

» Information Security Program Management
« Access Control to Systems

« Security Incident Response and Forensics
« Security Awareness and Training
« IT Service Continuity

The sections below provide a high-level description of these services.

Information Security Program Management

The State of Minnesota recognizes that information is a critical asset. How
information is managed, controlled, and protected has a significant impact on the
delivery of state services and is vital to maintaining the trust of those that provide
data to the State and/or use state programs. Information assets held in trust by the
State must be protected from unauthorized disclosure, theft, loss, destruction, and
alteration. Information assets must be available when needed, particularly during
emergencies and times of crisis.

It is for this reason that Minnesota Statutes chapter 16E requires the State Chief
Information Officer (State CIO) to develop cyber security policies, standards, and
guidelines for the executive branch Minnesota Statutes also give the State CIO
authority to install and administer security systems for use by all.

Key service tasks include:

¢ Align security program activities and staff with a generally accepted best
practice framework

¢ Oversee the creation and maintenance of information security policies,
standards, procedures, and guidelines

¢ Create and maintain strategic and tactical plans
Coordinate the movement of plans, policies, standards, and other
authoritative documents through a governance process

e Track information security risk key performance indicators

o Disseminate security metrics and risk information to executives and
other managers for decision making

o Coordinate security efforts with local government entities and other
branches of government
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Access Control to Systems

Access Control to Systems manages the identities for users and devices, and controls access to
system resources based on these identities, while ensuring users and devices have access to
only those systems for which they are properly authenticated and authorized to access.

Key service tasks include:

< Maintain identities by resetting passwords, adding/removing user accounts, verifying
access to information, etc.

« Enforce password policies ensuring password strength is adequate

« Manage access to information resources and data, e.g. segregation of duties

« Manage privileged accounts that can bypass security so systems are secure

« Manage encryption keys and security certificates to provide trust for transactions and
websites

Security Incident Response and Forensics

Security Incident Response and Forensics are professional services that utilize multiple tools to
resolve the Agency business issues below. Security Incident Management is a process to stop
unwanted activity, limit damage, and prevent recurrence of security events. Computer forensics
is a standardized process to determine the cause, scope, and impact of incidents and limit
damage that may be used in legal or human resource actions.

Issues addressed by these services include the following:

« Agency-Specific Incidents

e Denial of Service

« Security Policy Violations

« Malware

« Physical Loss/Theft/Damage

e Unauthorized Access

« Unauthorized Alteration/Destruction
< Unauthorized Disclosure

Security Training and Awareness

Information security and awareness provides employees at all levels with relevant security
information and training to lessen the number of security incidents.

MN.IT Services can provide training and support in the following areas:

« Generalized Security and Awareness
» Customized Security Awareness and Training for unique requirements
« Online training for SANS Securing the Human
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IT Service Continuity

By Governor’s Executive Order, MN.IT Services has overall responsibility for the state’s
enterprise continuity of operations program, policies and standards; and each state agency is
required to develop and maintain a continuity of operations plan. Continuity of operations
planning is the process of identifying, mitigating and responding to a service or technology
interruption.

MNL.IT Services IT Service Continuity provides:

« A standard that establishes planning requirements for all executive branch agencies

« Planning templates, guidance documents, and training materials

» Responsibility for loss of technology

« A secure continuity of operations planning tool for the storage and maintenance of
continuity plans and data.

IT Service Continuity includes those activities performed daily to maintain service, consistency,
operational resilience and recoverability of services due to a loss of personnel, facility, supply
chain or technology.

Service Metrics

Support Hours

Support for Information Security Program Management is provided during

normal business hours

Support for Access Control to Systems services is provided 24 x 7 x 365.

Support for Security Incident Response and Forensics is provided 24 x 7 x 365.
Support for Security Awareness and Training is provided during normal business hours.
Support for IT Service Continuity is provided during normal business hours

Emergency procedures are in place to provide services during interruptions

occurring outside of normal business hours.

Service Availability

Service availability describes the time professional services are available to the Agency.
Service availability for professional services varies with staffing levels and project
commitments. MN.IT provides clear and timely information on when professional services staff
are available.

Incident Response Levels

The incident response levels associated with Security Services match those identified in the
Service Desk “Incident Management Quick Reference.” The following table lists examples of
service incidents and the priority levels associated with them.
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Table 16: Incident Response Levels for Security Services

Level

Priority 4: Low

Example

« The service is not operational for one or more users outside of the hours of
availability

Priority 3: Medium

= A major function of the service is reported as non-operational during Downtime
Period

- Enhancement requests

Priority 2: High

= A minor function of the service is not operational for one or more users (who can
continue to use other application functions)

» A user has questions about the service functionality or needs assistance in using
the service

« A user needs administrative assistance

Priority 1: Critical

» The service is not operational for multiple users during scheduled availability

= A major function of the service is not operational for multiple users during the
hours that the service is scheduled for availability

« Security Services has identified a breach of a critical system

Service Level Objectives

Service Level Objectives are focused on the following elements within each Security Service

area. The tables below contain the Service Level Objectives for the specified Security Services.

Table 17: Service Level Objectives for Information Security Program

Metric

Support Resolution

Management Service
Definition Threshol

Measure the time necessary
to respond to a typical
inquiry regarding the
capabilities and availability of
professional services staff

2 business days

Customer Satisfaction

Measure how the customer 80% positive approval rating
perceives the value through customer surveys
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Table 18: Service Level Objectives for Access Control to Systems Service

Metric

Customer Satisfaction

Definition

Measure how the customer
perceives the value

Threshold

80% positive approval rating through
customer surveys

Service Response

Measure the speed of incident
response by the MN.IT Service Desk

Priority 4: Low - 5 business days
Priority 3: Medium - 2 business days
Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

Service Request

Measure the maximum time required
to respond to a request.

Typical — 1 business day
Critical — 4 hours

Table 19: Service Level Objectives for Security Incident Response and

Metric

Service Response

Forensics Service
Definition

Measure the time necessary to
respond to a typical inquiry
regarding the capabilities and
availability of professional services
staff

Threshold

Target: Next business day
Typical: 4 hours

Customer Satisfaction

Measure how the customer
perceives the value

80% positive approval rating through
customer surveys

Table 20: Service

Metric

Support Resolution

Definition

Measure the time necessary to
respond to a typical inquiry
regarding the capabilities and
availability of professional services
staff

Level Objectives for Security Awareness and Training Service

Threshold

2 business days

Customer Satisfaction

Measure how the customer
perceives the value

80% positive approval rating through
customer surveys

Table 21: Service Level Objectives for IT Service Continuity Service

Metric

Support Resolution

Definition

Measure the time necessary to
respond to a typical inquiry
regarding the capabilities and
availability of professional services
staff

Threshold

2 business days

Customer Satisfaction

Measure how the customer
perceives the value

80% positive approval rating through
customer surveys
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Reporting

MN.IT Security Services creates reports that meet business requirements. Reports generated
from Security Services are classified as nonpublic and must be handled as such.

« Information Security Program Management: The MN.IT IT Standards and Risk
Management Division will assess risk by compiling and reporting metrics for all
security services. Details of each service metric and reporting are in the Information
Security Program Management Service Description.

« Access Control to Systems: reports for Access Control metrics are created and made
available to authorized Agency representatives.

« Security Incident Response and Forensics: Security Incident and Forensic reports are
created to satisfy specific inquiry requirements and available to authorized Agency
representatives upon request.

» Security Awareness and Training: Security Awareness and Training reports can be
created to satisfy specific requirements upon request.

« IT Service Continuity: Reports regarding continuity of operations planning can be
created to satisfy specific inquiry requirements and are available to authorized
Agency representatives upon request

« IT Service Continuity Standard reports regarding IT Service Continuity planning are
provided to authorized Agency representatives upon request.
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Voice Services

Service Description Overview

Voice Services consist of the following service categories and are provisioned in one of three
ways — through MNL.IT infrastructure or through telephone companies or other providers:

- Dial tone services provide connections to the public switched telephone network
(PSTN). Telephone equipment is provided by MN.IT Services to agencies. Dial tone
services include:

o Classic Voice — telephone lines and telephone numbers of various types, analog
or digital circuits, 911 access services and long distance services, contracted
through third-party telephone companies.

o Private Branch Exchange Systems (PBXs) of various types, including Enterprise
IP Telephony (IPT) and individual premise-based systems that are analog, digital
or IP-enabled.

« Voice-related applications or services, including but not limited to:

o Voicemail — automatic phone messaging and simple menus that answer or direct
incoming phone calls.

o Contact/call center infrastructure that supports telephone call queuing, monitoring
and reports for agents that interact with inbound and outbound callers using
voice and/or web chat.

o Interactive voice response (IVR) — menus that answer incoming telephone calls
to provide information (optionally connected to external computer systems),
transfer calls to call centers based on caller input, and perform other
sophisticated functions.

o Value-added applications for Enterprise IPT — call recording, quality monitoring,
workforce management, mobility support and notification/alerting.
Over-the-phone interpretation services in which the end user interacts with a
limited English proficiency (LEP) citizen by accessing an interpreter for any
language.

o e-Fax services — inbound and outbound fax that provides individual fax telephone
numbers for users and can replace the need for fax machines.

o

Service Metrics

Support Hours
Support hours for Dial Tone Services are:

« Classic Voice — normal business hours
« Private Branch Exchange Systems (PBXs) — 24 x 7 x 365

Support hours for Voice-related applications or services:
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» Voicemail — 24 x 7 x 365

« Contact/call center infrastructure — 24 x 7 x 365

< Interactive voice response (IVR) — normal business hours

« Over-the-phone interpretation services — normal business hours
- e-Fax services —24 x 7 x 365

Service Availability

Service availability represents the percentage of time that a service is running and available to
the end-user. The Service Availability metric is derived for each Agency endpoint as a measure
of the uptime. Uptime is the time period during which the Service Element at the Agency
endpoint and the shared infrastructure is fully functional. Service Availability is calculated as a
percentage as shown in the formula below.

[Applicable days in calendar month x 24 x 60] minus [Minutes of outage in calendar month] x 100

Applicable days in calendar month x 24 x 60

When a service is interrupted, Outage is calculated from the time of entering Service Desk
incident ticket to the time the ticket is resolved. Downtime Period is a period of ten consecutive
minutes of Downtime. Intermittent downtime for a period of less than ten minutes will not be
counted towards any Downtime Periods.

Service interruption for scheduled maintenance, called Scheduled Downtime, is excluded from
the Availability calculation. Scheduled maintenance means those instances when MN.IT notifies
the Agency at least five days prior to the commencement of such Scheduled Downtime. The
Agency may request the MN.IT Service Desk to reschedule the maintenance if the date and
time announced in the notification are not acceptable. MN.IT will work with all agencies to find a
suitable date and time for the scheduled maintenance. There will be no more than fifteen hours
of Scheduled Downtime per calendar year, and no more than two hours per month. Scheduled
Downtime reports will be available to agencies every month.

Incident Response Levels

The incident response levels associated with Voice services match those identified in the
Service Desk “Incident Management Quick Reference.” The following table lists examples of
service incidents and the priority levels associated with them.

Table 22: Incident Response Levels for Voice Services

Level Example

Priority 4: Low - Dial Tone Services — minor incidents that do not affect overall functionality
' « Voice Related Services — minor incidents that do not affect overall functionality

. . « Dial Tone Services — telephone service for individual user is non-functional
Priority 3: Medium

« Voice Related Services — a service for an individual user is non-functional
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Level

Priority 2: High

Example

- Dial Tone Services — telephone services for a group of users is non-functional
» Voice Related Services — a service is non-functional for multiple users

Priority 1: Critical

- Dial Tone Services — telephone services for a large group of users is non-
functional

« Voice Related Services — a service is non-functional for all users

Service Level Objectives

The tables below contain the Service Level Objectives for Voice Services.

Table 23: Service Level Objectives for Dial Tone Services

Metric

Service Availability
— Classic Voice

Definition

Measures the availability for MN.IT
Enterprise Classic Voice services.

Threshold

99.9% availability*
*not including Downtime for
scheduled maintenance

Service Availability
- PBX

Measures the availability for MN.IT

Enterprise IPT services.

99.9% availability*
*not including Downtime for
scheduled maintenance

Customer satisfaction

Measures how the customer
perceives the value

80% positive approval rating through
customer surveys

Average time to resolve
an incident

Measures the speed of incident
resolution by MNL.IT Services

Priority 4: Low - 5 business days
Priority 3: Medium - 2 business days
Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

Average time to fulfill a
move, add, change
request for Classic
Voice services

Measures the speed of request
resolution by MNL.IT Services

5 business days

Average time to fulfill a
move, add, change
request for PBX
services

Measures the speed of request
resolution by MNL.IT Services

5 business days

Average time to fulfill a
new implementation
request for Classic
Voice services

Measures the speed of request
resolution by MNL.IT Services

12 business days

Average time to fulfill a
new implementation
request for PBX

Measures the speed of request
resolution by MNL.IT Services

90 business days
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Metric

services

Definition

Threshold

PBX Call Quality

See service definition for more
information

Mean Opinion Score 4 to 5

Table 24: Service Level Objectives for Voice Related Services

Metric

Service availability

Definition

Measures the availability for MN.IT
Enterprise services.

Threshold

99.9% availability*
*not including downtime for
scheduled maintenance

Customer satisfaction

Measures how the customer
perceives the value

80% positive approval rating through
customer surveys

Support Resolution

Measures the speed of incident
resolution by MNL.IT Services

Priority 4: Low - 5 business days
Priority 3: Medium - 2 business days
Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

Average time to fulfill a
move, add, change
request for Voice-
Related services

Measures the speed of request
resolution by MNL.IT Services

5 business days

New service
implementation
response time

Measures the time necessary to
respond to a typical inquiry

2 business days

Reporting

Online information will be available on a website with secure login that contains the metrics

appropriate to services purchased by the Agency. Service reports will also be available on the

secure website.
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Web Management

Service Description Overview

Web Management services delivered by MN.IT Services consist of services related to the
management of web servers, website design, and mechanisms to manage web content. The
sections below provide a high-level description of these Web Management services:

« Web Server Management
« Website Design
« Content Management

Web Server Management

= Static Web Hosting: Static web hosting provides storage and delivery of manually
updated websites. The service gives agencies a secure, reliable web presence with a
specific domain name and covers the processes involved in establishing and maintaining
a new static website.

= Dynamic Web Hosting: Dynamic web hosting provides a website that delivers real-
time, query-based web content. Websites are created using web content management
(WCM) tools that are easier to build and maintain than static websites, ensure
compliance with web standards, and standardize navigational tools for users. WCM
hosting offers a full portal tool suite, including content management, consistent look-and-
feel templates and policies, decentralized content creation and posting, agency
personalization, and a customized search interface.

» Website Management Operations: The delivery of both static and dynamic web
hosting services depends on a robust, highly-available infrastructure. MN.IT staff
maintains this infrastructure using best practices for equipment maintenance,
redundancy, data integrity, security, alerts, and logging.

Website Design

» User Interface Design: MN.IT’s professional web design staff helps organizations
develop a consistent, intuitive, professional browsing experience from a customer-centric
perspective. Specific capabilities may include: logo development for fresh agency
branding, customer-oriented site navigation and taxonomies, advanced search and
metadata development, graphics design, and meeting facilitation for the requirements
gathering process.

» Accessibility: MN.IT provides assistance with meeting the compliance requirements of
both Section 508 and Web Content Accessibility Guidelines (W CAG) 2.0 at the AA level,
as well as ADA sections on access to information on state government websites
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» Information Architecture: Website design services may include information
architecture definition related to the integration of visual design, taxonomy development,
keywords, naming conventions, and find-ability.

Web Content Management

» Training: MN.IT’s web hosting and design services may require Agencies to learn new
skills to manage/maintain their web content. Typically, MN.IT provides separate training
for web content managers and content contributors.

» Migration Services: When moving from one hosting platform and/or web technology to
another, MN.IT provides tools and techniques for efficiently migrating web content.
Depending on the quality of the code, source and destination hosting platforms,
migration services may be automated.

Service Metrics

Support Hours

Support for web server management services is provided 24 x 7 x 365.

Support for Web Management (W M) professional services (design and content management) is
provided during normal business hours.

Service Availability

Service availability describes the time the system is running and available to the Agency.
Service availability for web server management is 99.9% and excludes time to perform routine
or scheduled maintenance. W eb hosting service availability is calculated as follows:

[Applicable days in calendar month x 24 x 60] minus [Minutes of outage in calendar month] x 100

Applicable days in calendar month x 24 x 60

Service availability for Web Management professional services varies with staffing levels and
project commitments. MN.IT provides clear and timely information on when professional
services staff are available.

Scheduled downtime means those times where MN.IT notifies agencies of periods of Downtime
for Scheduled Maintenance at least five days prior to the commencement of such Downtime.
There will be no more than fifteen hours of Scheduled Downtime per calendar year, and no
more than two hours per month. Scheduled Downtime is not considered Downtime for purposes
of this SLA, and will not be counted towards any Downtime Periods.

Downtime period is a period of ten consecutive minutes of Downtime. Intermittent Downtime for
a period of less than ten minutes will not be counted towards any Downtime Periods.

Scheduled Downtime will be announced every month and be available to agencies. If a
Scheduled Downtime conflicts with other activities/operations of an Agency, the Agency can
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request an alternate date for the Scheduled Downtime thru the service desk. MNL.IT will work
with all agencies to find a date that balances the needs/priorities of all.

Incident Response Levels

The incident response levels associated with Web Management services match those identified
in the Service Desk “Incident Management Quick Reference.” The following table lists
examples of service incidents and the priority levels associated with them.

Table 25: Incident Response Levels for Web Server Management
Level Example

» The hosting service is not operational for one or more users outside of the hours

Priority 4: Low TS
of availability

« A major function of the hosting service is reported as non-operational during
Priority 3: Medium Downtime Period

« Enhancement requests

« A minor function of the hosting service is not operational for one or more users
(who can continue to use other application functions)

Priority 2: High - A user has questions about the hosting service functionality or needs assistance
in using the service

« A user needs administrative assistance

» The hosted website is not operational for multiple users during scheduled

Priority 1: Critical availability

» A major function of the hosting service is not operational for multiple users
during the hours that the service is scheduled for availability

Service Level Objectives

The table below contains the Service Level Objectives for Web Management services.

Table 26: Service Level Objectives for Web Server Management
Metric | Definition | Threshold

Measures service availability. *Does
Service Availability | not include downtime for scheduled | 99.9% availability*
maintenance

o " ;
Customer Satisfaction Measyres how the customer 80% positive approval rating through
perceives the value customer surveys
Priority 4: Low - 5 business days
Support Resolution Measures the speed of incident Priority 3: Medium - 2 business days
PP response by the Service Desk Priority 2: High - 8 hours

Priority 1: Critical - 2 hours
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Server Response

Metric Definition Threshold

Measures the maximum time before
the web server generates a
response. **Does not include
network latency

0.5 seconds**

Content Change

Measures the maximum time Typical — 1 business day
required to make a content change. | Critical — 4 hours

Table 27: Service Level Objectives for Web Design and Content Management

Metric Definition Threshold

Measures the time necessary to

respond to a typical inquiry 2 business days

Support Resolution regarding the capabilities and
availability of professional services
staff.
o " .
Customer Satisfaction Measures .how the customer 80% positive approval rating through
perceives the value customer surveys

Reporting

Reports for Web Management services are created monthly and made available to agencies.
Specific reporting deliverables are listed below:

Static Hosting

Hits: Unique page impressions

Data Storage: Amount of stored data, measured in gigabytes

Bandwidth: Amount of network bandwidth consumed, measured in gigabytes/month
Service Availability (monthly): Percent of service availability for the month

Service Availability (12-month average): Average percent of service availability for the
prior 12 months

Dynamic Hosting

Hits: Unique page impressions

Data Storage: Amount of stored data, measured in gigabytes

Bandwidth: Amount of network bandwidth consumed, measured in gigabytes/month
Content Items: Number of items that can be delivered as dynamic content

Service Availability (monthly): Percent of service availability for the month

Service Availability (12-month average): Average percent of service availability for the
prior 12 months
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Professional Services

« Project Hours: Project hours completed and project hours remaining
- Project Deliverables: Project management tracking via deliverable reporting
« Project Status/Schedule: Overall project management status and schedule adherence
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Workstation Management

Service Description Overview

Workstation management is comprised of: 1) operating systems; 2) hardware; 3) software; 4)
accessories and peripherals; and 5) security. This section provides a high-level description of
the services which comprise W orkstation Management delivered by MN.IT Services.

« Operating Systems: Microsoft Windows client operating system is the primary
supported operating system. Limited support for Mac OS 10.x is also available.

- Hardware: A standard laptop, desktop and/or virtual desktop interface device for end
users to complete their work. Advanced options within each hardware class may be
available, to provide additional computing power (e.g., processor, memory).

- Software: W orkstations will have “standard” software (e.g., Microsoft Office) installed for
end users to complete their work. Beyond what is provided in standard, some end users
will require “additional” software which consists of common requested software (e.g.,
Microsoft Visio) and unique “one-off” software.

< Accessories and peripherals: A black and white printer will be made available to all
end users and a color printer to those who require one. For those with business needs,
specialized and/or accessibility equipment such as audio recording devices, digital
cameras, scanners, and screen readers can be purchased on an as needed basis.

« Security: Workstations will be configured to install updates and patches on a regular
basis, be protected by up-to-date anti-virus software, as well as a local firewall and
encryption running on the client operating system.

Service Metrics

Support Hours

Support for Workstation Management services is provided during normal business hours.

Service Availability

Service availability describes the percentage of time that the service is running and available to
the end user. Service availability for W orkstation Management supporting infrastructure is
99.9%. Workstation Management supporting infrastructure includes access to file shares; print
servers; critical Windows client patches; and definition updates for anti-virus and anti-malware
products. There is no Service Availability metric for end user workstations or workstation
accessories and peripherals.

Workstation Management supporting infrastructure service availability is calculated as follows:
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[Applicable days in calendar month x 24 x 60] minus [Minutes of outage in calendar month] x 100

Applicable days in calendar month x 24 x 60

Scheduled downtime means those times where MN.IT Services notifies agencies of periods of
Downtime for Scheduled Maintenance at least five days prior to the commencement of such
Downtime. There will be no more than fifteen hours of Scheduled Downtime for W orkstation
Management per calendar year, and no more than two hours per month. Scheduled Downtime
is not considered Downtime for purposes of this SLA, and will not be counted towards any
Downtime Periods.

Downtime period is a period of ten consecutive minutes of Downtime. Intermittent Downtime for
a period of less than ten minutes will not be counted towards any Downtime Periods.

Scheduled Downtime will be announced every month and the schedule will be available to
agencies. If a Scheduled Downtime conflicts with other activities/operations of the Agency, the
Agency can request an alternate date for the Scheduled Downtime through the MN.IT Service
Desk. MN.IT Services will work with agencies to find a date that balances the needs/priorities of
all.

Incident Response Levels

The incident response levels associated with W orkstation Management services match those
identified in the Service Desk “Incident Management Quick Reference.” The following table lists
examples of service incidents and the priority levels associated with them.

Table 28: Incident Response Levels for Workstation Management
Level Example
» Troubleshooting of one-off “additional” software

Priority 4: Low . . .
« Troubleshooting of accessories and peripherals

. . « A workstation hardware failure or software error
Priority 3: Medium . N
= Troubleshooting of commonly requested “additional” software

» A major function of the Workstation Management supporting infrastructure, such

Priority 2: High i ) i
as a file or print server unavailable to end users

Priority 1: Critical « Workstation virus or malware outbreak

Service Level Objectives

The table below contain the Service Level Objectives for Workstation Management.
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Table 29: Service Level Objectives for Workstation Management Services

Metric

Supporting
infrastructure availability

Definition

Measures service availability of
supporting infrastructure (e.g., file
shares and print servers, critical
Windows client patches).

Threshold

99.9% availability*
*not including Downtime for
scheduled maintenance

Customer satisfaction

Measures how the customer
perceives the value

80% positive approval rating through
customer surveys

Support Resolution

Measures the speed of incident
resolution by MNL.IT Services

Priority 4: Low - 5 business days
Priority 3: Medium - 2 business days
Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

Service Response

Measures the speed of request
resolution by MNL.IT Services

All requests will be entered as
“Medium” with 2 business days for
resolution, unless specifically listed.
Requests can be escalated on a
case-by-case basis.

Average time to fulfill
Workstation deployment
and replacement
requests

Measures the speed of fulfilling
requests to deploy or replace a
workstation

** |f workstation and/or resources
demands exceed supply, delivery of
hardware may impact expected
delivery times.

Up to 10 workstations — 10 business
days from receipt of hardware**
Greater than 10 workstations —
delivery time varies**

Average time to fulfill
additional “one-off”
software requests

Measures the speed of one-off
software installation request
resolution by MNL.IT Services

5to 10 business days

Critical Windows client
patches

Measures the number of
work stations receiving timely critical
patches/updates.

80% of workstations updated within 7
days

Reporting

Reports for Workstation Management services are created monthly and made available to

agencies. Specific reporting deliverables are listed below:

« Laptops: Total number of laptop computers being supported
« Desktops: Total number of desktop computers being supported
« Total Workstations: Total number of workstations (e.g., laptop/desktop) being

supported

< User accounts: Total number of domain user accounts being managed
« Printers: Total number of network and local printers/multi-function devices being

supported
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Virus and malware infections detected:Total number of virus and malware infections
detected

Operating system by version: Total number of workstations with a specific operating
system version (e.g., Windows XP, Windows 7 Professional, and Windows 7 Enterprise)
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Office of Higher Education Standard IT Services Details

General Information

MN.IT @ Office of Higher Education staff are normally available Monday through Friday
between 7:30 AM and 4:30 PM, excluding state holidays. IT staff are generally not
on call during off hours though a best effort to address critical incidents during off
hours will be made.

Availability data for service provided by MN.IT @ Office of Higher Education will be
collected beginning on July 1, 2012. A summary report will be supplied to the agency
deputy commissioner on a quarterly basis or upon request. A customer satisfaction
survey of agency staff will be performed annually.

Normal Work Hours

Monday through Friday: 7:00 AM to 5:00 PM

Service Metrics

If service level objectives differ from the standards in Section 3, the differences are noted below. If an
Agency Threshold is blank, the Standard Threshold applies.

If this section is blank, then all Section 3 Standard Thresholds apply.
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Table 3: Service Level Objectives for VPN Remote Access

Metric

Definition

Standard Threshold

Agency Threshold

Service Availability

Measures the VPN
Remote Access service
availability

99.9% availability*

*not including Downtime for
scheduled maintenance

99% availablity during normal
working hours and 98% during
non-work hours, not including
downtime for scheduled
maintenance

Customer
satisfaction

Measures how the
customer perceives the
value

80% positive approval rating
through customer surveys

Support Resolution

Measures the speed of
Incident resolution by
MN.IT Services

Priority 4: Low - 5 business
days

Priority 3: Medium - 2
business days

Priority 2: High - 8 hours
Priority 1: Critical - 2 hours

Service Request

Measures the speed of
service response by MN.IT
Services

2 business days

EUCC SharePoint services is not provided to Office of Higher Education.

EUCC Instant Messaging Services is not provided to Office of Higher Education.

Audio, Video and Net Conferencing Services is not provided to Office of Higher Education.
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Table 11: Service Level Objectives for FIT Operations Services

Metric

Definition

Standard Threshold

Agency Threshold

Service Availability

Measures service
availability.

*Does not include downtime
for scheduled maintenance

Does not apply

SmartBoard and computer in
the main conference room are
available 99.5% of normal
working hours. This does not
include the time it takes for the
SmartBoard to be serviced by
vendor.

Customer
Satisfaction

Measures how the
customer perceives the
value

80% positive approval rating
through customer surveys

Support Resolution

Measures the speed of
Incident resolution by
MN.IT Services

Priority 4: Low - 5 business
days

Priority 3: Medium - 2
business days

Priority 2: High - 8 hours
Priority 1: Critical - 2 hours

FIT Design and Development Services is not provided to Office of Higher Education.

Security Awareness and Training Services is not provided to Office of Higher Education.
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Table 23: Service Level Objectives for Dial Tone Services

Metric

Definition

Standard Threshold

Agency Threshold

Service Availability
- Classic Voice

Measures service
availability for Classic Voice
services

99.9% availability*
*not including Downtime for
scheduled maintenance

Not applicable

Service Availability

Measures service

99.9% availability*
*not including Downtime for

value

- PBX availability for IPT services
scheduled maintenance
Cust Measures how the 80% positive approval rating
u§ omgr customer perceives the through customer surveys
Satisfaction

Support Resolution

Measures the speed of
Incident resolution by
MN.IT Services

Priority 4: Low - 5 business
days

Priority 3: Medium - 2
business days

Priority 2: High - 8 hours
Priority 1: Critical - 2 hours

Service Response
for changing
Classic Voice

Measures the speed of
service response to move,
add or change services by
MN.IT Services

5 business days

Not applicable

Service Response
for changing PBX

Measures the speed of
service response to move,
add or change services by
MN.IT Services

5 business days

Service Response
for New Classic
Voice
implementation

Measures the speed of
service response by MN.IT
Services

12 business days

Not applicable

Service Response
for New PBX
implementation

Measures the speed of
service response by MN.IT
Services

90 business days

PBX Call Quality

See service definition for
more information

Mean Opinion Score 4 to 5
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Table 26: Service Level Objectives for Web Server Management

Metric

Definition

Standard Threshold

Agency Threshold

Service Availability

Measures service
availability.

99.9% availability*
*not including Downtime for
scheduled maintenance

99% availablity during normal
working hours and 98% during
non-work hours, not including
downtime for scheduled
maintenance

Customer
satisfaction

Measures how the
customer perceives the
value

80% positive approval rating
through customer surveys

Support Resolution

Measures the speed of
Incident resolution by
MN.IT Services

Priority 4: Low - 5 business
days

Priority 3: Medium - 2
business days

Priority 2: High - 8 hours
Priority 1: Critical - 2 hours

Server Response

Measures the maximum
time before the web server
generates a response.

0.5 seconds
**Does not include network
latency

Server response time is
currently not measured and will
not be included summary
statistics

Content Change

Measures the maximum
time required to respond to
a request.

Typical - 1 business day
Critical - 4 hours
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Table 29: Service Level Objectives for Workstation Management Services

value

Metric Definition Standard Threshold Agency Threshold
Supporting Measures service 99.9% availability* 99% availability during
Infrastructure availability of supporting *not including Downtime for normal working hours.
availability infrastructure (e.g., file scheduled maintenance Does not include downtime

shares and print servers, for scheduled maintenance.
critical Windows client
patches).
Measures how the 80% positive approval rating
Cugtomgr customer perceives the through customer surveys
Satisfaction

Support Resolution

Measures the speed of
Incident resolution by
MN.IT Services

Priority 4: Low - 5 business
days

Priority 3: Medium - 2
business days

Priority 2: High - 8 hours
Priority 1: Critical - 2 hours

A temporary replacement
computer will be available within
4 hours when a staff workstation
becomes inoperable.
Replacement or repair can take
up to 5 days.

Service Response

Measures the speed of
service response by MN.IT
Services

All requests will be entered
as “Medium” with 2 business
days for resolution, unless
specifically listed. Requests
can be escalated on a
case-by-case basis.

Service Response
for Workstation
deployment and
replacement

Measures the speed of
service response by MN.IT
Services.

** |f workstation and/or
resources demands
exceed supply, delivery of
hardware may impact

Up to 10 workstations - 10
business days from receipt of
hardware.

** Greater than 10
Work-stations -delivery time
varies.

Service Response
for "One-off"
Software
Installation

Measures the speed of
service response by MN.IT
Services

5 to 10 business days

Critical Windows
Client Patches

Measures the number of
workstations receiving
timely critical

80% of workstations
updated within 7 days
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Office of Higher Education Applications

Introduction

The Office of Higher Education applications section describes the collection of applications that support the
agency’s business processes. In this context, an “application” is software that functions by means of
computers to accomplish useful work.

MN.IT Services staff support thousands of different applications enterprise-wide, ranging from Parking Lot
Systems to Vendor Management Systems to Web Content Management Systems. These applications may
be composed of dedicated hardware and highly customized software, or may be vendor purchased
“commodity” products. This section describes these applications, who supports them, how they work, and
the relative priority to business users.

The details for each application can vary greatly, so the following standard information has been gathered for
each major application in order to facilitate effective analysis and accountability:

Business Division: Primary unit within the agency structure that uses the application

Business Purpose: The logical grouping of applications in support of a Business Purpose or
Business Function. Applications will be sorted under each Business Purpose. For example, 10
unique applications are grouped together to provide the features and functions needed to support
“License Renewal”.

Application Name: How agency staff commonly refer to the application

Description: Description of application

Contact: Business person within the agency that should be contacted for business requirements and
additional information about the application

Attended Hours of Operation: Times when the application is available for use and attended by
MNLIT staff.

Hours of Operation Currently Met: Indicator of whether or not the Hours of Operation are being
achieved with the current level of infrastructure (staff, equipment, contracts, etc.)

Recovery Time Objective (RTO): The maximum period of time available for recovering an
application before there is a significant impact on the agency. Possible RTO periods for the purposes
of this document are as follows:

e Immediate (no downtime) * 8 Hours

e 24 Hours ¢ 48 Hours

e 72 Hours ¢ 4 Days

¢ 5 Days o 1 Week (7 Days)

e 2 Weeks (14 Days) ¢ 3 Weeks (21 Days)
e 4 Weeks (28 Days) « TBD

o N/A (will not be recovered)
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¢ RTO Achievable: Indicator of whether or not the RTO can be achieved with the current level of
infrastructure in the event of a disaster

e Criticality: Impact if the application becomes unavailable because of an unplanned service incident.
The criticality levels are as follows:

o 1 (Critical) = any incident that has “massive impact” and is highly visible, impacts a significant
number of users, a major agency, application or service and has no redundancy or alternate
path.

o0 2 (High) = any incident that impacts a significant number of users, a major agency application
or service, but has redundancy, or an alternate path or bypass.

o 3 (Medium) = any incident that impacts a limited number of users with a resource or service
down or degraded.

0 4 (Low) = any incident that impacts a small number or a single user in which a resource or
non-critical service is down or degraded and a deferred fix or maintenance is acceptable.

e Availability Service Level %: Service availability describes the time the system is running and
available to the business customer. Availability Service Level is calculated as follows:

Applicable days in calendar month x 24 x 60 minus [Minutes of outage in calendar month]
Applicabe days in calendar month x 24 x 60

Typical service availability levels can be characterized as follows:
0 99.9% - Maximum of 8 hours, 45 minutes of downtime per year. This level requires 24 x 7
staffing, “High Availability” (HA) system design, and redundant components.
0 99.5% - Maximum of 43 hours, 48 minutes of downtime per year. This level requires having
staff “on call”, spare parts, and/or maintenance contracts for parts delivery.
0 99.0% - Maximum of 87 hours 36 minutes of downtime per year. This level requires having
staff “on call”, well-defined system recovery procedures, and business hour staffing.

¢ Regulatory Compliance Service Requirements: Listing of any external or internal compliance
requirements that govern the application. Examples include: HIPAA, JCAHO, IRS Publication 1075,
etc.

« Information Classification Service Requirements: Indicator of information classification associated
with the application. When multiple classifications apply, the highest classification is applied.
Information Classifications are as follows:

o A = Confidential or Protected Nonpublic
o0 B = Private or Nonpublic
o C =Public

The information provided for each Agency application is presented “as is,” meaning that the data has been
provided by the Agency-based CIO to reflect current capabilities and characteristics based on available data.

As metrics change and/or more application information is available, changes will be incorporated into this
document.
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Business Division:

Business Purpose: Education - Post secondary

Application Name:  G.l. Bill Scholarship Contact: Terry Schmit
Application ID 1947

Descripton: Scholarship for Minnesota residents who served in the military and are attending

Minnesotan post-secondary institutions

Attended Hours of Operation:

Monday - Friday 8 AM - 4:30 PM Hours of Operation currently met?: Yes
Saturday Availability Service Levels %: 99.7
Sunday
Holiday
Recovery Time Objective (RTO): 1 Week (7 Days) RTO achievable?: Yes Criticality: Medium
Regulatory Compliance Service Requirements: FERPA
Information Classification Service Requirements: Private or Nonpublic

Additional Comments:

Application Name:  GRIP Contact: Terry Schmit
Application ID 1948
Descripton: Student loan consolidation program for health care professionals.

Attended Hours of Operation:

Monday - Friday 8 AM - 4:30 PM Hours of Operation currently met?: Yes
Saturday Availability Service Levels %: 99.7
Sunday
Holiday
Recovery Time Objective (RTO): 1 Week (7 Days) RTO achievable?: Yes Criticality: Medium
Regulatory Compliance Service Requirements: FERPA
Information Classification Service Requirements: Private or Nonpublic

Additional Comments:
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Business Division:

Business Purpose: Education - Post secondary

Application Name: Indian Scholarship Contact: Terry Schmit
Application ID 1949

Descripton: Scholarship for Minnesota residents with Native American ancestry who are attending

Minnesotan post-secondary institutions.

Attended Hours of Operation:

Monday - Friday 8 AM - 4:30 PM Hours of Operation currently met?: Yes
Saturday Availability Service Levels %: 99.7
Sunday
Holiday
Recovery Time Objective (RTO): 1 Week (7 Days) RTO achievable?: Yes Criticality: Medium
Regulatory Compliance Service Requirements: FERPA
Information Classification Service Requirements: Private or Nonpublic

Additional Comments:

Application Name: Interstate Tuition Reciprocity (ITR) Contact: Terry Schmit
Application ID 1950
Descripton: ITR allows students from Minnesota to pay reduced tuition at selected public colleges in

North Dakota, South Dakota and Wisconsin.

Attended Hours of Operation:

Monday - Friday 8 AM - 4:30 PM Hours of Operation currently met?: Yes
Saturday Availability Service Levels %: 99.7
Sunday
Holiday
Recovery Time Objective (RTO): 1 Week (7 Days) RTO achievable?: Yes Criticality: Medium
Regulatory Compliance Service Requirements: FERPA
Information Classification Service Requirements: Private or Nonpublic

Additional Comments:
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Business Division:

Business Purpose: Education - Post secondary

Application Name:  OHE Web Sites Contact: Terry Schmit
Application ID 1951

Descripton: Provide infrastructure, database and programming support for agency web sites including

www.ohe.state.mn.us and www.getreadyforcollege.org.

Attended Hours of Operation:

Monday - Friday C 7:30 AM - 4:30 PM Hours of Operation currently met?: Yes
Saturday Availability Service Levels %: 1ded, 99.4 |
Sunday
Holiday
Recovery Time Objective (RTO): 2 Weeks (14 Days) RTO achievable?: Yes Criticality: Medium
Regulatory Compliance Service Requirements: FERPA
Information Classification Service Requirements: Private or Nonpublic

Additional Comments:

Application Name:  SELF Defaulters Contact: Terry Schmit
Application ID 1952
Descripton: Application to help collect past due amounts from borrowers that have defaulted on a

SELF student loan.

Attended Hours of Operation:

Monday - Friday 8 AM - 4:30 PM Hours of Operation currently met?: Yes
Saturday Availability Service Levels %: 99.7
Sunday
Holiday
Recovery Time Objective (RTO): 1 Week (7 Days) RTO achievable?: Yes Criticality: Medium
Regulatory Compliance Service Requirements: FERPA
Information Classification Service Requirements: Private or Nonpublic

Additional Comments:
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Business Division:

Business Purpose: Education - Post secondary

Application Name:  State Grant Contact: Terry Schmit

Application ID 1953

Descripton: Need based grants for Minnesota residents attending Minnesotan post-secondary
institutions.

Attended Hours of Operation:

Monday - Friday 8 AM - 4:30 PM Hours of Operation currently met?: Yes
Saturday Availability Service Levels %: 99.7
Sunday
Holiday
Recovery Time Objective (RTO): 1 Week (7 Days) RTO achievable?: Yes Criticality: Medium
Regulatory Compliance Service Requirements: FERPA
Information Classification Service Requirements: Private or Nonpublic

Additional Comments:

Application Name:  Student Record Database Contact: Terry Schmit
Application ID 1954
Descripton: Provide infrastructure, database and programming support for Student Enrollment and

the Degrees Conferred databases. This data is used for the interagency SLEDS project.

Attended Hours of Operation:

Monday - Friday 8 AM - 4:30 PM Hours of Operation currently met?: Yes
Saturday Availability Service Levels %: 99.7
Sunday
Holiday
Recovery Time Objective (RTO): 4 Weeks (28 Days) RTO achievable?: Yes Criticality: Medium
Regulatory Compliance Service Requirements: FERPA
Information Classification Service Requirements: Private or Nonpublic

Additional Comments:
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Business Division:

Business Purpose: Education - Post secondary

Application Name:  Summer Academic Enrichment Contact: Terry Schmit
Application ID 1955

Descripton: Provide stipends on a first-come, first-serve basis, to cover all or a portion of the direct

cost for students in grades 3-11 to attend eligible summer academic enrichment programs.

Attended Hours of Operation:

Monday - Friday 8 AM - 4:30 PM Hours of Operation currently met?: Yes
Saturday Availability Service Levels %: 99.7
Sunday
Holiday
Recovery Time Objective (RTO): 1 Week (7 Days) RTO achievable?: Yes Criticality: Medium
Regulatory Compliance Service Requirements: FERPA
Information Classification Service Requirements: Private or Nonpublic

Additional Comments:

Application Name:  Summer Transition Contact: Terry Schmit
Application ID 1956
Descripton: Need based grant for recent high school graduates to take remedial coursework before the

start of their freshman year.

Attended Hours of Operation:

Monday - Friday 8 AM - 4:30 PM Hours of Operation currently met?: Yes
Saturday Availability Service Levels %: 99.7
Sunday
Holiday
Recovery Time Objective (RTO): 1 Week (7 Days) RTO achievable?: Yes Criticality: Medium
Regulatory Compliance Service Requirements: FERPA
Information Classification Service Requirements: Private or Nonpublic

Additional Comments:
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Projects and Initiatives

Managing Project Resources and Project Priorities

Historically, most agencies have had a pool of discretionary technology funds to use throughout
a budget year for IT initiatives that include the following types:

o New applications/systems: The design and building of business applications and tools
that perform functions and processes for state programs.

¢ Enhancements and changes: Changes, enhancements and upgrades to existing
applications or systems due to changing business needs and/or changing technologies.

e Ad hoc IT requests: IT business analysis that does not rise to the definition of a project,
but requires some information technology subject matter expertise.

Within its available resources, Agency business leadership has, prior to IT consolidation, been
able to manage project resources and priorities on an ongoing basis, based on their business
needs and priorities.

The Agency will continue to have that same discretion within this SLA.

Under the terms of this SLA, the management of IT project resources and project priorities is an
iterative process throughout the fiscal year, managed through a cooperative relationship
between MN.IT Services and Agency business leadership.

Section 6 of this SLA outlines the portion of the Agency’s total technology budget that is
currently allocated to projects and initiatives. From this pool of identified funding, the Agency-
based CIO will work in consultation with Agency business leadership to set priorities, manage a
project portfolio as described above, and regularly report on portfolio status. Should priorities
change or should circumstances arise that change available resources, the decision on how
resources should be allocated and projects changed is a business decision made by Agency
business leadership in consultation with the Agency-based CIO.

When a new initiative is proposed, the Agency business unit and the Agency-based CIO
determine the availability of resources within the existing discretionary resource pool described
in Section 6. This analysis may result in the need for an Agency executive leadership decision
to adjust portfolio priorities or it may require the identification of funding beyond the available
resource pool. In such cases, the Agency business unit and Agency-based CIO work to analyze
the change’s impact on the project portfolio, identify and allocate resources for the proposed
project, and amend Section 6 of the SLA as necessary.

The diagram below summarizes the ongoing process by which MN.IT will work with Agency
business to reprioritize IT projects and initiatives covered in this section in order to meet the
Agency’s highest priorities. See Section 1 for IT budget changes (“Acceptance, Amendments,
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and Termination”). A more detailed budget change process is being developed and will be
distributed when it is complete.

Define Adjusf-ﬂj_a_Service

requirements and . Additional Agreement
scope budget?

Types of Project and Initiatives

New Applications / Systems

It is not unusual for issues, concerns, challenges or priorities to emerge that require the
development of a new application or system within a given fiscal year. Examples might include
new legislative requirements, a policy change, or the need to replace a legacy system.

In the case of a new application or system, the Agency-based CIO will work with the appropriate
Agency business units to identify the need, requirements, scope, budget, and schedule for a
new project, based upon its alignment and contribution to the Agency’s strategies and
objectives.

If necessary, the Agency-based CIO will assign project management or business analysis
resources to conduct the discovery process that will provide the details necessary for an
executive leadership decision on whether to proceed.

With executive leadership approval, the Agency-based CIO will add the project request to the
gueue as appropriate and assign the appropriate resources to work with the Agency business
unit.

Enhancements and Changes

Existing applications and systems often require regular enhancements and changes that keep
them current with new technologies, security improvements, and changing business
requirements. Although most enhancements and change projects may not be as large, costly
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and complex as new system development, they consume significant resources and require the
same level of project management discipline as new projects.

The process to analyze the requirements of an enhancement or change project, to assess the
project’s impact on the project portfolio, and the financial requirements mirror the processes for
new projects.

Ad hoc Requests for a Short-term Effort

There will be times when Agency business leadership determine the need for a technical
resource for short-term activities or initiatives that do not rise to the level of a formal project.
Examples of technical resources that may be needed to augment existing staff include business
analysts, network designers, programmers, developers, or architects.

To meet this need, the Agency business unit will work with the Agency-based CIO to determine
the best approach for acquiring the appropriate resources. The Agency-based CIO will then
facilitate the contracting process utilizing the appropriate procurement process, depending on
the resource, i.e., contracting with MN.IT Services, ASAP-IT, or one of the other state
contracting mechanisms.

Project Management and Oversight Processes

MN.IT Services provides professional project managers to lead projects from initiation through
execution in a manner that meets the priorities of Agency business leadership and the policies
and standards of the State for project and portfolio management.

In delivering this service, the assigned project manager will be responsible for the following
activities:

o Prepare the project charter, project plan, and project status documents

o Plan tasks, identify resource needs

e Perform project risk management

e Assign planned tasks to staff and contractors assigned to the project

e Monitor progress and regularly report status

e Lead project change management and communications

e Log and track project issues

e Facilitate project-related decision-making

e Cooperate with Agency business unit to facilitate a smooth transition to operational
support

e Coordinate with MN.IT Services’ Information Standards and Security Risk Management
Division to ensure compliance with project management policies, state architecture,
accessibility, security and procurement standards, and statutory requirements. The
policies are located on the MN.IT website http://mn.gov/oet/policies-and-standards/
(Policies and Standards)

o Manage the project budget
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Project Management Policy and Statutory Compliance

In addition to project and program management for Agency-based IT projects, MNL.IT Services’
Enterprise Project Portfolio Management Division provides services that verify and review the
application of project management best practices, policy, and statutory compliance for all
Agency-based IT projects. As part of this oversight function, the Enterprise Project Portfolio
Management Division meets with the Agency’s project manager to determine the appropriate
level of oversight required by policy and statutes. The Enterprise Project Portfolio Management
Division also assists the project manager with acquiring resources to perform required risk
management and project audit activities as needed for projects that meet the thresholds for this
requirement.

Requesting Projects and Initiatives

The following pages describe the process by which Agency business units and/or leadership
request project and initiatives services or changes at the Agency.

In FY2013, MN.IT Services will be developing a standard process for all project and service
requests regardless of location. When that process is available, this Service Level Agreement
will be amended to reflect the changes.
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Office of Higher Education Projects and Initiatives Details

MN.IT @ Office of Higher Education Project Management Office
(PMO)

The MN.IT@ Office of Higher Education PMO has the following processes and procedures
related to the services outlined in Section 5: Projects and Initiatives.

General Information

MN.IT @ Office of Higher Education does not have a formal Project
Management Office. Project management services are provided by the
Agency-based CIO and IT application development staff.

Contact Information

PMO Name N/A

Business Hours

Contact Name

Phone Number

Email Address

Project Requests

MN.IT@ Office of Higher Education PMO has established the following process or procedure
for requesting an IT project:

Requests for new applications and systems, as well as significant
enhancements and changes to existing systems, are agreed to between
the manager of the appropriate business unit and the Agency-based CIO.
If the initiative will require the utilization of resources that cross business
units, the approval of the agency Deputy Commissioner is required.
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Project Portfolio Management

MN.IT@ Office of Higher Education PMO has established the following process or procedure
and governance for prioritizing, authorizing, and monitoring the agency portfolio of IT
projects:

The Agency-based CIO will be the contact for the MN.IT Services'
Enterprise Project Portfolio Management Division to determine the
appropriate level of oversight required by policy and statutes.

Project Management

N/A
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Service Financial Information

Introduction

This section of the SLA defines an agency’s total IT budget consisting of the cost of agency-
based IT and the cost of centrally provided IT services. The FY14 agency IT budget was
determined in consultation with the agency CFO and as confirmed with the State CIO.

e For those agencies that have had their IT financial responsibilities transferred to MN.IT Services, the
agency-based IT portion of the budget has been recorded in and will be invoiced through a temporary
interagency agreement dated June xx, 2013 until such time as individualized rates are approved by
MMB. For those agencies whose finances are not yet consolidated, agency-based services will be paid
for directly by MN.IT through agency FinDeptIDs with IT attributes.

e The portion of the budget for centrally provided IT services is an estimate based upon expected
demand and historical order patterns. The billing of centrally provided IT services will be based upon
application of usage-based and fee-for-service rates approved by MMB.

MN.IT Services has adopted a new service costing model for IT, M-PWR that has been
used to calculate rates for centrally provided services. The tool will also be used to
calculate service rates for agency-provided IT services once an agency’s IT financial
responsibilities have been transferred to MN.IT and the agency’s local and unique rates
have been approved by MMB. The use of this tool will be expanded in the future to
include calculation of all agency IT rates, budgets, forecasting, and reporting.

Benefits for Business

This analysis and view of current service costs has many benefits for the Agency’s business
leadership, particularly at the point and time where IT management and responsibility is shifting
to a central IT organization. The purpose of this document, therefore, is to help:

« Customers understand and track the costs currently associated with the services they
currently get, thus increasing ongoing understanding and accountability for MN.IT
Services to the agency customer.

« Agency business leadership use the information to plan and prioritize how information
technology serves the business units and priorities of the organization.
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Benefits for IT

Service costing has become the standard of the information technology industry and provides
many benefits to MN.IT Services in its responsibility to meet the intent of the consolidation law.

« MN.IT can evaluate service costing across all of its agency offices, allowing a global
analysis of spending trends, cost fluctuations, and gaps.

< This analysis sets a baseline for setting service delivery standards within a newly
consolidated organization, allows a better competitive market comparison for sourcing
decisions and identifies opportunities for service improvements and efficiencies.

« The model provides a mechanism for instituting accountability enterprise-wide for
service levels and costs, and a foundation for future service level reporting.

« The model provides a baseline for measuring and quantifying future savings as
efficiencies are realized over time through consolidated activity.

« Comparing service costs across the enterprise helps to identify areas of under-spending
that need to be addressed.

« Aligning costs with services begins for MN.IT Services a “to do” list for systems and
asset investment for such issues as legacy systems, security and business continuity
remedies, etc. and is the foundation for investment prioritization in alignment with the
Minnesota IT Master Plan.

More Accurate Data for Improved Decision-Making

There has been continuing progress in the State’s ability to account for how IT dollars
are spent across the board. As we have the opportunity to review and analyze the data
across all agencies, two important outcomes will emerge:

1) A foundational baseline that will help MN.IT Services to deliver IT more
effectively and efficiently across the executive branch.

2) Data that will enable better decision-making at both the agency and stakeholder
level on the most effective IT investments for the business of the State.

Evolution of the Costing Model

IT Costing Model: October 2011

As a pre-requisite for meeting the legislative mandate to transfer authority for information
technology budgets and personnel to the Office of MN.IT Services, it was necessary first to
define the agency dollars that accompanied the change.

To accomplish this by the mandated deadline of October 2011, agency financial staff and
leadership worked together with MN.IT to analyze available data and arrive at a definition of
the personnel, dollars and activity that would be considered “in scope” for consolidation.
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Agency fiscal and leadership staff collected financial information on planned IT Spend for fiscal
years 2012 and 2013. This self-reported information was validated against prior years’ actual
financial reports, IT spend reports, and through in-person interviews with agencies’ fiscal and
other leadership staff.

The resulting total costs were outlined in the October 2011 interagency agreement that officially
transferred authority for the IT budget and personnel.

The October 2011 cost evaluation was a significant step forward in the State’s ability to identify
and quantify the entire IT spend for the executive branch. It allowed MN.IT and the agency to
agree to an acceptable and reasonable level of spending that would meet the agency’s needs in
an “as is” scenario for FY12.

In the following pages, you will find the Agency’s final spend as depicted in the October 2011
interagency agreements.

IT Costing Model: Initial Interagency Agreement/SLA

For this phase of the consolidation, MN.IT Services used the self-reported financials for FY2013
(above) and converted the financial information from an “account code” view to the defined set
of services in this Service Level Agreement (Standard IT Services, Applications, Projects
and Initiatives). The costing model for each service includes the following:

- Directly attributable costs: Costs that are directly attributable to a given service were
attributed to that service. Large expenses such as telecom, software, hardware,
professional technical contracts, etc., were given greater scrutiny.

< Allocated costs: Smaller expenditures, miscellaneous expenses and/or costs that are
not clearly attributable to a single service have been allocated across all services by a
formula based on the relative size of the service.

IT Costing Model: M-PWR(NICUS)

In March 2013, MN.IT adopted a new IT financial management tool called M-PWR
(NICUS). This tool embodies a systematic and integrated approach to performing IT
budgeting, cost allocation (service rate development), forecasting, and reporting.
The first phase currently being implemented is for service rate development for both
centrally provided and agency-based (local) IT costs. Follow-on phases will include
budgeting, forecasting, and reporting. An important part of the implementation of M-
PWR will be the building of interfaces with statewide systems such as SWIFT,
SEMA-4, and BPAS. Some of the key attributes of the cost allocation model are as
follows:

e A new chart of accounts (COA) was established for MN.IT Services based

upon a service reference model that allows IT costs to be captured in the
appropriate functional “buckets”.
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e The cost allocation tool has the ability to then assign these costs directly to
individual services - IT standard services, projects, and applications - for a
view of costs per service. These services include the underlying infrastructure
costs, which are allocated according to established unit volumes/metrics.

e The rates for a given service are calculated as the sum of direct and indirect
allocated costs per the relevant metric (unit volume).

¢ Rates are calculated for centrally provided services as well as for agency-
based IT services for a combined service total to be billed back by MN.IT
Services.

¢ Initially, the NICUS tool will be used to verify and provide a lookback to
agencies for their service costs but will not be the official billing tool until
implementation of the system is complete. Until that time,

o All agencies will continue to receive three invoices for centrally
provided services through the existing billing system: Computing,
WAN, and Voice.

o Agencies that have transferred financial responsibility to MN.IT (Phase
One) will also receive a bill for locally provided services based on a
temporary Interagency Agreement and an unofficial “lookback” invoice
that shows a view of costs per service

o Agencies that have not yet transferred financial responsibility to MN.IT
will have their agency-based office expenses paid directly by MN.IT
and assigned to agency FINDeplDs with IT attributes until their local
rates are approved. These agencies will also receive a “lookback”
invoice during FY14 that will provide a view of their IT costs.

Service Billing and Procurement

This document does not represent an invoice. It is an accounting of the Agency’s
current IT budget by account classification for agency-based IT and a single line
item for centrally provided IT services based upon an agency forecast.

The financials contained in this SLA include all IT, regardless of source, including
those services provisioned at the Agency, centrally and/or by a third party.

Agency-specific services: All Agency-specific IT service activity and
expenditures will be managed by the Agency-based CIO within the Agency’s
identified IT budget.

Centrally provided MN.IT services: Services managed and/or provided centrally will
be billed to the Agency by MN.IT Services, based on the published FY14 rate
package. Costs for such services have been accounted for and will go against the
Agency’s IT budget, like all other costs.
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Biennial IT (BIT) and Odyssey projects: Biennial IT (BIT), i.e. legislatively approved IT projects
and Odyssey projects related to a particular agency are included as separate line items at the
bottom of the FY14 Planned IT Spend by Account Class and FY14 Cost by Chart of Accounts
(COA). BIT projects typically involve an agency component and an IT budget as provided by
legislation or as agreed to between the agency and MN.IT. Only the IT portion is factored into the
agency IT budget. Odyssey (2001 Fund) projects typically consist of funds contributed by
agencies for a specific agency IT purpose. Only Odyssey projects related to a particular agency
are included in the total agency IT budget. BIT and Odyssey budgets are included in the total
Agency IT Budget in order to reflect total agency IT spend.

Procurement: Procurement of IT commodities and IT contracts will commence
on July 1, 2013 for agencies whose finances have been consolidated, and by the
end of the first quarter, FY 14 for all other executive branch agencies. For
consolidated agencies, the purchases will be coded in the MN.IT chart of accounts
such that they will be accounted for in the individual agency-based office IT
Spend. For agencies that have not yet consolidated their IT finances, purchases
will initially be made by MN.IT on behalf of the agency-based office, but accounted
for against the Agency’s (non MN.IT) chart of accounts and funding.

As decisions are made on new projects or service levels throughout the year, the Agency-
based CIO will work with the Agency to evaluate the costs associated with those changes,
and the implications the changes will have on the Agency’s budget. When budget changes
are made, this SLA will be modified. See Section 1 for IT budget changes (“Acceptance,
Amendments, and Termination”). A more detailed budget/SLA change process is being
developed and will be distributed when it is complete

MN.IT SERVICES: Information Technology for Minnesota Government



COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Office of Higher Education Service Costing Details

FY14 Planned IT Spend by Account Class

The following table provides the specific IT service costing for your agency as well as the
estimated cost of centrally provided IT services. The IT costs include IT spend by all funds
including federal, general and special revenue funds. It includes on-going IT projects as well as
agency-related BIT (Biennial IT) and Odyssey projects for FY14:

FY14 Budget - MN.IT @ Agency

Account Class Acount Class Description FY14 Budget
41000 Full-Time Salary & Fringe* 440,311
41030 Part-Time Salary & Fringe 0
41050 OT & Premium Pay 0
41070 Other Employee Costs 0

Total Personnel 440,311
41110 Printing and Advertising 1,000
41130 Prof/Tech Services Outside Vendor 23,000
41145 IT Prof/Tech Services O/S Vendor 3,000
41150 Computer & Systems Services 38,000
41155 Communications 19,000
41160 Travel & Subsistence - Out State 3,000
41170 Travel & Subsistence - In State 2,000
41180 Employee Development 2,000
41190 Agency Provided Prof/Tech Serv 3,000
41195 IT State Agency Prof/Tech Serv 3,000
41300 Supplies 2,000
41400 Equipment-Captial Lease 0
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Account Class Account Class Description FY14 Budget

41500 Repairs, Alterations & Maintenance 10,000

42000 Agency Indirect Costs 0

42010 Statewide Indirect Costs 1,000

42020 Attorney General Costs 0

42040 Agency Direct Costs 0

43000 Other Operating Costs 0
Payments to Individuals-Med-Rehab

44100 Client 0
Payments to Individuals-Not Med

44110 Rehab 0

47040 Intangible-Capital 0

47060 Equipment-Capital 0

47160 Equipment-Non-Capital 50,000

47010 Building-Improvement-Capital 0

44130 Aid-Grants to Counties 0

44140 Aid-Grants to School Districts 0

44155 Aid-Grants to State Agencies 0

44200 Distrib of Amounts Collected 0
Total Non-Personnel 160,000
Total @ Agency FY14 Budget 600,311
Centrally Provided IT Services 79,000
Sub-Total Agency IT Budget 679,311
Total BIT 0
Total Odyssey Fund 0
Total Agency IT Budget 679,311

Items Not Included in IT Budget:
41100 pace Rental, Utilities, & Maintenance 44,000

Item Not Included in IT Budget

MN.IT SERVICES: Information Technology for Minnesota Government



COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

BIT, Odyssey Fund, Budget Change Details

Detail Spend
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FY 14 Costs by Chart of Accounts (COA), June 2013

The following chart shows the direct salary and non-salary cost of agency-provided IT services as
assigned by the agency CIO to the chart of accounts (COA). The total amount of centrally provided
IT services estimated by the agency is shown as a single line item in order to arrive at a total agency

IT spend:
Service Type Salaries Prof/Tech Software = Telecommu Hardware Repa!rs & All-Other Total
. Maint Expense
nications Non-Salary
enance by Type
Standard IT
Services 121,076 9,000 26,000 19,000 50,000 0 3,000 228,076
Client
Computing 9,495 0 0 0 50,000 0 2,000 61,495
Enterprise
Unified 0
Communication 0 0 0 0 0 0 0
& Collaboration
Contracted
Telecom Service 0 0 0 0 0 0 0 0
(CTS)
IP Services 0 0 0 0 0 0 0 0
Contact Center
LAN Services - 0 0 0 0 0 0 of 0
Facilities
WAN/MAN
Services - 0 0 0 0 0 0 of 0
Facilities
Service Desk 0 0 0 0 0 0 of 0
Infrastructure 111,581 9,000 26,000 19,000 0 0 1 ,OOOI 166,581
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Service Type Salaries Prof/Tech Software = Telecommu Hardware Repa!rs & All-Other Total
. Maint Expense
nications Non-Salary
enance by Type
Applications
Application
Development &
Support 198,018 23,000 12,000 0 0 10,000 6,000] 249,018
Applications - | 4,1 517 0 0 0 0 0 of 121,217
Infrastructure
Pr_o_je(_:ts & 0 0 0 0 0 0 of 0
Initiatives
Leadership 0 0 0 0 0 0 2,000] 2,000
Total@Agency 440,311 32,000 38,000 19,000 50,0000 10,000 11,000 600,311
IT Costs
Centrally
Provided IT 0 0 0 0 0 0 of 79,000
Services
Sub-Total 440,311 32,000 38,000 19,000 50,000 10,000 11,000] 679,311
Agency IT
Budget
Total BIT 0 0 0 0 0 0 of 0
Total Odyssey 0 0 0 0 0 0 ol 0
Fund
Total Agency
440,311 32,000 38,000 19,000 50,000 10,000 11,000 679,311
IT Budget
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Information Security

Statutory Responsibilities for IT Security

The State of Minnesota recognizes that information is a critical asset. How information is
managed, controlled, and protected has a significant impact on the delivery of state services and is
vital to maintaining the trust of those that provide data to the State and/or use state programs.
Information assets held in trust by the State must be protected from unauthorized disclosure, theft,
loss, destruction, and alteration. Information assets must be available when needed, particularly
during emergencies and times of crisis.

It is for this reason that Minnesota Statutes, Chapter 16E requires the State Chief Information
Officer (State ClO) to define cyber security policies, standards, and guidelines for the executive
branch. It is also why those policies are required to be embedded in all executive branch services,
systems and processes. Minnesota Statute also gives State ClO authority to install and administer
security systems for use by all.

Protecting our digital infrastructure at a reasonable level of risk is the goal. Presently, the State
faces a high level of risk due to an inadequate historical investment in security tools, people and
processes. At its current funding level, the State’s investment in security stands at 2 percent of its
total IT budget, compared to an industry standard of 5.4 percent — 6.2 percent. Current levels of
security within state agencies are inconsistent and, in some cases, inadequate.

Consolidation of IT services will significantly improve the security profile of the State and make the
achievement of an appropriate level of risk more affordable. As consolidation of IT continues and a
thorough evaluation takes place, more accurate analysis of individual agency security levels will be
available. Long term, however, the executive branch will need to invest more in information
security to ensure that key security services and risk levels are standard and acceptable across all
agencies, regardless of size and resources.

Enterprise Security Program Framework

MNL.IT Services’ Enterprise Security Program exists to set the policies and standards that will
protect executive branch information assets and ensure compliance with all state and federal
regulatory requirements. The Enterprise Security Program uses the 800 series of publications by
the National Institute of Standards and Technology’s (NIST) as a framework. The NIST 800 series
has been adapted to accommodate the unique model of Minnesota’s government.

The information security program is divided into four components that contain high-level policies
and a series of implementing standards. These policies are located on the MN.IT Services website
at http://mn.gov/oet/policies-and-standards/information-security/ Information Security Policies
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Enterprise Security Governance

In order to implement the Enterprise Security Program, the State CIO delegates all security-related
responsibilities to the State Chief Information Security Officer.

The IT Governance Framework (June 2012) outlines the process for making decisions that impact
the risk posture of the executive branch. New policies and standards are reviewed and approved
using the processes in the IT Governance Framework. Periodic review of all existing policies and
standards will be conducted at least once every two years through the processes described within
the framework.

Role of Agency-based CIO

It is the role of MNLIT Services Agency-based CIO to ensure that all Enterprise Security Program
policies and standards are met in delivering IT services and managing IT facilities, systems and
applications within the Agency.

It is also the responsibility of the Agency-based CIO to manage Agency-based systems and
services to an acceptable level of risk as determined in consultation with the business leadership,
and in accordance with applicable state and federal policies and regulations. This may include
policies and standards that have not yet been addressed by the Enterprise Security Program
and/or policies more stringent than those outlined by the Enterprise Security Program. Agency-
based ClOs will ensure that mitigating controls are in place to reduce risk to a level that Agency
business leadership is willing to accept.

Role of Business

It is the responsibility of Agency business leadership to understand and accept risk, in consultation
with MNL.IT Services Agency-based CIO, for the services and applications in its portfolio. It also is
the responsibility of Agency business leadership to ensure that at least the minimum state policy
requirements for security can and will be met at the Agency level.

Through defined governance processes, Agency business leadership has an opportunity to
participate in the design and implementation of the policies, standards, and security systems that
are required for the executive branch.

Role of MN.IT IT Standards and Risk Management Division

The MN.IT Services IT Standards and Risk Management Division is responsible for the
management of enterprise security governance, for monitoring and enforcing compliance with
executive branch policies and for the strategic and tactical planning of the Enterprise Security
Program. The division is also responsible for planning and/or approving appropriate security
services for all executive branch entities. These security services include both Standard IT
Services, which are directly used by agencies and Enabling IT Services, which are incorporated
within other services and not necessarily visible or “consumable” by the customer. Table 7-1
describes all the information security services provided by MN.IT and outlines whether each
service is a Standard IT Service (described further in section 3) or an Enabling IT Service.
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Table 7-1

Types of Information Security Services Provided by MN.IT Services

from physical threats

Service
Security Service Service Description Type
Information Security | Responsible for the planning, oversight, and coordination Standard
Program of all information security activities, including the
Management development of enterprise-wide policies and standards
Secure System Responsible for designing appropriate security controls in Enabling
Engineering new systems or systems that are undergoing substantial
redesign, including both in-house and outsourced
solutions
Information Security | Responsible for providing employees at all levels with Standard
Training and relevant security information and training to lessen the
Awareness number of security incidents
IT Service Continuity | Responsible for ensuring that critical business functions Standard
will be available in a time of crisis
Information Security | Responsible for validating that information security Enabling
Compliance controls are functioning as intended
Information Security | Responsible for gaining situational awareness through Enabling
Monitoring continuous monitoring of networks and other IT assets for
signs of attack, anomalies, and inappropriate activities
Information Security | Responsible for determining the cause, scope, and impact Standard
Incident Response of incidents to stop unwanted activity, limit damage, and
and Forensics prevent recurrence
Vulnerability and Responsible for continuously identifying and remediating Enabling
Threat Management | vulnerabilities before they can be exploited
Boundary Defense Responsible for separating and controlling access to Enabling
different networks with different threat levels and sets of
users to reduce the number of successful attacks
Endpoint Defense Responsible for protecting information on computers that Enabling
routinely interact with untrusted devices on the internet
or may be prone to loss or theft
Access Control to Responsible for managing the identities of users and Standard
Systems devices and controlling access to resources and data based
on a need to know
Physical Security Responsible for protecting information systems and data Enabling
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Force Majeure & Performance Exceptions

Neither party shall be responsible, or considered in default in the performance of its obligations,
for failure or delay of performance, including failure to satisfy service availability
levels/objectives, if caused by: (1) scheduled downtime to perform routine, non-emergency or
emergency maintenance on MN.IT-provided services; (2) downtime on non-production systems;
(3) factors outside of the party’s reasonable control, including any force majeure event as
defined below; (4) equipment, software or other technology not within MN.IT’s direct control; (5)
service suspensions or termination of Agency’s right to use the MN.IT-provided services in
accordance with the Agreement.

Force majeure events include, but are not limited to, acts of God, acts of government, flood, fire,
earthquakes, civil unrest or riot, acts of terror, acts of war, acts of hostility or sabotage, strikes or
other labor problems including a government shutdown, Internet/telecommunications service
provider or power/electrical failures or delays, and other events outside the reasonable control
of the obligated party.

Both parties will use reasonable efforts to mitigate the effect of a force majeure event. This
section does not excuse either party’s obligation to take reasonable steps to follow its normal
disaster recovery procedures or Agency'’s obligation to pay for programs delivered or services
provided.
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Related Information
Covered Entities

This SLA describes services provided to the following entity(ies): Office of Higher Education

Standard Documentation

The following documents provide additional information regarding MN.IT Services:
e Minnesota Statutes chapter 16E Office of MN.IT Services
<https://www.revisor.mn.gov/revisor/pages/statute/statute chapter_toc.php?chapter=16E>
e Enterprise Technology Fund 5500 Rate Schedule 2014
o State of Minnesota IT Master Plan, <http://mn.gov/oet/governance/strateqgic-plans/strategic-plans.jsp>

e Operational documents/information on
MN.IT website <http://mn.gov/oet/index.isp> (<http://mn.gov/oet/index.jsp>)
¢ Minnesota IT Governance Framework available on the MN.IT website
http://mn.gov/oet/governancel/igov/gov-structure.jsp

Agency Specific Documentation

The following documents provide additional information specific to Office of Higher Education
operations:

Document Name:  Appropriate Use of Electronic Communication and Technology
Link: http://intranet.ohe.state.mn.us/pdf/ElecCommPolicy.pdf

Additional Information: As of August, 2012, the Agency-based CIO for the Office of Higher Education shall be the
incumbent Agency-based CIO at the Department of Education. This business relationship shall
be reviewed in January 2013 to determine its appropriateness and effectiveness. Between
August, 2012 and January of 2013, the Agency-based CIO agrees not to make staffing or budget
decisions without the full knowledge of the Deputy Commissioner at Office of Higher Education.
In the absence of legitimate deficiencies in services delivered to the Office of Higher Education
by the incumbent Agency-based CIO , this relationship will continue until the next negotiation of
the Service Level Agreement, at which time it may become permanent. In the interim, all
Agency-based CIO Roles and Responsibilities set forth in Section 1 of this SLA shall apply to the
Office of Higher Education.
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Definitions

SLA Glossary of Terms

Account Manager: Person assigned to each Agency as a central point of contact from the
customer service team

Account Team: Customer service team assigned to each Agency
Agency: Executive Branch Business
Agency Business Division: Primary unit within the agency structure that uses the application

Agency-based Chief Information Officer: The chief information officer located at each
agency. For purposes of the Service Level Agreement, the Agency-based CIO also means the
Designated IT Lead. The Designated IT Lead means the person assigned to represent MN.IT
Services at the agency in lieu of a chief information officer, and may be an employee of another
agency.

Agency Applications: Applications and IT services provided by an Agency in support of their
customers and business

Agency Threshold: A service threshold that is specific to an Agency, and is different than the
documented Standard Threshold

Application Name: How agency staff commonly refer to the application
Attended Hours of Operation: Times when the application should be available for use

Centers of Excellence: A collection of services that is recognized as the lead service provider
and available for all executive level agency usage

Change Windows: Scheduled times when IT services may be unavailable while planned
changes are being implemented

Cost Model: An financial review of an Agencies IT budget showing Applications, Projects and
IT Services

Critical Success Factors: A metric that reports on how effective a particular service is
operating

Criticality: Impact if the application becomes unavailable because of an unplanned service
incident.

Critical-1 Procedures: Highest level incident/outage, which will follow a specific set of
instructions to restore the service and manage communications
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Downtime refers to periods when a system is unavailable. Downtime or outage duration refers
to a period of time that a system fails to provide or perform its primary function.

Downtime Period is a period of ten consecutive minutes of Downtime. Intermittent Downtime
for a period of less than ten minutes will not be counted towards any Downtime Periods.

Emergency change is typically to resolve an ongoing service outage or degradation or address
an emerging security vulnerability, in which case the risks and potential business impact are so
high that it is not prudent to wait for the next regularly scheduled change window.

Emergency Maintenance: A change window requested for unplanned maintenance to correct
a system outage

Enabling IT Services: IT Services provided by MN.IT that are in support of the Business
Standard Services. Examples would be Hosting, Storage, Networking, and Data Center
Facilities

Incident: An incident is any event which is not part of the standard operation of service and
which causes, or may cause, an interruption or a reduction in the quality of that IT service.

IT Consolidation Act: Legislation passed in the 2011 Special Session that consolidated IT
from the Executive Branch State Agencies into one organization. Laws of Minnesota 2011, First
Special Session chapter 10, article 4.

Management Control Policies: These policies are in place to address RISK throughout the
lifecycle of the State’s information assets

Metric: A key measure used to communicate how a service is being delivered
Metric Definition: The working definition of a metric

Office of MN.IT Services: Executive branch Agency responsible for delivering IT to
all Executive Branch State Agencies

Operational Control Policies: Defines a class of security controls implemented and executed
by individuals

Outage when a service is interrupted.

Prioritization: As part of the Incident Management and Service Request Process, each ticket
will be classified and assigned a Priority according to its expected Service Level, as well as the

number of people being impacted. This will help establish its place in the work and service
request queues.

Program Policy: Identifies the overall purpose, scope and governance requirements of a
program as a whole

Projects and Initiatives: A list of approved efforts to develop new applications and make
changes to existing applications and services

Recovery Time Objective (RTO): The maximum period of time available for recovering an
application before there is a significant impact on the agency.
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Scheduled Downtime means those times where MN.IT Services notifies agencies of periods of
Downtime for Scheduled Maintenance at least five days prior to the commencement of such
Downtime.

Scheduled Maintenance: Regular scheduled times for MN.IT staff to perform maintenance to
applications and services

Service Availability: The amount of time an application is ‘up’ during its required availability
hours. This is reported as a percentage, e.g. 99.5% or 99.9%. To calculate the service
availability:

Required monthly minutes of availability — minutes of monthly outage x 100
Required monthly minutes of availability
= Required monthly minutes of availability =

# of days in month application is required x hours required each day x 60

minutes

* Minutes of monthly outage = Average historical monthly downtime of
application (not including planned maintenance)

Example: Application X has an availability requirement from business of 9 hours a day/5 days a
week and has a historical average of 30 minutes of downtime per month. To calculate its
service availability:

Required monthly minutes of availability: 22 days x 9 hrs x 60 min = 11,880 min
Minutes of monthly outage = 30
(11,880 — 30)/11,880 x 100 = 99.7%

Service Costs: The cost associated with the delivery and support of a specific MN.IT service
offering

Service Desk Activity: The work associated managing End User requests and incidents

Service Level Agreement: The documented agreement for delivery and support of MN.IT
services between the Executive Agencies and the MN.IT staff

Service Level Objectives: The documented expectation measuring the actual delivery of a
service

Service Levels: Measurements detailing the expected delivery of a service
Service Metrics: Specific measures established for each Service being delivered

Service Performance Reports: Regularly published reports depicting actual Service Results
using identified metrics

Service Request: A user request for support, delivery, information, advice, documentation, or a
standard change. Service requests are not service disruptions.

Services: A list of common tasks and activities performed by MN.IT in support of the Agency
employees
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Standard IT Services: Business facing services, typically available to all State of Minnesota
employees, with approval. Examples are: Order new laptop, Request Access to an Application,
Utilize Web Conferencing

Standard Threshold: The established Service Threshold (metric) available for a given Service
offering

Support Hours and Availability: Published days of the week and hours of the day when a
particular application or service is available for use, and for which support is readily available

Sustaining Documentation: A set of 4 documents which defines the foundation for the
directions of the State’s IT program. They include:
1. The comprehensive IT Service Level Agreement (this document)
2. The State of Minnesota Information and Telecommunications Systems and Services
Master Plan
3. The Agency Centralized IT Reference Model
4. The State of Minnesota IT Governance Framework

Technical Control Policies: Defines a class of security controls executed or used by systems

Uptime is the time period during which the Service Element at the Agency endpoint and the
shared infrastructure is fully functional.
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Service Support Tiers

Incident Management Quick Reference

Priority
Priority Description Resolution | Notification/Communicati Media / Timescale
Target on
1- Any Incident that has 2 Hours | 1- Incident submission 1. Automated email
3 “massive impact” and is 2. ACD updates 2. Initial; then hourly
Critical highly visible, impacts a 3. Email/phone updates* | 3. Initial notification;
significant number of Users, (24x7) 4. Incident ticket updates then hourly
a major agency, application 5. External media (e.g., | 4. Initial acceptance
or service, and has no reporters, newspaper) from assignee
redundancy or alternate 6. Incident resolution group within 15
ath. ) ; .
P 7. Incident closure mmUt%S(’) up_da:[[es
Critical-1 Incidents are every S minures
usually (but not limited to) 5. 'g‘f dct:atermlne_d t;y
one of the following issues: * Email is the preferred Di?ecﬁgrp;nn%mca on
= Enterprise e-mail or medium; phone updates Executive Team
enterprise will be utilized as deemed | g Email
messaging outage appropriate 7. Automated email

or impaired service

= State portal
services down or
impaired

=  VOIP/CCM/phone
outage or impaired
service

=  Mainframe or
significant LPAR
outage or impaired
service

= Network outage or
impaired service
impacting large
subset of Users
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Priority Description Resolution | Notification/Communicati Media / Timescale
Target on
o A priority of High will be 8 Hours 1. Incident s.ubmission 1. AL.Jt.omated email
High assigned to any Incident 2. Inmdgnt ticket updates | 2. ][nltla| acceptance
deemed to have a high 3. tEmaltI)/ I_Dt:\one updates grs)rnpa\?vsi’;ﬁinne%
impact by: (24x7) © submiter minutes; updates
N - 4. Incident closure » ub
= being highly visible, every 60 minutes
= impactinga 3. Every two hours
significant number 4. Automated email
of Users,
®" impacting a major
agency, application
or service,
where there is no
redundancy or alternate
path, and a bypass is
unavailable.
3: A priority of Medium will be | 2 Business 1. Incident submission ; ,Ibr\]LthtioTnated ?rr;]all
: - 2. Incident ticket updates : al acceptance
Medium assigned to any Incident Days _ from assignee
deemed to have a medium 3. Email / Phone updates group within one
; . to submitter X )
impact by: 4 Incident business hour;
= being visible, . Incident closure upd_ates every 4
= impacting a limited business houfs
number of Users, 3. Once per business
day
where a resource or service 4. Automated email
is down or degraded.
] . . ] . . o 1. Automated email
4: Any Incident that impacts: 5 Blslsmess 1. Incident submission 2. Initial acceptance
Low " a small numbe_r of ays 2. Incident ticket updates from assignee
Users or a single group within one
User, 3. Email / Phone updates business day;
where a resource or non- to submitter gpdates every two
" L . ays
Znnca(ljs:ajrwcg |sdd<;wn odrf. 4. Incident closure 3. Minimally twice
egraded and a deferred fix during lifecycle of
or maintenance is Incident
acceptable. 4. Automated email
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Incident/Request Status Definitions:

Status Description

Assigned The Incident has been assigned to a support group. The Assignee Field is blank. Most
tickets/requests are assigned to the Service Desk first. The Service Desk will analyze.
Classify, and prioritize the Incident. The Service Desk will either resolve the
incident/request or assign to the correct support group.

Accepted Incident has been accepted by the Support Group and been assigned to an individual in
the group to resolve the Incident.

Resolved The Incident has been fixed with the resolution. The status will change to Resolved with
Text in the resolution field and a selection from the menu of Incident/Cause. The Service
Desk will confirm the resolution with the customer

Closed The Service Desk will confirm Incident closure with the customer. Only the Service Desk
staff can close Incidents in ARS. Only Incident Manager or Problem Manager can close
Critical-1 priority incidents

Suspended The Incident is being monitored for future occurrences or the incident is awaiting a vendor

Internal action. A specific reason must be provided to set an incident to this status. A date/time
must be provided for the incident to come out of this status.

Customer MN.IT is awaiting information from the customer before the Incident/Request ticket can be

Pending worked further by MN.IT. You are prompted for a specific and concise explanation of what
is needed from the customer in order to set an incident to this status. A date/time must be
provided for the incident to come out of this status. An email is sent to the customer with
the specific details of what MN.IT needs from the customer in order to proceed
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Standard IT Service Descriptions

The following Standard IT Services have detailed services descriptions on the MN.IT Services
website http://mn.gov/oet/support/ (Support >Agency Documentation).

O
O
O

Connectivity and Mobility

Wireless
Virtual Private Network (VPN)
Cellular Services

e Enterprise Unified Communication & Collaboration

O
O

EUCC Email, SharePoint (Web Collaboration), Instant Messaging

Audio, Video & Net Conferencing

¢ Facility Services - Design Services
¢ Minnesota Geospatial Information Office (MnGeo)

O

Coordination and Professional Services

e Security Services

O

o O O O

O

Program Management
User Identity Management
Access Control

Forensics

Incident Management

IT Service Continuity

e Voice Services

O

O

Dial Tone Services

= Classic Voice

= Private Branch Exchange Systems (PBXs)
Voice-Related Applications or Services

=  Voicemalil

= Contact/Call Center

= Interactive Voice Response (IVR)

= |Interpretation

= e-Fax Services

e Web Management

O

o O O O

O

Web Server Management

Content Delivery and Migration

User Interface Design

Information Architecture

Accessibility

Geospatial Information Office (MnGeo)

o Workstation Management

O
O

Operating Systems
Hardware, Software, Peripherals

MN.IT SERVICES: Information Technology for Minnesota Government

125



e
MNT.....

Appendix D: Enabling IT
Services

MN.IT SERVICES: Information Technology for Minnesota Government 126



Copyright (¢) 2012 Minnesota Office of MNL.IT Services. Please distribute with caution; this document
may contain not public data under Minnesota Statutes chapter 13, including possible security

information pursuant to Minnesota Statutes section 13.37, and is also copyright protected. Upon
receiving a third-party request, including those pursuant to the Minnesota Government Data Practices Act
(Minnesota Statutes chapter 13), immediately contact MN.IT Services.

MN.IT SERVICES: Information Technology for Minnesota Government 127



COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Enabling IT Services

Hosting Services: Managed Hosting (Server and Virtualization) Support
Server Build and Installation: Install requested server
Server Operations: Provide 7 x 24 support of servers

Server Maintenance: Perform standard maintenance and patch management

Hosting Services: Managed Hosting (Storage and Backup Support)

Storage Installation: Install new storage equipment
Storage Operations: Provide 7 x 24 support

Storage Maintenance: Perform standard maintenance and patch management

Hosting Services: Facility Services

Data Center Operations and Management: Data center physical operations and
support

Data Center Operations: Provide 7 x 24 support

Connectivity/Network Services: Network Infrastructure

WAN Management: Provide wide area network services
LAN Management: Provide local area network services

SAN Fabric Services: Provide connection services to storage

Connectivity/Network Services: Boundary Defense

Boundary Defense: Provide security for the networks

Connectivity/Network Services: Directory Services

Active Directory Services: Local active directory services in support of access management
Enterprise Active Directory: Active directory services in support of access management

Domain Name Services: Domain name management

Application & Integration Services: Application Development

Business and Process Analysis: Business process design and analysis
Systems Research and Selection: Review & recommend solutions based on requirements

System Design Application: System design services

MN.IT SERVICES: Information Technology for Minnesota Government 128



COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

System Build Application: System build services
System Testing Application: System testing services
Application Deployment: Deploy approved applications to the environments

MnGeo Development — Geospatial project oversight, data development and strategic planning

Application Development

MnGeo Development: Geospatial project oversight, data development and strategic planning

Application & Integration Services: Application Management

Business application operations and support (COTS): Support commercial software

Application & Integration Services: Database Administration
Database design: Database design and modeling

Database Implementation: Implement databases

Application & Integration Services: Middleware Administration
Middleware Design: Middleware design services

Middleware Implementation: Implement and support middleware services

Application & Integration Services: Data Management

Records management: Record management services

Information Management: Access to systems information

Reporting and Decision Support: Access to data for reporting and decision support

Business Intelligence: Data analytics in support of the business

Security Services

Security Monitoring Systems: Improve situational awareness

Threat and Vulnerability Management: Mitigate known vulnerabilities
Boundary Defense: Firewalls, routers and VPNs

Security to Endpoints: Detect malicious software

Physical Security and Threat Management: Technology and processes

Geospatial
MnGeo Service Bureau: Geospatial coordination services and professional services
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Service Management Services: Service Desk
User Technical Assistance: Day to day technical assistance to users via the Service Desk

Performance Monitoring and Reporting: Monitoring systems performance and stability

Leadership & Supporting Services: IT Supporting Functions
IT Management: Day to day IT management of services

Strategic Planning: Forward looking strategic planning

Portfolio, Program and Project Management: PMO Services

Financial and Staff Management: Provide financial analysis and support

Governance and Customer Relationship Management: Liaison between IT and Agency
Customers

Procurement, Deployment and Decommissioning: Manage purchasing requests
Access Control to Systems: Identity and Access Management

IT Service Continuity: Technology disaster recovery

Risk and Compliance: Validates Information Security Controls

Enterprise Architecture: Structure and Operation Definition

Secure Systems Engineering: Security Control Integration

Detailed service descriptions are available upon request.
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