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About The Internet and Public Policy Series

The Internet is a worldwide communication web created through technology, hardware
and software, and human use patterns, which are shaped by mores, customs, and
occasionally laws. States have their own roles within the larger national and international
network that is the Internet. The challenge for policymakers is that the Internet itself is
malleable, and no static definition can capture its breadth and changing uses.

This series of information briefs isolates discreet policy issues and the ways in which
specific Internet issues provide choices for the Minnesota marketplace and for
lawmakers. See the list at the end of this document for other titles in this series.

Introduction

As the Internet expands the ways people interact, it also offers a new arena for illegal activities.
Some of those activities are traditional crimes while others deal directly with the use of
computers and software. For example, the Internet allows for greater access to victims of
harassment and stalking. It also offers new ways to access financial records to facilitate crimes
like theft and fraud. Identity theft has found particularly fertile ground online: in 2001, the FTC
documented 86,250 identity theft complaints and in 2015, that number had ballooned to
490,226.2

Criminals attempt to hide their actions by using new pathways for illegal transactions, or
alternative payment methods like Bitcoin, which can be difficult to track.® Programmers, seeking
personal gain or notoriety, create software that steals information from computers, locks them
temporarily, or attempts to completely shut down large computer networks. Even seemingly
simplf acts like downloading music, photographs, and written materials may violate copyright
laws.

Lawmakers have addressed the use of computers by amending existing laws to specifically
include actions taken over the Internet and creating new crimes where existing laws do not apply.
But, even where crimes committed on the Internet fall under existing laws, there are challenges
to prosecuting them. The Internet allows people to remain anonymous and can make it difficult
to identify particular perpetrators.® There are few boundaries on the Internet and actions can
easily cross county, state, and national borders, leading to questions about appropriate
jurisdiction.®

This brief will discuss federal laws that have been enacted or expanded to address criminal
conduct on the Internet and Minnesota laws that are specific to the Internet, as well as laws that
apply to actions taken on the Internet.
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Federal Laws with Criminal Penalties

Congress began addressing computer-related crimes in the 1980s. In the ensuring years,
Congress has enacted laws dealing specifically with computer fraud, hacking, and
communication privacy. In addition, Congress has criminalized some acts and expanded existing
laws to apply to crimes involving information stored as an electronic document.

Early Federal Laws Addressed Computer Fraud

The first federal action related to computer fraud began in the 1980s. While existing laws clearly
covered certain actions committed while using computers, crimes like theft or burglary required
a physical trespass or the taking of physical property. Studies released in 1983 and 1984 led to
legislation that expressly prohibited the unauthorized use of computers.’ The initial legislation
was narrow but later changes have expanded the prohibitions.

Congress passed major criminal legislation known as the Comprehensive Crime Control Act
of 1984.8 It, and later amendments, are the primary tools used to address hacking offenses.
Within that larger piece of legislation were the first laws making it illegal to access certain
computers without authorization.® The act prohibited using or accessing a computer without
authorization in three specific situations:

(1) to obtain classified United States military or foreign policy information with the intent to
use the information to harm the United States or help a foreign nation;

(2) to obtain financial or credit information that is protected under a federal financial privacy
law; or

(3) to access a federal government computer and use, modify, destroy, or disclose any
information or prevent others from using that computer.

The statute specifically gave the Secret Service investigative authority. Since 1984, Congress has
amended the law many times.

The first major amendment to the 1984 law was the Computer Fraud and Abuse Act
(CFAA).1% The new law, enacted in 1986, expanded the list of actions prohibited by United
States Code, title 18, section 1030. The amendment included new definitions clarifying that the
prohibitions applied to a person who accessed a computer without authorization or exceeded the
scope of authorized access. A person “exceeds authorized access” when accessing a computer
with authorization, but uses that access “to obtain or alter information in the computer that the
accessor is not entitled to so obtain or alter.”!! In particular, the amendments criminalized certain
property theft associated with computer fraud, altering or damaging data that belongs to others,
and selling passwords or similar access information.*2 While broader in scope, Congress
intentionally limited federal enforcement to cases involving a compelling federal interest.!3

Congress has amended the CFAA multiple times since 1986.1* The changes added a civil cause
of action, expanded the conduct prohibited by the law, and increased penalties. In its current
form, the CFAA criminalizes nine types of activity:

e obtaining national security information
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e accessing a computer and obtaining information (1) in a financial record of a financial
institution or a credit card issuer, (2) from any department or agency of the United States,
or (3) from any protected computer including one used exclusively by a financial
institution or United States government, or one which affects interstate or foreign
commerce even if located outside of the United States

e trespassing in a government computer

e accessing a computer to defraud and obtain value

e intentionally damaging by knowing transmission of code or a program such as a
computer virus

e recklessly damaging a protected computer by intentional access

e negligently causing damage and loss to a protected computer by intentional access

e trafficking in passwords if the passwords affect commerce or a computer used by the
United States government

e extortion involving computers

Punishment for violations of the law range from one to ten years in prison for first-time
offenders.’® The Secret Service has retained investigation authority for violations of the law
except that the Federal Bureau of Investigation has primary authority to investigate violations
that involve espionage, foreign counterintelligence, national defense, or foreign relations.

The CFAA is the government’s primary tool in addressing computer hacking.*® Courts have read
the provisions that establish violations based on obtaining information from a protected computer
broadly, noting that obtaining information includes merely reading that information. In effect,
any information received through the Internet meets one of the elements for violations of the
CFAA. Similarly, protected computers include any that affect interstate commerce, and courts
have noted that all computers connected to the Internet affect interstate commerce.*® Any contact
between an individual’s computer and an Internet website will constitute obtaining information
from a protected computer. Limitations to the law focus on other elements including whether
violating a website’s terms of use or corporate computer use restrictions constitute exceeding
unauthorized access®® or what acts constitute “damage.”?°

Federal Action Also Included Addressing Communication Privacy

During the 1980s, Congress also adopted the Electronics Communications Privacy Act
(ECPA), which included the Stored Communications Act (SCA).?! The acts updated the
Federal Wiretap Act of 1968, which addressed the interception of telephone conversations. The
new laws expanded the protections to all wire, oral, and electronic communications while they
are being made, transmitted, or stored on a computer. As a result, the law covered e-mail and
data stored electronically. Like the CFAA, the laws have been amended several times.??

The ECPA consisted of three separate sections. The first, Title I, is known as the Wiretap Act.?
That section prohibits:

e intercepting or attempting to intercept any wire, oral, or electronic communications;
e using an electronic, mechanical, or other device to intercept oral communications;
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e disclosing or attempting to disclose the contents of any wire, oral, or electronic
communication knowing that the information was obtained through the interception of
communications;

e using or attempting to use the contents of any wire, oral, or electronic communication
knowing that the information was obtained through the interception of communications;

e intentionally disclosing or attempting to disclose the contents of communications
intercepted legally knowing that the information was intercepted in connection with a
criminal investigation; and

e electronic communication service providers from divulging the contents of a
communication being transmitted.

The Wiretap Act contains multiple exceptions: allowing interception by operators, service
providers, and FCC employees to perform work that is necessary to providing service;
individuals who are a party to the communication or who have received prior consent from one
of the parties; interception of communications, like radio broadcasts, which are readily accessible
to the public; and law enforcement to intercept communications with an appropriate warrant or
consent. Violations of the Wiretap Act are felonies and can be punished by up to five years in
prison.

Several courts have read the term “intercept” narrowly, finding that the interception must be
contemporaneous with the communication.?* Other courts have expanded this requirement

slightly allowing prosecution when the receiving computer duplicates an e-mail and forwards
it.®

Title 11 of the ECPA is the Stored Communications Act.?® The SCA applies to files and records
held by service providers and makes it illegal to obtain, alter, or prevent authorized access to
electronic communication that is in storage without authorization. Exceptions include allowing
providers to disclose communications to the intended recipient or with that recipient’s lawful
consent. Violations can be punished with a prison sentence of up to ten years.

The SCA contains exceptions. The government can require the disclosure of electronic
communications in some cases. If the communication has been in storage for 180 days or less,
the government must obtain a warrant. If the communications have been in storage for over 180
days, the government can provide notice to the customer and then issue a subpoena to obtain the
records. However, providers must turn over basic identification information to the government
when receiving a subpoena, including the name, address, telephone records, and payment
records.

The USA PATRIOT Act provided the FBI with additional administrative powers to obtain
records without a warrant.?” Under the law, the FBI can request the name, address, length of
service of a customer, and local and long distance toll billing records when the agency certifies
in writing that the records sought are relevant to an authorized investigation to protect against
international terrorism. The law does not authorize disclosure of the content of any
communications.?®

The third provision of the ECPA relates to pen registers and trap-and-trace devices.?® That
section requires law enforcement to obtain court orders before installing devices that capture
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dialed numbers or ones that capture the numbers from incoming calls. Violation of that
requirement can be punished by up to one year in prison.

Congress Has Criminalized Certain Acts and Broadened Existing Laws to
Apply to Electronic Documents

In addition to the broad legislation passed to address electronic communications, Congress also
adopted several narrower laws designed to criminalize particular acts. The Credit Card Fraud Act
of 1984 addresses unauthorized devices, including account numbers, that can be used to transfer
money.*° Congress expanded the law to also cover the interception of wire or electronic
transmissions of telecommunications services. !

The Economic Espionage Act criminalizes the misappropriation of trade secrets.? Prior to the
act, prosecutors attempted to use the Interstate Transportation of Stolen Property Act to
prosecute similar offenses.®* However, that law was not designed to apply to intellectual
properties and thefts had increased as a result of new information technologies.* Title V of the
act also required the courts and United States Sentencing Commission to provide reports on the
use of encryption or scrambling technology used to facilitate or conceal crimes when that action
would qualify for a sentence enhancement under section 3C1.1 of the U.S. Sentencing
Guidelines.

The Identity Theft Assumption and Deterrence Act of 1998 criminalizes producing,
possessing, or transferring an identification document, authentication feature, or false
identification document.® The law specifically addresses copying or transferring a prohibited
item by electronic means. Addressing fraud associated with mass e-mails, Congress criminalized
activities connected to sending multiple commercial e-mail addresses.® The Identity Theft
Penalty Enhancement Act of 2004 created a penalty enhancement for a person who impersonates
someone while committing specific felony offenses including mail, bank, and wire fraud.*’

Other federal laws have undergone minor changes to clarify that they apply to electronic actions
or documents. The prohibition on counterfeiting foreign obligations or securities added a
provision related to electronic copies.®® Definitions in criminal fraud in relation to identification
documents expanded to include computer and electronic developments.3® The criminalization of
copyright infringement expanded to include electronic copies.*® Sentence enhancements that
applied to telemarketing added a reference to e-mail marketing.*!

Expansions have also focused on sexual violence. Congressional findings introducing the Child
Pornography Prevention Act of 1996 stated that the law was necessary based in part on a
finding that “new photographic and computer imaging technologies make it possible to produce
by electronic, mechanical, or other means, visual depictions of what appear to be children
engaging in sexually explicit conduct.”*? That statute added a new definition of child
pornography to expressly cover electronic images. A related act in 2003 addressed visual
representations of the sexual abuse of children, including computer-generated images.*® The
Violence Against Women Reauthorization Act of 2013 added a specific provision related to the
use of an interactive computer service or electronic communication service to harass, threaten to
kill, place under surveillance, or otherwise intimidate another person.**
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Other actions may constitute crimes under existing statutes even in the absence of a direct
reference to electronic communications. Actions like those that threaten, harass, or involve
blackmail are not made legal simply because the conduct takes place over the Internet.
Prosecutors are free to charge individuals with crimes for those actions.

Prosecutors cannot charge someone simply for violating the terms of use on a website.
However, those restrictions often include items that can constitute a crime such as:

e impersonating another person or business;

e posting pornography or other sexually explicit images;
e defaming another;

e harassing, stalking, threatening, or bullying others; or
¢ releasing another’s confidential information.

There are ongoing debates about whether website hosts should share liability for users’ crimes.
The Communications Decency Act provided providers with broad protection from civil suits
related to online posts generated by users.*® Those protections do not apply to criminal actions.
Following some high-profile crimes involving classified ads on Craigslist.com, some sources
called for imposing criminal penalties on website hosts.*® While no laws have imposed such
penalties to date, legislation has been proposed to specifically establish criminal penalties for a
host that allows itself to be used to promote sex trafficking.*’

While the federal government has taken action to address criminal activity involving computers,
some of that action may be ineffective. Information shared between computers easily crosses
state and even most national borders and legislation in the United States and other countries
remained piecemeal for decades. The 2001 Convention on Cybercrime sought to create a
common criminal policy to address cybercrime.*® Thirty countries, including 26 European
countries, the United States, Canada, Japan, and South Africa, signed the treaty.*° The treaty
called for each signatory to adopt laws addressing concerns including offenses against computer
data and systems, computer forgery and fraud, child pornography, and copyright infringement.
The United States Senate ratified the treaty in 2006.°° While the treaty is binding, it identifies
areas in which countries must adopt legislation without providing specific required language.

Minnesota Criminal Laws Related
to Computer Access and Online Conduct

Minnesota passed or expanded several laws to directly address crimes committed on the Internet.
Some crimes, or portions of the crimes, are specific to the Internet. The statutes cover a wide
range of activities from illegal ticket purchases to the nonconsensual dissemination of private
sexual images (“revenge porn”).

Minnesota Statutes, section 609.527, is Minnesota’s identity theft law. Subdivision 5a makes it a
felony to use false pretenses in a communication on the Internet in an attempt to obtain the
identity of another person. The act is a crime even if only attempted or if the actor did not use the
identity.


https://www.revisor.mn.gov/statutes/?id=609.527
https://www.revisor.mn.gov/statutes/?id=609.527
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It is illegal to interfere with an emergency call under Minnesota Statutes, section 609.78. In
2013, Minnesota expanded the definition of “call” to include e-mails, calls made over the
Internet using Voice over Internet Protocols, and the electronic transmission of an image or
video.

Since 2008, Minnesota Statutes, section 609.806, has made it a crime to interfere with Internet
ticket sales by using or selling software to circumvent security measures on a ticket seller’s
website designed to assure a fair ticket-buying process.

One of the most comprehensive laws addressing new technology addresses the nonconsensual
dissemination of private sexual images. The law, Minnesota Statutes, section 617.261, is known
as Minnesota’s “revenge porn” law. It is illegal to share images of other people when the subject
is identifiable, the subject did not consent to the image being shared, and the image was obtained
under circumstances in which the subject had a reasonable expectation of privacy. It is a crime to
share the images in a way that does not involve the Internet, but posting the image on a website,
or maintaining a website or application for the purpose of sharing the image, enhances the crime
to a felony. The law also specifically addresses the Internet by creating immunity for services

and providers who make it possible to share the image.

State Laws Encompass lllegal Actions that Take Place on the Internet

Many laws do not require any modification to apply to actions taken on the Internet. For
example, if a person uses the Internet to commit a theft, the action is still a theft. The Internet has
not dramatically changed the basic premise of most crimes, but it is particularly relevant to
existing crimes involving online bullying and computer-related offenses.

Harassment and stalking. Crimes like harassment and stalking are not specifically tied to the
Internet, but the Internet provides an easy avenue for repeatedly contacting someone and for
sharing statements to a wide audience.

Both harassment and stalking exist outside of the Internet but do not require any direct contact,
and actions that take place only on the Internet can be criminal.>! Harassment covers a wide
range of conduct including the dissemination of private sexual images under the “revenge porn”
law and repeated intrusive or unwanted acts that adversely affect the safety, security, or privacy
of another. Under Minnesota Statutes, section 609.79, it is illegal to use a telephone to send
obscene or harassing messages by telephone. The original version of the law went into effect in
1963 but a person could use a cell phone to send obscene messages over the Internet and violate
this statute. A person who is the subject of harassment can obtain a restraining order under
Minnesota Statutes, section 609.748, and a violation of that order is a crime.

Stalking, illegal under Minnesota Statutes, section 609.749, includes actions that make a victim
feel threatened, intimidated, or persecuted. Monitoring someone and repeatedly contacting them
can rise to the level of stalking.

Crimes involving computers. Several crimes involving computers apply to actions taken in
person or over the Internet. Minnesota Statutes, section 609.88, criminalizes computer damage.


https://www.revisor.mn.gov/statutes/?id=609.78
https://www.revisor.mn.gov/statutes/?id=609.806
https://www.revisor.mn.gov/statutes/?id=617.261
https://www.revisor.mn.gov/statutes/?id=609.79
https://www.revisor.mn.gov/statutes/?id=609.748
https://www.revisor.mn.gov/statutes/?id=609.749
https://www.revisor.mn.gov/statutes/?id=609.88
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That damage includes distributing destructive programs such as a computer virus. That provision
appeared in 1989, two years before the Internet went public.®? It would apply to distribution
through the Internet.

It is illegal to steal a computer under Minnesota Statutes, section 609.89. Originally, the statute
made it illegal to deprive the owner of possession but a 1994 amendment made it illegal to
deprive the owner of the use of the computer. That provision would apply to ransomware attacks
sent over the Internet.>® Minnesota Statutes, section 609.8912, addresses similar behavior by
prohibiting the use of encryption without specifying whether the encryption involves the
Internet.

Accessing a computer without authorization and facilitating access to a computer security system
are both crimes. (Minn. Stat. 88 609.891 and 609.8913) The statutes do not require that the
access be in person and therefore covers hacking or other actions taken over the Internet.

Provisions in some laws do not create a crime, but acknowledge the role of the Internet. For
example, Minnesota Statutes, section 243.055, allows conditions of supervision for a person on
probation, parole, or supervised release to include limiting or prohibiting Internet access. Other
statutes specifically address the question of where a case should be prosecuted by expanding the
appropriate venue to either the place where a person allegedly took a criminal action or at the
place where the victim suffered an injury.>

Other Works in the Series

This series of information briefs isolates discreet policy issues and the ways in which specific
Internet issues provide choices for the Minnesota marketplace and for lawmakers. The following
publications are part of the Internet and Public Policy series:

Challenges and policy consideration for state regulation
Privacy and consumer protection

Cybertorts and property rights online

Jurisdiction and procedures in Internet law cases
Federal Internet laws

State and federal accessibility laws

There may be more topics added, as needed. A special attempt will be made to keep all of these
pieces up to date, but the pace of change may prove challenging.
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